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Objective And Background

Objective:

The objective of the Internal Audit Annual Report is to provide required information in accordance with the Texas Internal Auditing Act
on the assurance services, consulting services and other activities performed by the Office of Audit and Consulting Services at The
University of Texas at Arlington (UTA). In addition, the Internal Audit Annual Report assists oversight agencies in their planning and
coordination efforts.

Background:

The Texas Internal Auditing Act requires entities such as UTA to submit an Internal Audit Annual Report each year to the Governor, the
Legislative Budget Board, the State Auditor, and the entities’ governing boards and chief executives. The State Auditor is charged with
prescribing the form and content of the annual report and other internal audit requirements.

This report was prepared in accordance with the guidance prescribed by the State Auditor, as well as the Texas Government Code, Section
2102.009. The guidance prescribed by the State Auditor for the Internal Audit Annual Report are listed on the following website:
https://www.sao.texas.gov/InternalAudit/#example
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I. Compliance With Texas Government Code, Section 2102.015: Posting The Internal Audit

Plan And Internal Audit Annual Report On The Website

Requirement

Compliance with Texas Government Code, Section 2102.015: Posting the Internal Audit Plan and Internal Audit Annual Report on the
website. Include a brief explanation of the procedures followed to comply with the provisions of Texas Government Code, Section
2102.015.

Details From Government Code

Sec. 2102.015. PUBLICATION OF AUDIT PLAN AND ANNUAL REPORT ON INTERNET.

(a) Notwithstanding Section 2102.003, in this section, "state agency" means a board, commission, department, institute, office, or other
agency in the executive branch of state government that is created by the constitution or a statute of this state, including an institution
of higher education as defined by Section 61.003, Education Code.

(b) Subject to Subsection (c), at the time and in the manner provided by the state auditor, a state agency shall post on the agency's
Internet website:

1. the agency's internal audit plan approved as provided by Section 2102.008; and
2. the agency's annual report required under Section 2102.009.

(c) A state agency is not required to post information contained in the agency's internal audit plan or annual report if the information is
excepted from public disclosure under Chapter 552.

(d) A state agency shall update the posting required under this section at the time and in the manner provided by the state auditor to
include a detailed summary of the weaknesses, deficiencies, wrongdoings, or other concerns, if any, raised by the audit plan or annual
report.

(e) A state agency shall update the posting required under this section to include a summary of the action taken by the agency to address
the concerns, if any, that are raised by the audit plan or annual report.




I. Compliance With Texas Government Code, Section 2102.015: Posting The Internal Audit

Plan And Internal Audit Annual Report On The Website (Continued)

As required by Subsection (b) of Sec. 2102.015, the Office of Audit and Consulting Services at UTA posted the current fiscal year audit work
plan and the latest Internal Audit Annual Report on its web site: https://www.uta.edu/audit.

As stated in Subsection (c) of Sec. 2102.015, the Office of Audit and Consulting Services does not post information contained in the
internal audit plan or annual report if the information is excepted from public disclosure under Chapter 552.

To further meet Subsection (d) of Sec. 2102.015 requirements, the Office of Audit and Consulting Services does the following:

= Each audit report from the Office of Audit and Consulting Services is presented to UTA’s Institutional Audit Committee (IAC) for review
and approval. Once the IAC approves the report, the Office of Audit and Consulting Services performs appropriate due diligence
(confidentiality review, if applicable, etc.). Each UTA audit report is published on the UT System website:
https://www.utsystem.edu/documents/audit-reports-institution. Each report and individual audit observation is evaluated using a
standardized and defined risk threshold. In instances where no observations were reported, a summary report is issued to document
the audit objective, scope and conclusion. Additionally, if an audit report is deemed confidential by the UT System General Council’s
office, a summary report is issued in place of the detailed report approved by the IAC.

= Each report includes a summary of actions taken or planned courses of action (i.e., Management Response) to address findings. The
Office of Audit and Consulting Services has a robust process in place to follow-up on open (or unresolved) audit findings to help ensure
timely resolution. As part of their quarterly meeting, the IAC reviews the status of each open finding to help ensure adequate actions
are taken on a timely basis.


https://www.uta.edu/audit
https://www.utsystem.edu/documents/audit-reports-institution

Il. Internal Audit Plan For Fiscal Year 2024

Requirement

* Include a list of fiscal year 2024 planned audits, and indicate report numbers, report dates, report titles, and whether the audits were
completed (if an audit was not completed or is ongoing as a carry-over project, include the current status of the audit).

* Include a brief explanation for any deviations from the fiscal year 2024 audit plan, which was submitted on November 1, 2023, as part
of the annual report.

= Include notice if audit results are only included in the internal audit annual report.

Note: For higher education institutions:
= Report the findings for the higher education institution assessment required by Texas Education Code, Section 51.9337(h), in this
section or in a separate report to the SAO.




Il. Internal Audit Plan For Fiscal Year 2024 (Continued)

UTA Office of Audit and Consulting Services’ Response

Exhibit A provides the status of fiscal year 2024 planned audits, advisory services/consulting and other activities. The 2024 Audit Work
Plan for UTA’s Office of Audit and Consulting Services was approved by the Institutional Audit Committee in July 2023. Additionally, as
required, Exhibit A provides report numbers, report titles, issuance/completion status, as well as descriptions of all amendments to the
FY 2024 Audit Plan.

UTA performs the higher education institution assessment as required by Texas Education Code, Section 51.9337(h) on an annual basis.
This audit is noted on Exhibit A as completed. As required, the Chief Audit Executive assesses whether the institution has adopted the
required rules and policies and submits the report. Importantly, there were no findings reported for 2024. The report can be accessed
at the following web address: https://www.utsystem.edu/documents/audit-reports-institution. This audit is included in Exhibit A.



https://www.utsystem.edu/documents/audit-reports-institution

Il. Status of Work Plan — Exhibit A

Number Audit Description Notes Status
ASSURANCE ENGAGEMENTS
. Audit report was approved by the UTA Audit Committee during the Q2
UTA23-17-CF Backup and Recovery (Cyber Security 2024 meeting. The audit was deemed confidential resulting in a Completed
(Ransomware and Backup Process) L .
summary memo being issued on April 22, 2024.
. . . Audit report was approved by the UTA Audit Committee during the Q1
UTA23-13-CF |Higher Education Emergency Relief Fund (HEERF) 2024 meeting and subsequently issued on November 15, 2023, Completed
. . . Audit report was approved by the UTA Audit Committee during the Q3
UTA23-05-CF Operation Fast Start V|c'e Pres'|dent for 2024 meeting. This audit was deemed confidential resulting in a Completed
Development and Alumni Relations L
summary memo being issued on September 9, 2024.
Operation Fast Start — Vice President for Audit report was approved by the UTA Audit Committee during the Q2
UTA23-03-CF Research and Innovation 2024 meeting and subsequently issued on March 15, 2024. Completed
Operation Fast Start — Chief Financial Officer and |Audit report was approved by the UTA Audit Committee during the Q4
UTA24-01 |Vice President for Business and Finance - Part | - {2024 meeting. The report was deemed confidential and a summary | Completed
Accounting/Business and Finance Side report was issued.
Operation Fast Start — Chief Financial Officer and This was an addition to thfe 2024 U.TA Audit. Plan. Audit report WZ.:]S
UTA24-01 |Vice President for Business and Finance - Part Il - approved by the UTA Audit C_ommllttee during the Q4 2024 meeting. Completed
. . The report was deemed confidential and a summary report was
Technology Side (OIT, ISO, and Data Analytics) issued.
With the addition of the new VP of Enrollment Management, this
audit was converted to an Operation Fast Start audit for FY 2025. This
change to the Audit Plan was approved by the Audit Committee in the
UTA24-02 |Enrollment Management Q3 2024 meeting. The hours were used to fund the addition of the Replaced
Operation Fast Start - Chief Financial Officer and Vice President for
Business and Finance - Part Il - Technology Side (OIT, ISO, and Data
Analytics) Audit.
Based on a management request, we expanded the scope of the
Operation Fast Start Audit for the Vice President for Development and
UTA24-03 [Scholarships Alumni Relations (issued September 9, 2024) to include Scholarships. | Completed
This combining of these two audits was approved by the UTA Audit
Committee during the Q2 2024 meeting.
This audit was replaced by the Campus Living Villages External
UTA24-05 [Title IX and Title VII Assurance Review (Advisory Review). This change was approved in Replaced

the Q4 2024 UTA Audit Committee meeting.




Il. Status of Work Plan — Exhibit A

Status

Audit Description

ASSURANCE ENGAGEMENTS

We included a review of IT access controls in each of the Fast Start
audits. Therefore, we replaced this audit by including the scope in the

UTA24-06 |IT Access Controls Fast Start audits completed this year. This change was approved by Completed
the UTA Audit Committee during the Q2 2024 meeting. Reports were
issued for the Fast Start audits.
. Audit report was approved by the UTA Audit Committee during the Q2
UTA24-07 |FY 2023 UTS 142 Assurance Audit 1024 meeting and issued on March 15, 2024. Completed
Operation Fast Start — Vice President for Student [This audit is currently being wrapped-up and is expected to be
UTA24-14 Affairs approved by the UTA Audit Committee in December 2024. In Progress
This audit was replaced with the Texas Education Code 51.3525
UTA24-15 Operation Fast Start — Vice President for Compliance Audit (Senate Bill 17) requested by UT System. The Replaced
Marketing, Messaging and Engagement change was approved by UTA Audit Committee during the Q3
meeting.
UTA24-16 |Operation Fast Start — Dean of the Library Audits were replaced with the College of Nursing and Health
Operation Fast Start — Dean of the College of Innovation audit. This change was approved by UTA Audit Committee | Replaced
UTA24-17 . ) .
Education during the Q3 2024 meeting.
Based on management request, this audit was added to the 2024
UTA24-20 |College of Nursing and Health Innovation Audit Plan. This change was approved by the UTA Audit Committee In Progress
during the Q3 2024 meeting.
. . .. |Based on UT System directive, this audit was added to the plan. This
UTA24-19 (Tsé(r?:tidl;lclai;o)n Code 51.3525 Compliance Audit change was approved by the UTA Audit Committee during the Q3 Completed
2024 meeting. The audit was issued on August 13, 2024.
ADVISORY AND CONSULTING PROJECTS
This was an addition to the 2024 Audit Plan. This review was
Campus Living Villages External Assurance performed by a third-party and was validation of the internal audit
UTA24-04 Review completed on May 18, 2023. No formal report was issued for this Completed
validation. A summary review was provided to the Audit Committee
in Q4 2024.
UTA24-CP-02 Safety - Students, Faculty and Staff This advisory/consulting review is currently underway. In Progress




Il. Status of Work Plan - Exhibit A

Number

Audit Description

Status

ADVISORY AND CONSULTING PROJECTS

This consulting review was replaced by the Backup and Recovery -

UTA24-CP-03 |Mental Health - Students, Faculty and Staff Decentralized Committee Participation. This change was approved by | Replaced
the UTA Audit Committee in Q3 2024.
Backup and Recovery - Decentralized Committee Added to audit plan. Hours were from the Mental Health Advisory
UTA24-CP-04 Participation review. This addition was approved by the UTA Audit Committee in In Progress
Q3 2024. Thisis an advisory project. No report will be written.
Data Analytics Project (P-Card, Timekeeping,
UTA24-CP-04 [Travel, Duplicate Payments, Departmental No formal report. Completed
Expenses)
UTA24-CP-05 TCE Review . senate Bill 17 - New Rules Related Summary provided to Audit Committee in Q2 2024. No formal report.| Completed
To DEI - Advisory
UTA24-CP-06 |Reserve for Advisory No formal report. Completed
UTA24-CP-07 |Participation on University Committees No formal report. Completed
UTA24-CP-08 Respondi'ng to InstitL{tionaI Requests for No formal report. Completed
Information and Advice
UTA23-CP-07 |Carry-Forward: Culture Survey (Gallup) No formal report. Completed
REQUIRED ENGAGEMENTS
UTA24-09  |FY 2023 NCAA Annual Financial Audit UTA res‘ults were covered with the Audit Committee in Q2 2024. Completed
Report issued by UT System Audit.
UTA24-10 |FY 2023 Annual Financial Report (AFR) Audit No formal report. Completed
UTA24-11 \FA\I(OZrCI)(24 Annual Financial Report (AFR) Interim No formal report. Completed
. . This required audit report was approved by the Audit Committee in
UTA24-12 Z;‘;ing Shortage Reduction Program Awards Q2 2024 and the report was subsequently issued on February 15, Completed
2024,
UTA24-13 State Auditor's Office (SAQ) Statewide Single UTA results were covered with the Audit Committee in Q2 2024. Completed
Audit (Student Financial Aid) Report was issued by State Auditor's Office.
UTA24-14 Texas Education Code 51.9337(h) - Annual This required audit report was approved by the Audit Committee in Completed
Reporting Requirement on Procurement Policies |{Q1 2024 and was subsequently issued on November 15, 2023.
INVESTIGATIONS
UTA24-0P-01 |Reserve for Investigations |No formal report. | Completed

10



Il. Status of Work Plan - Exhibit A

Number

Audit Description

Update Note
RESERVE

Status

Reserve for Unanticipated Audits, Overages or

UTA24-0P-02 Other Activities No formal report. Completed
FOLLOW-UP ON OPEN AUDIT FINDINGS
UTA24-0OP-03 |Quarter 1 Results covered with Audit Committee at Q1 2024 meeting. Completed
UTA24-0P-04 |Quarter 2 Results covered with Audit Committee at Q2 2024 meeting. Completed
UTA24-0OP-05 |Quarter 3 Results covered with Audit Committee at Q3 2024 meeting. Completed
UTA24-OP-06 |Quarter 4 Results covered with Audit Committee at Q4 2024 meeting. Completed
DEVELOPMENT — OPERATIONS
UTA24-0P-07 |UT System, SAO, etc., Reporting/Requests No formal report. Completed
UTA24-OP-08 |Annual Internal Audit Report Resuljcs were covered With the Audit‘Committee during the Q1 2024 Completed
meeting. Report was issued as required.
UTA24-0OP-09 |Audit Committee Preparation and Participation |No formal report. Completed
UTA24-0P-10 2;;"rzynﬁzs:rzzr:ﬁfp?ngnv:eﬂ I::sgr::rl:)(“lgA“% Quality Assurance Report was covered with Audit Committee during Completed

Review

the Q1 2024 meeting. QAIP was also completed.

FY 2025 Annual Work Plan Development & Risk

The 2025 Audit Plan was presented to the Audit Committee during the

UTA24-0P-111) ccessment Process Q3 2024 meeting. The plan was approved. Completed

UTA24-0P-12 Tea.mMate, IDEA, etc, development, No formal report. Completed
maintenance and other technical support

UTA24-OP-13 Executive Management and Leadership of the IA No formal report. Completed
Department

UTA24-0OP-14 Project Status Staff Meetings No formal report. Completed

DEVELOPMENT — INITATIVES AND EDUCATION

UTA24-0P-15 ut S'ystenjl Audit Office Initiatives and No formal report. Completed
Participation

UTA24-0P-16 [Institutional Strategic or Other Initiatives No formal report. Completed

UTA24-0OP-17 !\lew audit mgnagement s.oftware No formal report. Completed
implementation preparation

UTA24-0OP-18 Prof.e5.,5|or.1al Organization and Association No formal report. Completed
Participation
Individual Continuing Professional Education

UTA24-0P-19 (CPE) Training (including related travel) No formal report. Completed

UTA24-0OP-20 [Non-CPE Training No formal report. Completed

11



lll. Consulting Services and Nonaudit Services Completed

Requirement
Consulting Services and Non-audit Services Completed

Include a list of consulting services, as defined in the Institute of Internal Auditors’ International Standards for the Professional
Practice of Internal Auditing, and a list of non-audit services, as defined in Government Auditing Standards, 2011 Revision, Sections
3.33 — 3.58, or Government Auditing Standards, 2018 Revision, Sections 3.64 — 3.106, as applicable, that were completed during fiscal
year 2023.

If a report was issued, include report numbers, dates, and titles, as well as the high-level objective(s) of each project.

Detail From IIA Standard

Consulting services are advisory in nature and are generally performed at the specific request of an engagement client. The nature
and scope of the consulting engagement are subject to agreement with the engagement client. When performing consulting services,
the internal auditor should maintain objectivity and not assume management responsibility. The nature of consulting services must
be defined in the internal audit charter.

Detail From UTA Internal Audit Charter

The Office of Audit and Consulting Services will perform consulting and advisory services related to governance, risk management
and control as appropriate for the organization. Such services include management requests, participation on institutional
committees, and participation on implementation teams for information technology projects and business process improvements.

Detail from Government Auditing Standards
Non-Audit Services are defined as follows:

Activities such as financial statement preparation, cash-to-accrual conversions, and reconciliations are considered non-audit services

under GAGAS.

By their nature, certain non-audit services directly support an entity’s operations and, if provided to an audited entity, create a threat
to the auditors’ ability to maintain independence in mind and appearance. Some aspects of these services will impair auditors’ ability
to conduct GAGAS engagements for the entities to which the services are provided.

12




lll. Consulting Services and Non-Audit Services Completed

UTA Office of Audit and Consulting Services’ Response

For a listing of Advisory and Consulting Services provided by the Office of Audit and Consulting Services at UTA, see Exhibit A in
Section Il (page 8). Typically, formal audit reports are not written for most advisory or consulting services at UTA. On average
Advisory and Consulting Services account for approximately 19 percent of our annual audit hours used. When applicable, summaries
of the advisory or consulting reviews are shared with the Institutional Audit Committee and the UT System Audit Office.

The Office of Audit and Consulting Services at UTA does not engage in these non-audit services such as financial statement
preparation, cash-to-accrual conversions, and reconciliations that could impair independence. Each year, each audit team member
signs an independence statement. Additionally, at the start of each audit, each auditor confirms that nothing in the engagement
scope will impair independence.

13



IV. External Quality Assurance Review (Peer Review)

Requirement

Include a copy of the executive summary or a summary of issues from the most recent external quality assurance review or peer review
report.

The last Quality Assurance Review (QAR) of the Office of Audit and Consulting Services was conducted in November 2023, and the
Executive Summary is provided on the following page. The QAR involved a self-assessment with independent validation conducted by Baker

Tilly and the CAE from the University of Colorado. The Office of Audit and Consulting Services received the highest rating of “Generally
Conforms.”

14



@ bakertilly

November 2023

David Price, Chief Audit Executive
University of Texas at Arlington

In September 2023, The University of Texas at Arlington (UT Arlington) internal audit (I1A) function, the
Office of Audit and Consulting Services (Internal Audit or |1A), completed a self-assessment of 1A activities
in accordance with guidelines published by the Institute of Internal Auditors (l1A) for the performance of a
quality assessment review (QAR). UT Arlington IA engaged an independent review team consisting of 1A
professionals with extensive higher education experience to perform an independent validation of IA's
QAR self-assessment. The primary objective of the validation was to venfy the assertions made in the
QAR report concerning |A’s conformity to the llA's International Standards for the Professional Practice of
Internal Auditing (the IIA Standards) and Code of Ethics, Generally Accepted Government Auditing
Standards (GAGAS), and the relevant requirements of the Texas Internal Auditing Act (TIAA).

The lIA’s Quality Assessment Manual suggests a scale of three ratings, “generally conforms,” “partially
conforms,” and “does not conform.” “Generally conforms” is the top rating and means that an |A activity
has a charter, policies, and processes that are judged to be in conformance with the Standards. “Partially
conforms” means deficiencies in practice are judged to deviate from the Standards, but these deficiencies
did not preclude the IA activity from performing its responsibilities in an acceptable manner. “Does not
conform” means deficiencies are judged to be so significant as to seriously impair or preclude the 1A
activity from performing adequately in all or in significant areas of its responsibilities.

Based on our independent validation of the QAR performed by |A, we agree with 1A’s overall conclusion
that the |A function "Generally Conforms™ with the llA’'s International Standards for the Professional
Practice of Internal Auditing and Code of Ethics, as well as with IA’s conclusions regarding GAGAS and
TIAA requirements. Our review noted strengths as well as opportunities for enhancing the |A function.

This information has been prepared pursuant to a client relationship exclusively with, and solely for the
use and benefit of, The University of Texas System Administration and UT Arlington and is subject to the
terms and conditions of our related contract. Baker Tilly disclaims any contractual or other responsibility to
others based on its use and, accordingly, this information may not be relied upon by anyone other than
The University of Texas System Administration and UT Arlington.

The review team appreciates the cooperation, time, and candid feedback of executive leadership,
stakeholders, and IA personnel.

Very truly yours,

Bl Ty 05, 027

Baker Tilly US, LLP

Baker Tilly US, LLP, trading as Baker Tilly, is an independent member of Baker Tilly Intemnational. Baker Tilly International Limited is
an English company. Baker Tilly International provides no professional services to clients. Each member firm is a separate and
independent legal entity, and each describes itself as such. Baker Tilly US, LLP is not Baker Tilly Intemational’s agent and does not
have the authority to bind Baker Tilly International or act on Baker Tilly Internaticnal's behalf. None of Baker Tilly Intemational,
Baker Tilly US, LLP nor any of the other member firms of Baker Tilly Intemational has any liability for each other's acts or omissions.
The name Baker Tilly and its associated logo is used under license from Baker Tilly International Limited.
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V. Internal Audit Plan for Fiscal Year 2025

Requirement
= |nclude the fiscal year 2025 approved audit plan. If the plan is pending approval from the governing board or chief executive and is not
submitted with the annual report, specify the date that the plan will be submitted. If the audit plan is modified during the fiscal year
2025, submit a copy of the revised plan to the oversight agencies.
= |nclude the budgeted hours for all projects.
= |ndicate which projects in the audit plan, if any, address the following:
o Benefits proportionality, expenditure transfers, capital budget controls, or any other limitation or restriction in the General
Appropriations Act.
o Contract management and other requirements.
= |nclude a list of additional risks ranked as “high” that were identified but are not included in the fiscal year 2025 audit plan.
= |nclude a brief description of the risk assessment or methodology used to develop the audit plan, including consideration, if any, of
risks associated with:
v The applicable information technology risks related to Title 1, Texas Administrative Code, Chapter 202 (Information Security
Standards)
v" Benefits proportionality
v Methods for ensuring compliance with contract processes and controls and for monitoring agency contracts, according to Texas
Government Code, Section 2102.005(b).

Note: for Higher Education Institutions:
* Rider 8, page 111-52, the General Appropriations Act (86t Legislature) requires each higher education institution to consider audits of
benefits proportionality when developing their annual internal audit plans for fiscal years 2024 and 2025.

The following FY 2025 Audit Work Plan (Exhibit B) was approved by the Institutional Audit Committee in July 2024.
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Exhibit B — FY 2025 Audit Work Plan - Overview

Overview of the Audit Planning Process

Publish the
approved annual
audit plan

Developed Prepared risk Develop a risk- Coordinate the

strategic risks assessment based audit plan approval process

= Reviewed top risks from = Prioritized areas for = Considered areas with = Suggestions for the = Publish the approved
external sources: audit and advisory the highest risk audit plan are welcome annual audit plan on
Deloitte, Higher Ed Dive, services rankings for audits = The review process the department’s
United Educators, = (lassified, ranked and = Recorded rationale for includes: website for public
Protiviti, Audit Board, IIA sorted UTA’s risks decisions made where v UTA Leadership viewing as required

= Reviewed UTA auditrisk = Based on risk rankings a high-ranked areawas v UT System = Consolidate the UTA
universe from prior years = Identified and ranked excluded from the plan v UTA Institutional audit plan into the

= Held in-depth required audits = Researched to Audit Committee overall UT System audit
conversations with over determine required plan (Board of Regents
30 UTA leaders to gather audits formal approval)
insights and discuss = Hours are based on
strategic risks - historical averages and
interviews with in-depth discussion
Leadership Council, with other CAEs within
Deans, Faculty Senate UT System
and others

= Focused on supporting
UTA’s 2030 Shared

Dreams, Bright Future
(UTA Strategic Plan)

= Reviewed and updated
UTA’s Enterprise Risk
Assessment

17



Exhibit B — FY 2025 Audit Work Plan — Types of Services

Types of services:

Assurance Audits — Selected using annual risk assessment (critical, high). A formal audit report will be issued.

Advisory Engagements — Selected as a result of a risk analysis and management request. Advisory or consulting reviews
often include a new system or process, participation on ad-hoc committees, data analysis and/or information requests.
Consulting reviews often result in a memo or report to management. A formal public report is typically not issued. A
summary is typically shared with the audit committee.

Required Engagements/Audits — Selected as a result of specific requirements from a third party such as NCAA, granting
agencies, Board of Regents or by a law/regulation.

Investigations — The Office of Audit and Consulting Services performs special investigations, where appropriate, that often
involve possible fraud. These investigations are typically unplanned and are normally a response to an audit discovery,
hotline call or other notification.

Follow-Up — Hours are assigned to follow-up on open audit findings.

Development And Education — Hours are assigned to audit development and education. As part of this, each auditor
receives at least 40 hours of continuing professional education (CPE) per year. All auditors must have 40 hours of CPE to
maintain their certifications.

18



Exhibit B — FY 2025 Audit Work Plan

Engagement Title

Assurance Audits

Budgeted Hours

Engagement Objective

UTA has 6 of 11 (55 percent) of all Deans are new to UTA. Leadership transition
presents unique challenges and risks. We plan to perform these "transitional”
audits for each of the new Deans. We will also include any Deans added in 2025.
The scope will be risk based and determined in the preliminary survey but will

ERM Risk

Cyber Security,
Competition,

2030 Strategic Plan

People and Culture,
Student Success,

Fast Start For Deans - FY 2025 2100 likely include: financial controls (P-Card, SAHARA, etc.), software and data Talent, Student Research and
access controls, student recruiting/retention/advising controls, software Success, Regulatory, Innovation. Finance
utilization (Time Clock Plus, SLATE, etc.), research productivity controls, larger Financial ’
and software contract management controls, SB 17 compliance, etc. The
budgeted hours will cover 6 Deans.

UTA has 10 of 18 (55 percent) of Leadership Council members who are fairly Cyber Security
new. We have completed the majority of the Fast Start Audits for Leadership Competition ’ People and Culture,

Fast Start for Leadership Council 700 Council; however, we have two remaining. Fast Start Audits are risk based. The Talent Studer;t Student Success,

Members - FY 2025 scope will be determined during the preliminary survey phase based on Success ’Regulatory Research and
analytics, department needs, existing risks. These hours will cover the two Fil’ﬁancial "l Innovation, Finance
remaining audits.

Perform a review of scholarship and waiver strategy, governance and Competition Student Success,
. administration to help ensure they adequately support strategic enroliment P ! Alumni and

Scholarships 350 o . . . L X Student Success,
initiatives, result in the efficiency and effective distribution of funds to UTA Financial Engagement,
students, as well as comply with applicable policies and procedures. Finance
To help ensure appropriate compliance with contract management, we will
complete this audit. The book store is one of UTA's larger contracts. The review

Bookstore Contract Review 350 will focus on contract compliance, expense control as well as ROl opportunities. Financial Finance
As stated in our Audit Strategic Plan, we perform one large contract review each
year. This is a part of UTA Audit's Strategic Plan.

Review the Title VIl and IX processes to help ensure UTA's procedures are
consistently followed, and processes are performed in an efficient and effective| Student Success,

Title IX and Title VI 400 Y %, anap esarep Student Success
manner. Ensure participation requirements meet at least one of the three tests Regulatory
in Athletics.

X . i Audit the users or groups with administrative IT rights (sample from centralized X
IT Audit - Administrative/ R o i i Finance and
. . 400 and decentralized IT applications) to help ensure appropriateness and adequacy Cyber Security

Privileged Rights . Infrastructure

of controls to risk exposure.
Review student fees including approval, documentation, usage, balances, .
. e . . . Regulatory, Finance and Student

Student Fees Audit 400 classification, and accounting practices. Ensure funds are collected and spentin Einancial Success
accordance with applicable regulations and policies.

FY 2024 Carry Forward Audits 360 Complete the open FY 2024 audits. All All

Subtotal - Hours and Percent of
52%

Plan 5060
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Instructions & Validation

		RISK ASSESSMENT & AUDIT PLAN (RAAP) INSTRUCTIONS & DATA VALIDATION CHECKS



		Yellow tabs are required.

		Green tabs contain information to use as a reference.



		Instructions & Validation																				Click for:		Recording		PPT Slides

		This tab contains general instructions and reference information for completing this RAAP Migration Tool. Additionally, the RAAP webinar recording and PowerPoint presentation slides can be found on the UT Systemwide Internal Audit website.

		Tabs A-C have data validation checks to help guide users in completing this tool. In general, cells with missing or mismatched data will be highlighted in yellow to indicate that they should be reviewed.

		Click on the highlighted cells in this column to travel to the respective tabs in this workbook.

		Risk Scoring

		Click the link above to travel to the 'Risk Scoring' tab, which explains the new UT System risk scoring formulas and definitions that are the result of the Risk Assessment Work Group and Crowe team.

		Taxonomy Definitions

		Click the link above to travel to the 'Taxonomy Defs' tab, which describes the updated UT System Taxonomy that is the result of the Risk Assessment Work Group and Crowe team.

		A – Fiscal Year Plan Tab (previously called 'Risk List & Scoring')

		Institution: Drop-down is populated with the listing of UT System institutions. Select one choice.

		Objective at Risk: Enter a strategic initiative or functional/operational objective impacted by the risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

				FYI: For engagements on the Audit Plan that are not typically tied to an Objective at Risk, System Audit will add a general Objective at Risk for each of the IV, FL, OP, IE, and XX categories so such engagements (see below, under 'B - Engagements' tab) can be originated within eCase Audit.

		Objective Details (optional): Use, as needed, to expand description of the concise Objective at Risk.

		Objective Addressed on Audit Plan: Drop-down is populated with Yes and No. However, in eCase Audit, if an Engagement is originated from an Objective at Risk, workflow rules will automatically record a Yes, so leave blank for now.

		Risk Statement:  Enter a risk that could impact achievement of the related Objective at Risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

		Risk Details (optional): Use, as needed, to expand description of the concise Risk Statement.

		Primary & Sub-Taxonomy: Select the Primary Taxonomy from the first drop-down and then the corresponding Sub-Taxonomy from the second drop-down (both are required).

		Probability: Drop-down is populated with numerical values ranging from 1-4 (Low-Certain) and conditionally formatted with the corresponding colors.  Select one choice.

		Impact: Drop-down is populated with numerical values ranging from 1-4 (Minor-Major) and conditionally formatted with the corresponding colors.  Select one choice.

		Risk Score & Risk Rank: No entry needed. Automatically calculates the Risk Score based on Probability/Impact rankings (35/65%) and displays the associated Risk Rank (and conditionally formatted with the corresponding colors). DO NOT OVERWRITE. See 'Risk Scoring' tab for details.

		Calibrated Risk Score: No entry needed. Automatically calculates the Calibrated Risk Score (CRS) based on the Risk Score multiplied by a calibration weight.  Only IT-related Sub-Taxonomies from any Primary Taxonomy will have a CRS (and be conditionally formatted using a color scale, or grey for those without CRSs).

		Risk Statement Addressed On Audit Plan: Drop-down is populated with Yes and No. If Risk Rank is Critical or High, this cell will be highlighted if left empty. Select one choice.

		Engagement Title: Enter Engagement Title, as appropriate. If On the Audit Plan? is marked Yes, this cell will be highlighted if left empty. 

		Risk Mitigating Factor: Enter Mitigating Factor, as appropriate. If Risk Score is Critical or High and On the Audit Plan? is marked No, this cell will be highlighted if left empty.

		B – Engagements Tab (previously called 'Audit Plan')

		Institution & Audit Plan Category: Drop-down for each is populated with the selections in the legend below. Select one choice for each.

						Institution												Audit Plan Category

				ARL		UT Arlington										AS		Assurance Engagement

				AUS		UT Austin										ASCF		Assurance Carryforward

				DAL		UT Dallas										AD		Advisory Engagement

				ELP		UT El Paso										ADCF		Advisory Carryforward

				PRB		UT Permian Basin										RQ		Required Engagement

				RGV		UT Rio Grande Valley										RQCF		Required Carryforward

				SAN		UT San Antonio										IV		Investigation

				SFA		Stephen F. Austin										IVCF		Investigation Carryforward

				TYL		UT Tyler										FL		Follow-Up

				SMC		UT Southwestern										OP		Operations

				MBG		UT Medical Branch										IE		Initiatives and Education

				HSC		UT HSC-Houston										XX		Reserve

				HSA		UT HSC-San Antonio

				MDA		UT MD Anderson

				SYS		UT System Administration

		Engagement Title: Drop-down will be populated with entries made in the Engagement Title column in the ‘A - FiscalYearPlan’ tab. Select one choice. Or, enter Title for Engagements not tied to a Risk Statement by typing directly in cell (e.g., items in Follow-Up, Reserve, Investigations, Operations, and Initiatives & Education Categories).

		Budgeted Hours: Enter the original budgeted hours based on the approved audit plan. Use whole numbers only.

				SUM of Budgeted Hours now found in header row (far right; see Column K) due to eCase formatting needs


				SUM checks against Total Audit Hours from Tab C - Available Audit Hours (Column O)


		Engagement Risk Ranking: Drop-down is populated with N/A, Critical, High, Medium, and Low. Select one choice that is most applicable based on related Risk Statement Ranking(s).

		Primary Taxonomy: Drop-down is populated with the 13 Primary Taxonomy selections. Select one choice that is most applicable based on related Risk Statement Taxonomy(ies).

		Engagement Objective: Enter a short description of the Engagement Objective.

		C – Available Audit Hours Tab

		Enter details to compute Available Audit Hours.

		Total Audit Hours will be highlighted yellow if it does not match the Total Budgeted Hours on the ‘B – Engagement’ tab.

		Percent of Audit Hours (compared to Total Available Hours) will be highlighted yellow if outside the range of 70% to 80%.

		Note: NEW formula will auto-calculate Net FTE (based off Total Available Hours, less co-source).  Vacancies (# of Net FTEs) should still be entered, which will then add up to the Gross FTE (now also calculates).



https://utsystemadmin.sharepoint.com/sites/UTSystemwideAudit/SitePages/Annual-Audit-Plan.aspxhttps://utsystemadmin.sharepoint.com/:v:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY25%20RAAP%20Webinar%20-%2003.01.24.mp4?csf=1&web=1&e=QEZ4tbhttps://utsystemadmin.sharepoint.com/:b:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY%202025%20Risk%20Assessment%20Process%20%E2%80%93%2003_01_24%20Webinar%20Slides.pdf?csf=1&web=1&e=UEX7ko

A - Fiscal Year Plan

		Fiscal Year		Institution		Unique ID Objective		Objective at Risk		Objective Details (optional)		Objective Addressed on Audit Plan (Y/N)		Unique ID Risk State.		Risk Statement		Risk Details (optional)		Primary Taxonomy		Sub-Taxonomy		Probability		Impact		Risk Score		Risk Rank		Calibrated Risk Score		Risk Statement Addressed On Audit Plan (Y/N)		Linked Engagement ID		Engagement Title		Risk Mitigating Factor

		2025		UT Arlington				Assist Baker Tilly with completion of FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office).								Failure to accurately report financial activities per NCAA requirements for Athletics. 				Athletics		Athletics Revenues		2		2		2.00		Medium				Yes				FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)						Athletics

				UT Arlington				Assist Deloitte with completion of FY 2024 Annual Financial Report (AFR) Audit.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2024 Annual Financial Report (AFR) Audit						CFO		Required

				UT Arlington				Assist Deloitte with completion of FY 2025 Annual Financial Report (AFR) Interim Work.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2025 Annual Financial Report (AFR) Interim Work						CFO		Required

				UT Arlington				Determine whether award requirements were followed by the University. 								Failure to follow THECB requirements for the administration of NRSP awards. 				Finance		Grants		2		2		2.00		Medium				Yes				Nursing Shortage Reduction Program Awards Audit

				UT Arlington				Assist the SAO with information needed to complete the annual Student Financial Aid audit. 								Failure to distribute Student Financial Aid as required. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

				UT Arlington				Evaluate compliance with Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies.								Failure to follow requirements established by Texas Education Code 51.9337(h).				Finance		Purchasing/Supply Chain		1		1		1.00		Low				Yes				Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies						CFO		Required

				UT Arlington				International Student Applicants are decreasing.								Lack of ability to recruit from a variety of countries. 				Student Services & Enrollment Management		Recruitment & Orientation		3		2		2.35		Medium				No										CFO

				UT Arlington				Ability to efficiently, effectively and timely distribute scholarships to students. 								Lack of consistency in distributing merit based scholarships due to decentralization of the process.		The scholarship system Mav ScholarShop is not being consistently utilized by the colleges.  		Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Scholarships						CFO

				UT Arlington				Increase revenue at College Park Center 								Failure to attract more outside events, such as concerts, which are a large revenue sources. 				Facilities Management		Special Events		2		2		2.00		Medium				No										CFO

				UT Arlington				HUB vendors are not being utilized by all departments.  								Failure of larger departments of the university to utilize HUB vendors as required by policy. 				Finance		Purchasing/Supply Chain		1		2		1.65		Low				No										CFO

				UT Arlington				Overlap in functionality between software applications being purchased/utilized.  								Lack of an inventory of software utilized at the university.  		The university may have multiple software that performs the same task; or the same software being purchased by multiple areas which increases costs.  		Information Technology		Hardware & Software Inventory Management		3		2		2.35		Medium		3.64		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				CFO

				UT Arlington				Ensuring donor related events are communicated to the respective parties. 								Lack of collaboration between Academic Units and Development Office on events that involve donors. 				Development & External Relations		Gifts & Endowments		2		2		2.00		Medium				No										VP Development

				UT Arlington				Determine whether software licenses purchased by the department are being utilized.  								Lack of an inventory of software utilized at the department.				Information Technology		Hardware & Software Inventory Management		2		2		2.00		Medium		3.10		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				VP Enrollment

				UT Arlington				The course catalog does not serve as a repository of information. It should be the official source. 								Admission standards differ between the catalog, website and actual admissions processes. 				Student Services & Enrollment Management		Admissions		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Utilize Slate (UTA's CRM solution) effectively.								Lack of ownership for Slate leads to underutilization of the product. 		Slate needs ownership that is not a CRM committee.  		Student Services & Enrollment Management		Application Systems - Academic		3		2		2.35		Medium		2.59		No										VP Enrollment

				UT Arlington				Current processes result in a conflict of interest in residency classifications and reclassifications. 								A conflict of interest exists as one person does the initial and reclassification residency determinations for all of UTA.  		Initial determinations should be completed by Admissions and the reclassifications by Registrar. 		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Succession plan is not in place. 								Risk of losing key staff members in the next legislative session, with no clear plan for their replacement.		A niche unit with a very different talent pool to pull applicants from. 		Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				The number of staff or resources may cause some small rule making to be overlooked. 								Insufficient resources to hire and maintain staff, which affects the ability to comply with state agency rules.		Not having resources could result in missed opportunities for UTA.		Enterprise Activities		Organizational Structure & Accountability		1		4		2.95		Medium				No										Govt Relations

				UT Arlington				Small Police force may impact Campus Security & Safety.								UTA has a relatively small police force and a hard time recruiting.				Risk Management & Compliance		Campus Security & Safety		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				Timely submission of eForms for both hiring and termination. 								Lack of efficiency and effectiveness in completing eForms for hires and terminations. 		When eForms are late being processed, the employee is not active which impacts computer access, receiving payroll, etc. 		Human Resources		Employee Records		2		3		2.65		Medium				No										VP TCE

				UT Arlington				Clearance processes not consistently followed. 								Ensure new offboarding processes are operating effectively and efficiently.				Human Resources		Employee Records		2		1		1.35		Low				No										VP TCE

				UT Arlington				International Student Worker Payroll.								Ensure appropriate processes and controls are in place to maintain compliance for new international employees who start working at UTA without an SSN.		Employees can be hired and start working at UTA without an SSN.  While these employees do not get paid until they have an SSN, this could trigger a Wage and Hour audit.		Finance		Payroll		1		2		1.65		Low				No										VP TCE

				UT Arlington				Lack of compliance with TCP processes. 								Ensure the accuracy of TCP records for employees whose managers do not sign off on their time.		Some managers are not signing off on their employees time in TCP.  As a result, Payroll is signing off on them to ensure employees receive their paycheck, but this is causing some time records to be approved that are not accurate.		Finance		Payroll		3		3		3.00		High				Yes				Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		This will also be addressed in the Fast Start For Deans - FY 2025 and Fast Start for Leadership Council Members - FY 2025				VP TCE

				UT Arlington				Policy not followed for vacation leave.								Lack of understanding of policies related to vacation use by managers who are approving use before allowable time to use.  				Finance		Payroll		2		2		2.00		Medium				No										VP TCE

				UT Arlington				Accessibility to buildings for disabled persons. 								Lack of functioning automatic doors for use by persons with disabilities. 				Risk Management & Compliance		Americans with Disabilities Act		2		3		2.65		Medium				Yes				Safety - Part II						VP TCE

				UT Arlington				Safety announcements for the hearing impaired.								Lack of an effective form of communication for hearing impaired persons for emergency notices disseminated by UTA.  				Risk Management & Compliance		Americans with Disabilities Act		2		4		3.30		High				Yes				Safety - Part II						VP TCE

				UT Arlington				IDT billing is not accurate or timely.  								Ensure effectiveness of policies and processes related to IDT (Inter-departmental Transfer) billing. 		Utility billing may not happen for months at a time which results in a department receiving a large bill that was unexpected.  Duplicate billing has also been occurring.  		Finance		Financial Management System		2		1		1.35		Low		1.69		No										VP A & ED

				UT Arlington				Lack of adequate documentation and accounting for in-house renovation projects. 								Ensure in-house renovation projects are adequately documented and adhere to accounting processes.  				Facilities Management		Construction		2		2		2.00		Medium				No										VP A & ED

				UT Arlington				Event ticketing processes through the Box Office may not be adequate.								Failure to have effective and efficient policies and procedures for handling ticketing sales at the Box Office.  		AXS is the vendor. A lot of cash goes through the Box Office.  		Facilities Management		Special Events		2		3		2.65		Medium				No										VP A & ED

				UT Arlington				Retiree premiums are paid to deceased retirees.  								Ineffective procedures for determining when retirees have died so that premium payments are stopped.  				Human Resources		Employee Records		1		2		1.65		Low				No										VP A & ED

				UT Arlington				Lack of effective customer service provided by the TCE Compensation Team.								Lack of a strategic approach by the Compensation Team to understand Campus management's compensation and hiring needs. 		Frustration across campus in dealing with the Compensation Team.  The team generally says "no" and does not respect unit level competitive analysis or any input other than their own data.		Human Resources		Compensation		3		2		2.35		Medium				No										VP A & ED and VPR

				UT Arlington				Large contracts, such as the Bookstore, have risks related to contract compliance and cost overcharges.								Risks associated with not having a person review and enforce contract terms. 				Enterprise Activities		Legal		3		3		3.00		High				Yes				Bookstore Contract Review						VP A & ED

				UT Arlington				Corrections associated with FAFSA changes.								Risks associated with the recent FAFSA changes has caused Financial Aid to have to go back and make a lot of corrections. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Financial Aid Prep Review for SAO Audit						VP A & ED

				UT Arlington				Ensuring the university is in compliance with Title IX and Title VII regulations & requirements. 								Risks associated with procedures related to Title IX and Title VII not being consistently followed, and processes not performed in an efficient and effective manner, as well as in accordance with legislative rules. 		Hearings are taking a long time to be processed; HR policies may be in conflict with Title IX issues; Disparities may exist between Women's and Men's sports. Not following the law can place Financial Aid funds in jeopardy.  		Risk Management & Compliance		Title IX		3		3		3.00		High				Yes				Title IX and Title VII						CLO

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to Student Conduct. 								Risks associated with turn over in the department and new leadership of the area. 				Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										CLO

				UT Arlington				Assist in initiatives related to compliance with Senate Bill 17/ TEC 51.3525.  								Risks associated with diligence not being kept to help ensure compliance with the requirements of SB 17/TEC 51.3525. 				Enterprise Activities		Legal		2		3		2.65		Medium				Yes				TEC 51.3525 Assist - New Rules Related to DEI						CLO

				UT Arlington				Ensuring campus safety protocols and procedures are adequately communicated to all students, faculty, and staff.								Risks associated with safety of the campus community during protests, civil activism, political rally's, etc.  				Risk Management & Compliance		Campus Security & Safety		3		3		3.00		High				Yes				Safety - Part II						CLO

				UT Arlington				Ensuring the university as the right agreements and protections in place for sharing data with 3rd parties. 								Risks associated with sharing data with 3rd parties - concerns whether the least amount of data is shared and deidentified as much as possible.				Risk Management & Compliance		Privacy		2		3		2.65		Medium				No										CLO

				UT Arlington				Lack of security plan for major emergencies.								Risks associated with the campus community (faculty, staff, students, visitors, etc.) not knowing what to do and where to go in a major emergency (mass shooting, bomb threat, etc.). 				Risk Management & Compliance		Campus Security & Safety		2		4		3.30		High				Yes				Safety - Part II						VP MME

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to documentation, usage, accounting, etc., of Student Fees. 								Failure to have effective and efficient policies and procedures to ensure funds are collected and spent in accordance with applicable regulations and policies. 				Finance		Tuition & Fees Management		3		3		3.00		High				Yes				Student Fees Audit						Prez

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Prez

				UT Arlington				Ability to assist new Leadership Council Members to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start for Leadership Council Members - FY 2025						Prez

				UT Arlington				Ability to effectively use Enterprise Risk Management to help inform decisions and the institutions strategic plan.								After completion of the UTA Strategic Plan, re-align ERM efforts to support appropriate strategic initiatives.  Working closely with Strategic Planning and other key departments, document risks and follow-up on action plans where appropriate.				Risk Management & Compliance		Enterprise Risk Management		3		3		3.00		High				Yes				Enterprise Risk Management Consulting						ERM Risks

				UT Arlington				Cyber Threats and Data Security.								With increased reliance on technology, institutions face risks related to data breaches, phishing, accidental disclosure of personal data, ransomware, and hacking.  				Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Increasing and Dynamic Competition.								Risk that UTA will not maintain an advantage relative to emerging higher education competitors. This includes but is not limited to; community colleges converting to 4-year colleges, on-line degree offerings from out of state institutions, and other in-state institutions expanding into UTA’s market.				Student Services & Enrollment Management		Admissions		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Talent Management.								Risk of not being able to recruit, develop, and retain faculty/staff critical to the successful delivery of each institution’s mission, especially under increased competition in compensation, flexible workplace/schedules, and overall demand.				Human Resources		Employee Retention & Succession Planning		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Alumni Engagement and Community Connection.								Risk of not being able to grow private philanthropy as a critical revenue source and continue to develop strong relationships with donors.				Development & External Relations		Alumni Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Graduates Ready for Success in Careers or Next Steps.								Risk that UTA will not deliver valuable programs that meet the market expectations of Higher Education, prepare students to meet the workforce needs of society and differentiate graduates with prospective employers.				Instruction		Undergraduate Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Enhance, Amplify and Diversify Research, Innovation and Entrepreneurship.								Risk of not being able to protect, enhance and diversify research funding as competition for funding sources continues to grow.				Research		Research Compliance		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Foster Student Success Throughout the UTA Educational Journey.								Risks associated with addressing the unique needs of the UTA student population, which includes areas such as controlling student educational costs, strategically managing financial aid to consistently deliver outstanding value, and providing a safe learning environment.  				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Regulatory, Economic Environment, and Societal Currents and Changes. 								Ability to respond to changes in regulations, market conditions, demographic changes, and public opinion preferences. 				Risk Management & Compliance		Other Compliance & Regulatory Matters		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Meet Operational, Technological and Financial Needs Through Prioritization and Governance. 								Ability to fund strategic initiatives, ongoing operations, deferred maintenance, infrastructure and technology needs, as well as adequate funds to address business continuity needs. 				Enterprise Activities		Business Continuity		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Risks associated with concerns surrounding centralized processing, administrative turnover and employee complaints in COLA.  Needs to be a priority in the Fast Start Audits. 				Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Provost

				UT Arlington				Ability to keep up with the latest requirements and regulations from a policy standpoint. 								Failure to comply with current laws and regulations due to outdated policies and risks associated with non compliance (fines, penalties, etc.).				Enterprise Activities		Policy Management		2		3		2.65		Medium				No										Provost

				UT Arlington				Lack of policies associated with the use of AI. 								Failure to have effective and efficient policies and procedures for use of AI at the university. 				Enterprise Activities		Policy Management		2		2		2.00		Medium				No										VPR

				UT Arlington				Ensuring procedures are identified and communicated to Colleges for accurately recording salary dollars to research projects. 								Failure of colleges to accurately charge salary dollars to research projects. 				Research		Research Administration		2		2		2.00		Medium				No										VPR

				UT Arlington				Ability to effectively capture data required for reporting use. 								Risks associated with not having unification of data across campus, nor having consistent/clean data which can impact required reporting. 				Enterprise Activities		Institutional Research & Analysis		2		3		2.65		Medium				No										CAO

				UT Arlington				Determine whether the VBOC is efficiently and effectively following required polices, procedures, and regulations. 								Risks associated with recent change in leadership and concerns that regulatory, compliance and reputational risks may exist.  				Enterprise Activities		Strategic Planning & Metrics		2		3		2.65		Medium				Yes				Veterans Business Outreach Center (VBOC)						COB

				UT Arlington				Gain oversight and understanding as to how contracts are handled at the Center for Global Academic Initiatives (China EMBA Program).								Risks associated with whether policies and procedures are being effectively and efficiently followed by the team that has been managing the center for over 20 years. 				Enterprise Activities		Legal		2		3		2.65		Medium				No										COB

				UT Arlington				Lack of effective review of requirements for Doctorial degrees in the College of Education. 								Risks associated with not conducting a thorough review of the requirements necessary for completion of Doctorial degrees.  				Instruction		Graduate/PhD Programs		2		3		2.65		Medium				No										COE

				UT Arlington				Lack of effective tracking of services provided to students by the Advisory team.  								Risks associated with whether Advisors are meeting the needs of students (obtaining advising, length of time to see an advisor, quality of customer service provided, etc. ) since data is not available due to lack of tracking the information.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										COE

				UT Arlington				Ability to have an effective onboarding process. 								Failure to have an effectively organized onboarding process for new hires. 				Human Resources		Training		2		2		2.00		Medium				No										COLA

				UT Arlington				Ability to timely respond to the needs of the campus community for centralized services.  								Lack of a sense of urgency for centralized services (HR, Accounting, Facilities) when working with Deans. 				Enterprise Activities		Organizational Structure & Accountability		2		2		2.00		Medium				No										COLA

				UT Arlington				Enhance Student Success efforts so that students have a clear understanding of the processes and services provided. 								Failure to communicate student success elements to students.  Students have to "stumble" into the elements instead of having a well laid out plan to follow.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										LIB

				UT Arlington				Lack of advisors to assist students. 								Risks associated with having only 8 advisors for 2,000 students.  There is often a 3 week wait to see an advisor.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				Yes				Fast Start For Deans - FY 2025						SSW

				UT Arlington				Ability to understand the financials and related expenses for a department.  								Risks associated with difficulties noted by Principal Investigators in understanding financials - balances not up to date, delays in expense postings, etc. 				Finance		Financial Reporting		3		2		2.35		Medium				No										FS

				UT Arlington				Lack of independence in performing chemical inventories.  								Risks associated with having faculty perform their own chemical inventories versus EH&S performing them, which may result in a lack of independence and expertise.  				Risk Management & Compliance		Environmental Health & Safety		2		3		2.65		Medium				No										FS

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Failure to comply with employee and contractor cybersecurity training requirements (TGC 2054.5191 & 2054.5192) results in sanctions or increased oversight by legislative or regulatory agencies. 		Required Risk per UT System		Information Technology		Legal & Regulatory Compliance		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Ability to generate revenue through the acceptance of credit card payments is jeopardized if PCI exceptions exist.								Risk that UTA is not in compliance with PCI requirements.  Non-compliance may jeopardize UTA's ability to accept credit card payments, etc.		Information Security expressed concerns over UTA's compliance with PCI standards. Weaver was hired to do an assessment and help bring UTA in compliance		Information Technology		Legal & Regulatory Compliance		4		3		3.35		High		4.02		No						FY24 Fast Start CFO audit includes PCI compliance review. 				IT

				UT Arlington				Cyber and/or ransomware attacks can disrupt operations preventing effective and efficient operations.								Risk of a cyber or ransomware attack that would disrupt UTA's operations in a substantial way.		Security, integrity, confidentiality and availability of information resources is critical to achieving our strategic objectives.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Completed Cyber Back-Up and Recovery Audit in FY2024.  This covers a large portion of incident response.				IT

				UT Arlington				Provide leadership for Information Technology and Information Resources strategy and planning.								Risk that Artificial Intelligence (AI) Technologies/Applications may be misused and policies may not be adequate to address inappropriate usage.		ChatGPT and other AI applications are gaining wider acceptance in the workplace and classrooms.  Risks associated with inappropriate usage exist. A workgroup has started discussions on governance and acceptable use.		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				IT AI Governance and Backup & Recovery Consulting		We are represented on the Leadership Council.  AI is a regular topic discussed.  Decisions are being made in these meetings for UTA.  				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Risk that IT access controls are not adequate allowing inappropriate access.		External and internal threats must be considered in evaluating access controls.  Of interest, UTA is migrating towards a role based access control platform, rather than the current individual based platform. Department of Financial Aid has implemented this and there are additional areas in process.		Information Technology		IT Operations		3		3		3.00		High		3.60		Yes				IT Audit - Administrative/ Privileged Rights		We are reviewing access controls in the Dean's Fast Start audits scheduled for FY 2025.  We've also reviewed access controls in many of the audits in FY 2024 including Financial Aid, and Student Affairs Fast Start Audits.   As a result, although we are not covering in a separate audit, coverage is being provided.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Unauthorized access results from misconfiguration of Network Access Control (NAC) tools. 		As an Action Plan to a prior audit finding, UTA separated employee and student networks.  Overall, this will likely improve security.  The risk is ensuring the new NAC is set up properly to efficiently and effectively manage access to the network.		Information Technology		Network Administration		2		2		2.00		Medium		3.50		No						We are on the Senior Leadership Committee for the NAC implementation.  CAE is involved.  This provides coverage related to progress being made and acceptance testing.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Incidence Response Plan may not provide the detail needed to respond to a cyber or ransomware attack.		With leadership turnover, there is risk that UTA does not have adequate experience on staff to handle a response.  UTA does contract with a third party to help manage and the risk is somewhat lessened.  The Information Security Office is working with appropriate leadership to proactively improve UTA's incident response. Audit will continue to discuss this issue and progress made in our monthly meetings with IT and IS.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Our FY 2024 backup and recovery audit identified significant opportunities in this area which are being addressed.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Non-compliance With Senate Bill 475 - implementation of sound data management, security, and data governance processes may not be in place.		Risk that UTA is not in compliance with Senate Bill 475. First assessment was completed by P&N in FY 2023. Overall, results were fairly good.  Analytics team is working on further strengthening compliance.		Information Technology		Data Governance, Management, & Protection		2		2		2.00		Medium		3.40		No						FY24 Fast Start CFO audit includes the SB 475 compliance review.				IT

				UT Arlington				Implement data structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Data may not be capture, retained, protected or shared appropriately due to the decentralized environment and non-existent data governance program.		Decentralized data that are not managed by University Analytics was a concern. Flags and fields may not always be required or available to complete when people enter data. Examples include country of origin is not consistently stated correctly, or students that are performing undergraduate research.		Information Technology		Data Governance, Management, & Protection		3		2		2.35		Medium		4.00		No						FY24 Fast Start CFO audit includes the SB 475 compliance review for data governance.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Failure to confirm vendor certification under the TX-RAMP (TGC 2054.0593) prior to 
purchase results in acquisition of insecure cloud services		Required Risk per UT System		Information Technology		Third Party Security & Risk Management		2		2		2.00		Medium		3.60		No										IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Having multiple software for the same work or the same software purchased by multiple areas can increase cost or lower efficiency.		During RA meeting was brought up that we have too many software tools.  Many software tools are likely duplications of each other.  Overlaps exist.  Software is an expense that goes up every year.  We sign up for the software and the annual price goes up and up.  Inflationary expense for UTA.  Need to better control.  		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Projects and initiatives may not be completed due to lack of resources from inadequate planning and project prioritization.		Difficulty of competition for OIT resources in completing the 2030 strategic plan. OIT team is involved in every initiative.  May not deliver on all fronts.  Must have governance and prioritization.  Must decide which comes first and which get funding, etc. Same with unfunded mandates such as state requirements.		Information Technology		IT Operations		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Users or groups with administrative IT rights may not limited to as needed basis and increase the risk of inappropriate intentional or unintentional going undetected. 		Employees can have administrative rights to their own devices, which increases the risk that employees can download any applications on they computers. Administrative access was also brought up as a concern from UT system across institutions.		Information Technology		Identity & Access Management		3		3		3.00		High		5.40		Yes				IT Audit - Administrative/ Privileged Rights						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Lack of IT General Controls and cyber security operations increases vulnerabilities and risk of disrupting operations.		Risk Assessment meeting comments: Lack of General IT controls. Risk cannot be assessed if controls are not established. Security Operations are the first line of defense. Two areas to consider are overall IT controls and deep dive in Security Operations. NTT audit in February 2024 did not have favorable results and the recommendations are being discussed with the CFO to determine next steps. There is not a mechanism for direct visibility of alerts and incidents for the ISO team. 		Information Technology		Cyber Vulnerability Management & Incident Response		3		2		2.35		Medium		4.58		No						FY24 Fast Start CFO audit includes high level review of IT General Controls and Security Operations				IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Technology vendors are not managed in the decentralized environment, which increases the risk of purchasing the same applications or not evaluating how an application fits into the overall network or business objectives.		Inventory and third party vendors are high risk because of the decentralized environment. An architecture review board is not in place. Relationship with the vendor is at the department level. Same for SOC reports and PCI attestations reviews.		Information Technology		Third Party Security & Risk Management		3		3		3.00		High		5.40		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT
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B - Engagements

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						9,760		Over/Under Budget

										Assurance Audits

				ARL		Blank Template (TBD)		AS		Fast Start For Deans - FY 2025		2100		High		Enterprise Activities		UTA has 6 of 11 (55 percent) of all Deans are new to UTA.  Leadership transition presents unique challenges and risks.  We plan to perform these "transitional" audits for each of the new Deans.  We will also include any Deans added in 2025.  The scope will be risk based and determined in the preliminary survey but will likely include:  financial controls (P-Card, SAHARA, etc.), software and data access controls, student recruiting/retention/advising controls, software utilization (Time Clock Plus, SLATE, etc.), research productivity controls, larger and software contract management controls, SB 17 compliance, etc.  The budgeted hours will cover 6 Deans.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Fast Start for Leadership Council Members - FY 2025		700		High		Enterprise Activities		UTA has 10 of 18 (55 percent) of Leadership Council members who are fairly new.  We have completed the majority of the Fast Start Audits for Leadership Council;  however, we have two remaining.  Fast Start Audits are risk based.  The scope will be determined during the preliminary survey phase based on analytics, department needs, existing risks.  These hours will cover the two remaining audits.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Scholarships		350		High		Student Services & Enrollment Management		Perform a review of scholarship and waiver strategy, governance and administration to help ensure they adequately support strategic enrollment initiatives, result in the efficiency and effective distribution of funds to UTA students, as well as comply with applicable policies and procedures. 		Competition, Student Success, Financial		Student Success, Alumni and Engagement, Finance

				ARL				AS		Bookstore Contract Review		350		High		Enterprise Activities		To help ensure appropriate compliance with contract management, we will complete this audit.  The book store is one of UTA's larger contracts.  The review will focus on contract compliance, expense control as well as ROI opportunities.  As stated in our Audit Strategic Plan, we perform one large contract review each year.  This is a part of UTA Audit's Strategic Plan.  		Financial		Finance

				ARL				AS		Title IX and Title VII		400		High		Risk Management & Compliance		Review the Title VII and IX processes to help ensure UTA's procedures are consistently followed, and processes are performed in an efficient and effective manner.  Ensure participation requirements meet at least one of the three tests in Athletics.		Student Success, Regulatory		Student Success 

				ARL				AS		IT Audit - Administrative/ Privileged Rights		400		High		Information Technology		Audit the users or groups with administrative IT rights (sample from centralized and decentralized IT applications) to help ensure appropriateness and adequacy of controls to risk exposure.		Cyber Security 		Finance and Infrastructure

				ARL				AS		Student Fees Audit		400		High		Finance		Review student fees including approval, documentation, usage, balances, classification, and accounting practices.  Ensure funds are collected and spent in accordance with applicable regulations and policies.		Regulatory, Financial		Finance and Student Success

				ARL				ASCF		FY 2024 Carry Forward Audits		360		High		N/A		Complete the open FY 2024 audits.		All		All

										Subtotal - Hours and Percent of Plan		5060						52%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						7		Over/Under Budget

										Advisory Audits/Projects

				ARL				AD		Enterprise Risk Management Consulting		100		High		Risk Management & Compliance		Assist Strategic Planning with Enterprise Risk Management initiatives.		All		All

				ARL				AD		Veterans Business Outreach Center (VBOC)		90		Medium		Enterprise Activities		Leadership for this unit was recently changed.  Additionally, the areas of responsibility will increase in FY 2025.  Reputational, compliance and regulatory risks exist. 		Regulatory, Talent, Engagement		People and Culture, Community Engagement

				ARL				AD		Safety - Part II		400		High		Risk Management & Compliance		Part II - Help ensure UTA's safety programs, initiatives, plans and training are adequate to protect students, faculty and staff.   This may include focus on student and employee mental health.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Financial Aid Prep Review for SAO Audit		120		High		Student Services & Enrollment Management		Perform testwork and advisory services to help UTA adequately prepare for the FY2025 SAO review.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		50		High		Finance		Perform data analysis and follow-up research on higher risk transactions in these areas.		All		All

				ARL				AD		TEC 51.3525 Assist - New Rules Related to DEI		40		Medium		Enterprise Activities		Assist in initiatives related to compliance with TEC 51.3525.		Regulatory, Talent, Engagement 		People and Culture, Finance

								AD		IT AI Governance and Backup & Recovery Consulting		40		High		Information Technology		Hours reserved for consulting on governance and acceptable use of AI, and Backup & Recovery. 		Cyber Security, Financial, People and Culture, Research, Student Success		Finance, Research, Student Success

				ARL				AD		Reserve for Advisory 		360		N/A		N/A		Hours reserved for specific advisory and consulting projects requested by management or Audit Committee.  Includes audit tracking of different agencies' audit efforts across campus.		All		All

				ARL				AD		Participation on University Committees 		160		N/A		Enterprise Activities		Participate in institutional committees, President's Leadership Council, Employee Engagement Survey Committee, HOP committee, Development/Endowments Committee, CARE Committee, End Point Management Committee, Data Management Officer Council, Title IX cases volunteer efforts, and other ad hoc committees that arise during the year.  Hours also include regular check-in meetings with the second lines of defense organizations across campus.		All		All

				ARL				AD		Responding to Institutional Requests for Information and Advice		40		N/A		Enterprise Activities		Hours reserved for responding to requests and inquiries from the campus community.		All		All

										Subtotal - Hours and Percent of Plan          		1400						14%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Required Audits

				ARL				RQ		FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)		50		Medium		Athletics		Assist co-sourcing team engaged by UT System Audit Office in their audit of the Statement of Revenue and Expenses for Fiscal 2024 (Required by the NCAA.).		Financial, Regulatory		Finance

				ARL				RQ		FY 2024 Annual Financial Report (AFR) Audit		15		Medium		Finance		Under the direction of Deloitte, perform a risk-based audit of financial information for the fiscal 2024 AFR.		Financial		Finance

				ARL				RQ		FY 2025 Annual Financial Report (AFR) Interim Work		10		Medium		Finance		Perform interim fieldwork in preparation of the FY 2025 AFR Audit.		Financial		Finance

				ARL				RQ		Nursing Shortage Reduction Program Awards Audit		140		Medium		Finance		Provide assurance that the University is complying with the requirements as specified with the awards granted.  		Financial, Regulatory		Finance

				ARL				RQ		State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)		80		High		Student Services & Enrollment Management		Assist UTA management and State Auditors with the FY 2024 Statewide Single Audit (Student Financial Aid).		Financial, Regulatory, Cyber Security		Finance, Student Success

				ARL				RQ		Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies		40		Low		Finance		Texas Education Code 51.9337 requirement that the Chief Audit Executive (CAE) annually certify to the state auditor that the Institution has procurement policies in place that comply with the Texas Education Code requirements for higher education institutions. 		Financial, Regulatory		Finance

										Subtotal - Hours and Percent of Plan		335						3%

										Investigations

				ARL				IV		Reserve for Investigations		120		N/A		N/A		Perform reviews of any alleged, irregular conduct to determine whether civil or criminal violations of state or federal laws have occurred, or violation of system or institution policies have occurred.  This includes SAO and UTA Hotline research.		All		All

										Subtotal - Hours and Percent of Plan		120						1%

										Reserves

				ARL				XX		Reserve for Unanticipated Audits or Other Activities		150		N/A		N/A		Allowance for special requests and/or emerging risks.  Provides flexibility for time reviews of high-risk/impact requests made by UTA leaders, Audit Committee, etc.		All		All

										Subtotal - Hours and Percent of Plan		150						2%

										Follow-up on Open Audits

				ARL				FL		Quarter 1		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 2		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 3		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 4		60		N/A		N/A		Follow up of prior management action plans.		All		All

										Subtotal - Hours and Percent of Plan		240						2%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Operations

				ARL				OP		UT System, SAO, etc., Reporting/Requests 		100		N/A		N/A		Responding to requests made by the UT System Audit Office, SAO, etc., including periodic reports, metrics, and responding to significant findings, time summaries, CAE bi-weekly calls, Internal Audit Council meetings, TM calls, etc.		N/A		N/A

				ARL				OP		Annual Internal Audit Report		30		N/A		N/A		Required report of Internal Audit Activity - Texas Internal Auditing Act.  Report due November 1, 2024 to State Auditor's Office.		N/A		N/A

				ARL				OP		Audit Committee Preparation and Participation		300		N/A		N/A		Preparation, participation and attendance at Audit Committee meetings.		N/A		N/A

				ARL				OP		Quality Assurance Review - or other internal processes and activities		40		N/A		N/A		Participation in QAIP management and activities. Ongoing quality improvement of the department.  A big part of the FY 2025 review will relate to ensuring we comply with the New Global IIA guidance.		N/A		N/A

				ARL				OP		FY 2026 Annual Work Plan Development & Risk Assessment Process		300		N/A		N/A		Preparation of the FY 2026 Audit Plan, including risk assessments.		N/A		N/A

				ARL				OP		Implementation of eCase		300		N/A		N/A		Implementation, transition, maintenance, training, adopting best practices and user support for the new eCase tool.		N/A		N/A

				ARL				OP		Executive Management and Leadership of the IA Department		370		N/A		N/A		Includes hiring, development, budgeting, performance appraisals, administrative duties, leadership, managing outsourcing activities, promoting the internal audit department, executive meetings, and all other responsibilities of the CAE and/or Asst. Director that are not directly attributable to a specific audit project.		N/A		N/A

				ARL				OP		Project Status Staff Meetings		370		N/A		N/A		Staff meetings to discuss updates/status of multiple audit projects.  This includes staff bi-weekly 1:1s with the CAE.		N/A		N/A

										Subtotal - Hours and Percent of Plan		1810						19%

										Development

				ARL				IE		UT System Audit Office Initiatives and Participation		100		N/A		N/A		Participation in UT System requested committees, workgroups, research activities, etc. 		N/A		N/A

				ARL				IE		Audit Strategic Plan		25		N/A		N/A		Ensure the audit strategic plan is up to date and aligned with UTA's 2030 plan.		N/A		N/A

				ARL				IE		Professional Organization and Association Participation		100		N/A		N/A		Preparation and participation as a volunteer in professional associations such as IIA, ACUA, TACUA, ISACA, etc.  David runs the CAE Roundtable for the Dallas Chapter of the IIA and serves on their Board of Governors. Dana serves as a board member of TACUA. 		N/A		N/A

				ARL				IE		Individual Continuing Professional Education (CPE) Training (including related travel)		320		N/A		N/A		Preparation and participation in professional associations such as IIA, ACUA, TACUA, ISACA, etc.		N/A		N/A

				ARL				IE		Non CPE related training		100		N/A		N/A		New hire training, as well as participation in training that enhances development but where CPE is not earned (i.e. University required Compliance training; UTShare training, etc.).		N/A		N/A

										Subtotal - Hours and Percent of Plan		645						7%























































































C - Available Audit Hours

		Calculation of Available Hours		CAE		Management				Co-source

				Director		Team		Staff		(as applicable)		Total		%										Auditors		FTE		Hours		Vacation/Sick		Holidays		Exams/Jury Duty		G&A		Total Audit Hours

																								David Price (CAE)		1		2,080		204		120		20		300		1,436

		Audit Hours*		1,436		4,432		3,892		0		9,760		72%				-9,760		Over/Under Budget				Dana Nuber (AD)		1		2,080		256		120		20		300		1,384

																								Nick Pappas (Audit Manager)		1		2,080		216		120		20		200		1,524

		Non-Audit Hours:																						Angeliki Marko (IT Audit Manager)		1		2,080		216		120		20		200		1,524

		General Administration		320		760		474				1,554		11%										Cynthia Pittman (Senior II)		1		2,080		204		120		20		175		1,561

		Holidays		120		360		300				780		6%										Chinh Cao (Senior II)		1		2,080		228		120		20		175		1,537

		Vacation & Sick Leave		204		688		534				1,426		11%										Swapna Reddy (Staff )		1		2,080		204		120		20		148		1,588

																								Anticipated Turnover		-0.5		-1040		-102		-60		-10		-74		-794

		Total Available Hours		2,080		6,240		5,200				13,520		100%

																								Total		6.5		13,520		1,426		780		130		1,424		9,760

		Gross Budgeted Positions (# of FTEs)										7.00

		Vacancies (# of Net FTEs) 										0.50												Percentage						15%		8%		1%		15%		72%

		Net Positions (# of FTEs)										6.50



		*Reminders: 																												46		104				-10		140

		AUDIT HOURS SHOULD BE EQUAL TO TOTAL BUDGETED HOURS ON TAB B - ENGAGEMENTS								<>		19,520

		Audit Hours SHOULD include co-source staffing for engagements that are on the audit plan in Tab B

		Audit Hours SHOULD NOT include students/interns unless they will be tracking time in TimeXpress (non-typical)

		Audit Hours SHOULD include Training/CPE hours in Initiatives & Education category
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Risk Scoring

		Risk Scoring & Calibration

		Risks will continue to be ranked by both Probability and Impact, weighted at 35% and 65% respectively. The analysis of risk weighting below illustrates a larger spread of risk scoring and more accurate risk prioritization when using the weights:

		35%		65%

		Risk Probability		Risk Impact		Risk Score 				Overall Risk Score (applies with calibration factor):

		4		4		4.00				Critical		Above 3.64

		3		4		3.65				High 		3.00-3.64

		4		3		3.35				Medium		2.00-2.99

		2		4		3.30				Low		Below 2.00

		3		3		3.00

		1		4		2.95

		4		2		2.70				Calibration Factor:

		2		3		2.65				Range of 0.05 - 2.00, used as a multiplier from Risk Score base. Represents inherent risk area. The calibration factor will continue to be used for IT risks to stratify the overall risk score. In future phases of risk assessment, calibration scores will likely be rolled out to other prioritized taxonomy areas.

		3		2		2.35

		1		3		2.30

		4		1		2.05

		2		2		2.00				Taxonomy areas with applicable calibration factors (weights):		'Taxonomy Defs' tab

		3		1		1.70

		1		2		1.65

		2		1		1.35

		1		1		1.00

						Define Risk Probability:

						The likelihood that a risk will occur over a predefined time period or frequency due to inadequacy in internal control systems; and/or the likelihood that an external threat or systemic issue will cause the risk to occur.  



						4		Almost Certain		This risk is extremely likely to occur due to internal control conditions, or, is currently ongoing due to external conditions.

						3		High		This risk is very likely to occur due to internal control conditions, or, will occur quickly due to external conditions.

						2		Moderate		This risk is likely to occur due to internal control conditions, or, will occur in the near future due to external conditions.

						1		Low		This risk marginally likely or unlikely to occur due to internal control conditions, or, may occur, but not in the foreseeable future.

						Define Risk Impact:

						The expected harm or adverse effect that may occur due to exposure to the risk. Impact will be rated based on the following Impact Factors:

										Financial, Legal/Compliance, Reputational, Operational, Strategic, and Emerging Risks

						See table below for ranking definitions: 4-Major, 3-Significant, 2-Moderate, 1-Minor



										Impact

										4 (Major)		3 (Significant)		2 (Moderate)		1 (Minor)

				Impact Factors		IT / Systems Factors		Financial		Highly significantly impact to the organization fiscally.  
- Causes new expenses greater than 3% of total budgets.
- Reduces incoming financial resources by more than 3% of total expectations.
- Impairs asset value by more than 3%.
- Introduces adverse expenses beyond the means of local resources.
- Disruption to financial systems that would significantly impact our ability to operate, or achieve financial objectives.		Significant fiscal impact to the organization.  
- Causes new expenses from than 2% - 3% of total budgets.
- Reduces incoming financial resources from 2% - 3% of total expectations.
- Impairs asset value from 2% - 3%.
- Introduces adverse expenses potentially beyond the means of local resources.		Minor to moderate fiscal impact the organization.
- Causes new expenses from 1% - 2% of total budgets.
- Reduces incoming financial resources from 1% - 2% of total expectations.
- Impairs asset value from 1%- 2%.
- Introduces adverse expenses potentially absorbed within the scope of local resources.		Has minor fiscal impact to the organization.
- Causes new expenses less than 1% of total budgets.
- Reduces incoming financial resources by less than 1% of total expectations.
- Impairs asset value by less than 1%.
- Introduces adverse expenses easily absorbed within the scope of local resources.

								Legal/Compliance		Clear failure to meet regulatory compliance.
- Potential to result in large fines or endangerment of health and safety of students, faculty, staff, and/or patients.
- Likely to result in criminal/civil action against the organization.
- Related data is considered highly confidential. Unauthorized disclosure would result in significant fines/penalties.		Moderate potential for fines or criminal/civil action. Related data is considered restricted and protected.
		Low potential for legal implication or impact on safety. Low potential for fines or criminal/civil action.  Unauthorized disclosure of related data would have minimal impact.		Little to no legal implication or impact on safety. Little to no potential for fines or criminal/civil action. Related data is considered public.

								Reputational		Drastic or long-term effect on public or stakeholder image.
- State or national front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information causes donors to withdraw or withhold funding.
- Students no longer see UT Institutions in a favorable light.
- Students impacted by negative news, that may cause them to change their school choices.
- Unauthorized disclosure or destruction of data result in long-term loss of critical campus services/systems and potential widespread identify theft.		Potential long-term effect on public or stakeholder image.
- State front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Students no longer see UT Institutions in a favorable light.
- Unauthorized disclosure or destruction of data could result in potential long-term loss of critical campus services/systems.
		Short-term effect on public or stakeholder image.
- Local front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Unauthorized disclosure or destruction of data could result in short-term loss of critical campus services/systems.		Little or no effect on public or stakeholder image.
- Stakeholders would not view negative news as important or systemic.
- Lost data can be replicated with little to no disruption and thus not a concern for stakeholders.

								Operational 		Critical or core operational failure.
Critical or core technical failure.
- The effect would significantly impact our ability to operate, or achieve operational objectives.
- The effect would significantly impact our ability to serve patients or students as expected. 
- The effect would dramatically impact our ability to conduct quality research.
- Highly complex systems and/or data is shared outside of the organization.		Important operational failure.
- The effect would limit our ability to achieve operational objectives. 
- The effect would limit our ability to provide quality service to patients or students as expected. 
- The effect would limit our ability to conduct quality research.
- Failure affects availability of systems/processes of primary business data records throughout the organization. 
- Third parties are involved with managing systems and information is shared.
		Lower-level operational impact.
 - The effect would limit our ability to operate, or achieve lower level objectives. 
- The effect may disrupt some components of quality service to patients or students as expected. 
- The effect would limit lesser components of quality in research.
- Failure affects a single system, does not interface to other systems.		Little to no operational impact.
 - The effect would not noticeably limit our ability to operate, or achieve operational objectives. 
- The effect would not noticeably disrupt components of quality service to patients or students as expected. 
- Failure would result in minimal disruption of systems/processes.



								Strategic		Major strategic impact.
- The effect would significantly impact our ability to achieve critical strategies / strategic and IT objectives. 
- The effect would significantly harm other stakeholders, such as Texas.		Important strategic initiative impact.
- The effect would limit our ability to achieve important strategies / strategic and IT objectives. 
-The effect would concern other stakeholders, such as Texas.		Lower-level strategic impact.
 - The effect would limit our ability achieve supporting strategic initiatives,  or lower level strategic / IT objectives. 
- The effect may be noticed by stakeholders, such as Texas.		Little to no strategic impact.
 - The effect would not materially limit our ability achieve strategic and/or IT initiatives or objectives. 
- The effect would not be noticed by stakeholders, such as Texas.

								Emerging Risk		Emerging risks are expected, complex and are likely to be a major challenge and/or threat to the organization.  New cyber vulnerability leads to disruption for significant systems/processes. 		Emerging risks are expected and might be signficant challenge to the organization.		Emerging risks are expected but are not considered to be a threat to the organization.		No emerging risks are on the horizon, virtually no concern of threatening the organization.





Taxonomy Defs

		Disclaimer: 		The Definitions and Examples for the Sub-Taxonomies were provided by Crowe LLP based on information about UT System obtained during the risk assessment methodology review process. While they have undergone some updates from preliminary review, continued efforts will be made to refine them.  Feedback received during the annual plan presentations in summer 2024 will be considered as part of the future review.

		# Ref.		Primary Taxonomy		Sub-Taxonomy		Calibration Weight		Definition		Example Risks/Risk Areas (not all inclusive)

		1.1		Enterprise Activities		Business Continuity				Business continuity is an organization's level of readiness to maintain critical functions after an emergency or disruption. 

Common areas included in this Sub-Taxonomy are Preventive (Mitigation) Strategies, Business Impact Analysis, Crisis Response Strategies, Communications, Awareness and Training.		Accidental, intentional human-caused, cyber/technological, meteorological, etc. interruptions.

		1.2		Enterprise Activities		Ethics & Standards of Conduct				Ethics and Standards of Conduct represent core values, principles and ideals of an organization, including specific practices and behaviors that are followed or restricted under the organization.
 
Common areas included in this Sub-Taxonomy are Conflict of Interest, Disclosure Forms/Statements, Management and Reporting. 		Lack of education and/or awareness regarding applicability of conflict/ethics standards.

		1.3		Enterprise Activities		Institutional Research & Analysis				Research conducted to provide information which supports institutional planning, policy formation and decision making. 

Common areas included in this Sub-Taxonomy are Institutional Effectiveness, Tracking - Assessment Reporting, Data Collection, Analyzing and Interpretation of Data and Information. 		Financial challenges, misuse and/or misinterpretation of information.

		1.4		Enterprise Activities		Internal Audit				Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. 

Common areas included in this Sub-Taxonomy are compliance audits and operational audits. Closely related items excluded from this taxonomy because they are housed within another Sub-Taxonomy are Risk Management and Compliance Analysis.		Ineffective audits, technology/skills gaps, and internal relationship issues.  

		1.5		Enterprise Activities		Joint Ventures				Non-physician Joint Ventures -  The Joint Venture category includes both formal joint venture agreements and strategic alliances where two or more parties share markets, assets, knowledge, etc. to accomplish a specific business goal, including Public-Private Partnerships.  

Common areas included in this Sub-Taxonomy are Joint Venture Contracting, Operations, Information/data sharing and security, Accounting and Monitoring.		Compatibility issues, funding, problems with the Joint Venture Agreement,  differing profit/outcome expectations, lack of communication and unclear accountability. Other types of arrangements that could be considered in this taxonomy would be partnerships, cooperative agreements, strategic alliances and affiliation agreements. 

		1.6		Enterprise Activities		Legal				Legal is responsible for keeping the organization's operations compliant with all the relevant laws and regulations. 

Common areas included in this Sub-Taxonomy are Litigation Support, Open Records and Records Retention, Contract Management, Organizational Design.		Financial or reputational loss via lack of awareness or misunderstanding of how laws and regulations apply to the organization, its relationships, processes, products and services. 

		1.7		Enterprise Activities		Organizational Structure & Accountability				Organizational structure defines how an organization operates. It outlines the relationships and interactions among governing boards, departments, faculty, students, external organizations, etc. 

Common areas included in this Sub-Taxonomy are Board of Regents, Board Subcommittees, Institutional Audit Committee, Faculty Senate/Governance. 		Lack of communication and feedback, board/key executive turnover, lack of vision and succession planning, and a failure to develop key competencies and behaviors. 

		1.8		Enterprise Activities		Policy Management				Policy Management is the process of creating, maintaining and enforcing policies. It is a critical part of IT Governance, Risk Management and Governance. 

Common areas included in this Sub-Taxonomy are Governance Policies and Administrative Policies.		Inadequate policy design, review and approval processes. 

		1.9		Enterprise Activities		Strategic Planning & Metrics				Strategic Planning is the process in which an organization's leaders define their vision for the future and identify the organization's goals and objectives. Metrics assist in measuring progress against defined strategic goals.

Common areas included in this Sub-Taxonomy are governance, executive leadership, organizational changes, and oversight.		Changes in senior leadership, unsuccessful mergers or acquisitions, evolving customer/student/faculty demands, poor cash flows and other financial challenges.  

		2.1		Finance		Accounts Payable/ Disbursements				Accounts payable (A/P) is money owed by an organization to its vendors, contractors and suppliers. It is distinct from notes payable liabilities, which are debts created by formal legal instrument documents.

Common areas included in this Sub-Taxonomy are short-term obligations owed, documenting A/P transactions, recording payments, payment processing, cash disbursements, positive pay/electronic data interchange (EDI), manual checks, vendor discounts and credits.		Internal fraud/collusion, missing and late payments, conflicts of interest, no segregation of duties between A/P and vendor creation, duplicate payments, lack of an audit trail, poor visibility into invoice payments, overpayment (kickbacks), errant payments, human error.

		2.2		Finance		Accounts Receivable				Accounts receivable (A/R), are legally enforceable claims for payment held by an organization for goods supplied or services rendered that customers have ordered but not paid for.

Common areas included in this Sub-Taxonomy are Cash Handling, Invoice Management, Payment Collections, Cash Applications, Credit Risk, A/R Valuation, A/R Allowances (e.g., bad debts and write offs, etc.)		Receivables do not exist/are void, recorded receivable balances are inaccurate, it may not be possible to collect A/R, the derivation  of the allowance for doubtful accounts may not properly reflect bad debt experience, detailed calculations do not exist to support general ledger balances, write-off detail (history) used in estimating/analyzing allowances is incorrect, reliance on complex spreadsheets may result in calculation errors, large account balances may not be appropriately evaluated due to the unique circumstances of each account.

		2.3		Finance		Budgeting/ Decision Support				Planning hospital or institution expenses and revenues for a time period. Budgets set forth the plans of management in financial terms. This includes planning/anticipating financial resources and identifying available cash flows for required spending.

Common areas included in this Sub-Taxonomy are operating budget, capital budget, cash budget, budget process oversight, fund management within budget process (academic allowance funds, state and governmental grants/funds, research rebate funds). 		Actual expenditures may exceed budgeted funds, unexpected major budget adjustments, absence of historical analysis to create projections, failure to comply with state/federal and donor guidelines relating to funding sources.

		2.4		Finance		Cash Management/ Treasury & Investments				Cash management is the monitoring and maintaining of cash flow to ensure that an organization has enough funds to function. Investments, bill payments, and unexpected liabilities can affect an organization’s inflows and outflows, and in turn their cash management. In order for organizations to function autonomously, they need to establish a system that maximizes liquid assets while minimizing outgoing operational and logistical costs. In other words, cash management helps companies ensure that their cash flow covers their financial obligations.

Common areas included in this Sub-Taxonomy are cashier services, payment information services, management of investments (including idle cash and controlling cash flows),  banking operations (e.g., electronic transfer of funds, credit card transactions monitoring) and banking relationships.		Lack of controls over cash management which could lead to fraud, error, and inefficiency, intentionally overstated cash, misstated cash due to errors in the bank reconciliation, lack of cash available to dispense to employees, creditors, and vendors.

		2.5		Finance		Debt Service				Management of amounts on outstanding credit, including unpaid charges, extended by or on behalf of an institution.

Common areas included in this Sub-Taxonomy are debt structuring, debt issuance, bond issuance and management of related covenants, debt management. 		Failure to properly manage the System's internal lending portfolio could lead to financial loss, increased borrowing cost, credit rating downgrades and reputational damage.

		2.6		Finance		Financial Management System		1.25		A FMS processes and manages financial transactions, handling the funds that come in and out of an organization, helping view and manage the income, expenses and assets.

		Application system workflow does not align with established business processes.
Data entry controls do not support data integrity.
Reporting does not meet business needs.
Third-party interfaces are unmanaged or expose the system to external threats.
Processing errors result in damage to data or erroneous reporting.

		2.7		Finance		Financial Reporting				Financial reporting includes communication of financial information to management and outside users including press releases, stakeholder minutes, management letters and analysis, auditor reports, and notes of the financial statements. 

Common areas included in this Sub-Taxonomy are Annual, Quarterly and Monthly Financial Reports produced via the Financial Close Process.		Inaccurate, incomplete and untimely financial information, human error, bad operational decisions, reputation damage, economic loss, penalties, fines, and legal action. 

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation				A fixed asset is a long-term tangible piece of property or equipment that an organization owns and uses in its operations to generate income. Fixed assets are not expected to be consumed or converted into cash within a year. Fixed assets most commonly appear on the balance sheet as property, plant, and equipment (PP&E).  

Common areas considered within this Sub-Taxonomy are acquisitions and disposals, assignment of asset types and useful lives, capital project management, construction in progress (CIP), depreciation calculations.		Capital expenditures are not properly approved, capital expenditures are inaccurately classified as capital vs. expense, depreciation/amortization is inaccurately calculated, not placed in service timely, or become impaired. Processes may not be in place to effectively prioritize, evaluate and monitor the capital plan, which could result in dissatisfaction and misallocation of funds, misappropriation of funds (to be used for capital) and equipment and/or misuse of equipment/inventory.

		2.9		Finance		Grants				Grants (federal/state grants, research grants, corporate, philanthropic) are financial awards given to an institution by an entity, such as a company, foundation, or government, to facilitate a goal or incentivize performance. Grants are also awarded to student financial aid.

Common areas included in this Sub-Taxonomy are grant oversight, grant compliance, grant financial management.


		Failure to identify all federal and state grant awards received, not appropriately account for expenditures of grants, non-compliance with internal controls, grantor/donor requirements and accounting resulting in disbarment, inappropriately awarding grants. 

		2.10		Finance		Leasing Property				A lease is a contract between an owner and a user of property. In business lease agreements, the owner (lessor) receives financial compensation and in exchange, the tenant (lessee) is given the right to operate on the property. Institutions lease property, owned property and ground leased property for university campuses, medical centers and office buildings.

Common areas included in this Sub-Taxonomy are lease transactions, contract management, easements, acquisitions, disposition, and third party real estate partners management.		Lease payments are not received timely and/or are for amounts that are not supported by the lease agreement, resulting in the potential for financial, legal, and reputational damages.  Rental payments to/from are occurring without current, written lease agreements that comply with regulatory requirements and/or are more than allowed under the agreements, resulting in the potential for financial, legal and reputational damages. Processes which are not completed to identify leases with conflicts of interest, resulting in the potential for financial, legal or reputational damages.   

		2.11		Finance		Other Cost Recovery Departments				Other cost recovery departments are those departments that do not function to generate fees within University of Texas System (and are not included elsewhere). These departments are necessary as campus-wide investments in infrastructure, administration and management.

Common areas included in this Sub-Taxonomy are non-direct revenue generating department such as: utilities, custodial services, general administration, the libraries, accounting, and purchasing.		Failure to ensure that costs of operations are covered, incorrect cost classification, failure to include all allowable costs, clerical error, math errors, and allocation methodology.

		2.12		Finance		Payroll				Processing payroll to compensate employees for their work involves calculating total wage earnings, withholding deductions, filing payroll taxes and delivering payment.

Common areas included in this Sub-Taxonomy are processing of various pay types (e.g., regular, on-call, overtime, etc.), deductions (e.g., retirement plans, insurance premiums, etc.), management of employee data, managing W2s and W4s for employees including deductions, withholdings, allowances and compliance with IRS and payroll taxes.		Inaccurate or incorrectly entered employee pay and/or employee status or in the HR/Payroll system: nonexistent/fictitious employees are added to the payroll; terminations are not timely entered into the HR/Payroll system resulting in inappropriate payments to terminated employees; quarterly and end-of-year reporting and/or record retention is not compliant with federal and state requirements; payroll is recorded in the wrong period resulting in incomplete or inaccurate accruals made for financial reporting; terminated or deceased employees were not removed from payroll master-data rolls.  Inadequate segregation of duties or inappropriate access to timekeeping/payroll systems.

		2.13		Finance		Purchasing/ Supply Chain				Purchasing / Supply Chain describes the processes for sourcing, negotiating and translating a requisition into a purchase order (PO), as well as reviewing, executing, receiving, storing and managing orders for the organization. Orders may include purchases of tangible products or services. Supply Chain often has responsibility for managing relationships with vendors and managing the Vendor Master File. Materials management generally refers to the procurement and distribution of required supplies, office supplies and equipment, computers and related peripherals, and similar items throughout an organization. Materials management commonly consists of the procurement, contract management, purchasing, receiving, and inventory control functions.

Common areas included in this Sub-Taxonomy are Materials Management, Procurement, Purchasing Cards (P-Cards), Vendor Master File, Vendor Management, Inventory Receiving & Warehouse, Bidding,  Agreements, HUB Initiatives, Supply Chain/Materials Management - Procurement, and Invoicing Fraud.		Inventory misappropriation: supply vendors having unfettered access to inventory areas leading to opportunities for theft; falsely overstating inventory value to cover shrinkage; physical inventory counts not being monitored by individuals independent of the inventory area leading to false counts; misuse of purchasing cards; controls over high cost inventory may be inadequate to ensure those assets are protected. Utilization of vendors included on excluded individuals and entities listings creating a higher risk of loss to the organization. Vendors who replenish inventory areas as part of a just-in-time inventory system not making adjustments for shortages in shipments.

		2.14		Finance		Travel & Entertainment				Business travel and/or entertainment include expenses that are incurred for employees, including Dues and Memberships, Relocation Expenses, Travel Advances, Expense Reimbursements via Accounts Payable (A/P).

Common areas included in this Sub-Taxonomy are Travel and Entertainment policy & process enforcement, expense report verification and approval.		Inefficient cumbersome processes, lack of policy enforcement, late report submission, slow employee reimbursement, inefficient receipt management, false Travel and Entertainment report submission, increased spend in Travel and Entertainment.

		2.15		Finance		Tuition & Fees Management				Tuition and fees management includes planning for and tracking expected revenues from various sources, such as formula funding, course fees, and other external sources.  Course revenues may be based on the academic program, the number of credit hours, in-state, out-of-state, etc. 

Common areas included in this Sub-Taxonomy are Tuition/fees collected by programs (e.g., regular or summer session, university extension, etc.), tuition/fees categories (e.g., resident/non-resident, graduate/undergraduate, professional), number of fees assessed, results of recent internal or external reviews, recent changes in organizational structure, policies or procedures, laws or regulatory requirements, etc., pending litigation or actions.		Processes and/or information systems that are not well designed or implemented and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations, policies, and procedures. Inadequate monitoring of tuition and fees could result in non-adherence to established requirements or controls and financial loss.

		3.1		Information Technology		Business Intelligence/Data Transformation		1		Business intelligence (BI) tools ingest business data and present it in user-friendly views such as reports, dashboards, charts and graphs, and facilitate management decision-making.

Common technologies included in this Sub-Taxonomy are Power BI and Tableau, data warehouse tools, and reporting tools built in ERP systems such as PeopleSoft.		Poor data quality.
Timeliness of data.
Unintended disclosure or breach of data (security and privacy).
Tools failing to meet user needs.
Inaccurate or misleading information because of limited user knowledge or misuse of data.

		3.2		Information Technology		Communication, Awareness, & Training		1.1		Information Technology policies and procedures must be communicated clearly and regularly to employees. A strong and supportive "tone at the top" and organizational culture, and communication of strategic objectives, standards, and expectations are needed.  Oversight and guidance for securing all information assets should be established through communicated and enforced policies, standards, and procedures.  Management should be informed of the effectiveness of security measures in place.  (O - Security culture or security awareness)

Common areas included in this Sub-Taxonomy are communication and training on policies and expectations, security awareness training and ongoing threat awareness campaigns, and reporting on the effectiveness of protection strategies.		Management's expectations are not clearly determined and communicated, resulting in ineffective allocation of resources towards non-strategic activities.
Information resources are exposed because security policies are not sufficiently communicated or understood, and/or are not enforced.
Insufficient resources are allocated to security programs because leadership is not informed of current risk levels.

		3.3		Information Technology		Communication/Collaboration Technologies		1.3		Communication technologies include email, virtual meeting rooms, instant messaging, and VoIP (a technology that makes it possible to have a voice conversation over a network instead of over dedicated voice transmission lines).

Common tools included in this Sub-Taxonomy are Outlook, Google Mail, MS Teams, Zoom, and VoIP technologies.		Employee communication needs are not met.
Usage restrictions, configuration/connection, and implementation guidance is not established or documented.
Remote meeting and collaborative technologies do not have sufficient capacity, availability, and/or security to accommodate a predominately remote workforce. 
Employees are not advised on allowable use of collaboration technologies and disallowed tools for sharing or discussion of sensitive information.

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95		Organizations must know and address their network and device vulnerabilities, and respond quickly to security incidents that may significantly affect the enterprise, its people, or its ability to function productively. (B - Vulnerability and Patch Management; I - Threat Management; K -Incident response plans; P - Data management and protection)  

Common areas included in this Sub-Taxonomy are intrusion detection and response, firewall management, incident management and reporting, and device configuration monitoring.		Undetected vulnerabilities on the network.
Operating system vulnerabilities.
Insecure web-facing applications.
Procedures are not in place to log, investigate, escalate, and resolve security incidents timely.
IT assets are not monitored to protect from malicious code. 
Security incidents are not documented, communicated, and reported such that trends can be identified and inform strategic planning.  
Testing of security posture (penetration testing) is not performed.
Information security staff do not monitor industry news and trends to ensure up-to-date knowledge of new vulnerabilities and mitigation strategies.
Communication activities are not in place to inform users of imminent threats and instructions for protecting the IT resources under their control.

		3.5		Information Technology		Data Governance, Management, & Protection		1.7		Data Governance, Data Security, and Data Management work in tandem to maintain confidentiality, integrity and availability of information. Sensitive data must be handled with greater restrictions. (P - Data management and protection)

Common areas included in this Sub-Taxonomy are Data Classification, Ownership, and Governance; Data Loss Prevention (for data while at rest, in use, and in transit); and Information Rights Management.		Data is not classified according to enterprise policy or protected in accordance with its classification.
Data ownership is not assigned, communicated, and enforced.
Guidelines are not in place to define data management.
Data models do not exist to catalog enterprise data attributes, or enterprise data catalogs or models are not secure. 

		3.6		Information Technology		Decentralized IT Operations		1.4		Decentralized IT operations allow for greater flexibility at the local level; however, some decentralized IT operations may lead to deviations from established policies and authorized processes that put the organization at risk.  Management should vet and approve exceptions to centralized IT processes.		Rogue processes lead to vulnerabilities, network exposure, inefficiencies, and unnecessary duplicative costs. 
Standards are not established and communicated for operations to ensure alignment with IT strategy and organization policy,
Decentralized solutions do not comply with enterprise standards.
Monitoring has not been established, and governance structure does not provide effective oversight of decentralized operations. 

		3.7		Information Technology		Disaster Recovery		1.5		Disaster Recovery encompasses the activities designed to return technology resources to an acceptable condition such that critical business operations can resume if a disruption occurs. Business Continuity is a business activity rather than IT activity, but coordination between responsible parties is critical if a disaster recovery plan must be activated to ensure impact on business operations is minimized.

Common areas included in this Sub-Taxonomy are system and data backup, offsite or immutable data storage, offsite work locations in the event of a disaster, and robust Disaster Recovery / Business Continuity Programs.  		Business downtime due to the unavailability of IT systems. 
Plans are not in place to ensure electronic data can be recovered and made available to support critical business operations following an unexpected interruption.  
Backups are not sufficiently protected to ensure integrity and availability when needed.
A documented plan does not exist to continue/restore critical IT services following an unexpected interruption, or does not prioritize IT services in accordance with business requirements and expectations. 
Activities are not in place to ensure key stakeholders are aware of recovery and continuity testing and results in order to improve the plan and/or process. 
Availability requirements are not established and monitored. 
Critical roles have not been assigned for restoration of IT services.

		3.8		Information Technology		Hardware & Software Inventory Management		1.55		IT Asset Management (ITAM) is a system of business practices that seeks to maximize value and protect IT equipment within an organization by combining financial, contractual, and inventory data to track the status of IT assets across their lifecycle and ensure their compliance with established standards..  (N - Inventory information)

Common areas included in this Sub-Taxonomy are inventory processes and systems, IT asset ownership and assignments, transfers, and terminations, license management, and device configuration management.		Activities are not in place to ensure newly acquired IT assets comply with established standards.
IT assets in use are not appropriately identified and monitored,
Assets containing sensitive or confidential data are not properly disposed of. 
Security requirements and acceptance criteria do not align with organizational policies.
Software (including hosted and cloud) is not risk-assessed prior to purchase to ensure security standards are met.
Standard contractual terms do not include provisions for enforcement of information security requirements and monitoring of vendor performance related to these requirements, 
Standard contractual terms do not include recourse in the event of a security breach. 
Maintenance is not performed per vendor recommendation or contractual requirement.
Assets cannot be physically located.

		3.9		Information Technology		Identity & Access Management		1.8		Identity and Access Management (J - Access control management) encapsulates people, processes and products to authorize and authenticate users and grant or deny access rights to data and system resources based on the principle of minimum-necessary access. The goal of IAM is to provide appropriate access to enterprise resources.

Common areas included in this Sub-Taxonomy are authorized user onboarding and offboarding, privileged access management, periodic user access reviews, and timely user termination and credential deactivation.		Unauthorized access, unnecessary access, privilege escalation, and inappropriate use of administrator ("superuser") access. 
Procedures are not in place to verify an individual's identity to an appropriate assurance level prior to granting access credentials. 
Activities are not in place to manage access entitlements at each level (network, server, database, application), based on the classification of data to be accessed.  
Access provisioning procedures are not in place to help prevent unauthorized access to applications, system software, information, and configuration abilities. 
Login credentials are not encrypted in transmission and/or in storage. 
Activities are not in place to manage account privileges to ensure no more than the minimum privileges necessary are allowed and segregation of duties is enforced.

		3.10		Information Technology		Information Technology Security Configuration		1.65		Information systems and infrastructure must have strong technology-enabled controls protect IT assets and data.  

Common areas included in this Sub-Taxonomy are infrastructure and application system security settings, encryption, and cloud security (including security configuration of third party cloud services).  This Sub-Taxonomy does not include access administration.		Server configuration standards are not established or enforced to ensure compliance with operational and security requirements
Security requirements are not considered in application design and configuration, or existing security features are not fully utilized.
Security configuration changes do not follow an established change management process.
Security configuration requirements have not been established.
Cryptographic solutions are not in place where appropriate, or are not effectively managed to prevent access by unauthorized parties.
Known technical vulnerabilities are not addressed timely.

		3.11		Information Technology		IT Operations		1.2		IT Operations are the ongoing support activities to implement, manage, monitor, and support IT systems that meet the business needs of internal and external users.

Common areas included in this Sub-Taxonomy are IT support services (help desk), performance metrics, project management, capacity planning, and service failure response and reporting.		Business downtime and frustration due to IT system errors.
Activities are not in place to ensure business needs are understood in prioritization and planning.
Responsibilities, requirements, and performance criteria are not defined, or performance measures are not monitored.
Project schedules are not monitored, project goals are not clearly defined, and activities are not in place to ensure cost-effectiveness.  
Service Level Agreements (SLAs) either do not define expectations and metrics or the defined expectations and metrics are not measured/monitored/enforced.
No consideration for future capacity needs. 

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1		IT operations must align with the organization’s strategy and be governed accordingly. Deviations from strategic objectives may result in duplication of technology, infrastructure conflicts, and wasted resources. Financial allocation decisions are made by accountable parties with consideration for organization strategy, user needs, and protection of information resources.  (C - Funds for necessary equipment or application upgrades; E - Overall security strategy; H - Security and/or IT staff).		Insufficient IT resources to protect the organization's information.
Unnecessary or wasteful IT expenses.
Unmitigated risks due to conflicts between Business Management and IT Management
Policies and procedures not in alignment with management objectives, reviewed, and communicated to employees, 
Institution strategic planning does not consider the IT infrastructure and support needed to meet strategic goals.
There is no strategic plan for IT.
Planning does not consider long term goals, and strategic planning does not occur at an appropriate frequency.
Information Security Officer does not have sufficient independence, 
Leadership doesn't maintain contact with authorities and regulatory bodies, 
Accountability is not clearly defined and communicated for guidance on decision making.
Insufficient IT Funding process as the budget processes are not appropriately prioritized, or leadership does not place appropriate emphasis commensurate with strategic needs.

		3.13		Information Technology		Legal & Regulatory Compliance		1.2		Legal and regulatory compliance is necessary for an organization to avoid regulatory penalties, reputation loss, increased regulatory oversight, and litigation.

Common areas included in this Sub-Taxonomy are privacy violations and PHI data leakage/exposure due to improperly secured systems and lack of compliance with State or Federal information security rules.		Violations of employee and patient rights due to system configuration or insufficient information security.
Federal/State regulatory violations such as HIPAA violations, TAC202 information security control standards, GDPR regulations, FERPA violations, and other directives on restricted technologies (e.g., TikTok ban), 
Security leadership is not aware of changing legal and regulatory requirements.
Policies and procedures are not regularly reviewed and updated to ensure continued compliance. 
Regulatory gaps are not identified and resolved, and reporting of gaps does not occur at appropriate frequency.

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6		Data is often stored on mobile phones, USB storage devices, handheld devices, biomedical devices, medical equipment, etc.  The pervasiveness of mobile device use increases the risk of data leakage.

Common areas included in this Sub-Taxonomy are Mobile Device Management (MDM), removable media controls, and biomedical device management, Network Connectivity and Security.		Downloading sensitive data onto personal or unencrypted USB storage devices.
Use of insecure personal mobile devices to handle sensitive or confidential information.
Lack of patching and data sanitization for mobile biomedical devices. 
Personally-owned devices are not prevented from, or are not detected when, connected to the organization's network and IT services. 
Monitoring activities are not in place to detect (and prevent if appropriate) transfer of critical or sensitive institutional data to personally-owned or portable data storage devices.
Activities are not in place to ensure that mobile or medical devices access to network resources occurs in a secure fashion without unnecessary risk to sensitive institutional data during transmission.  
Quality assurance activities are not in place to ensure new changes, new systems, or configurations don't adversely affect users' allowed access to data via mobile devices. 
Restrictions on use of personally-owned and/or portable data storage devices are not communicated to users and enforced consistently.
Inadequate safeguards surrounding the electronic Protected Health Information (ePHI) stored on biomedical devices, malicious software / viruses causing harm to patients.
Inadequate backup and recovery processes resulting in a loss of data / ePHI

		3.15		Information Technology		Network Administration		1.75		Network administration involves a wide array of operational tasks that help a network to run smoothly and efficiently.  Network administration includes management of firewalls and wireless infrastructure.		Misconfigurations and change management, resulting in network vulnerabilities and exploitation of access and data.
Policies are not in place to address security requirements for wireless networks.
Activities in place do not allow for the wireless network to meet organizational security standards and policies, 
Monitoring of all wireless access points are not in accordance with security requirements.
Monitoring doesn't occur to make sure that bandwidth and speed meet business needs.
Strategic planning activities don't consider wireless capabilities for new or expanding services, locations, or constituents
Guest access is not appropriately restricted or segmented to ensure systems and data are not accessible.

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15		IT Assets must be protected with physical controls and environmental safeguards, such as restricted access, video surveillance, and fire suppression. (R - Physical and environmental security around critical IT infrastructure)

Common areas included in this Sub-Taxonomy are badge access, security guards, sign-in system, escorted visitors, CCTV, backup power generators, floor levels not prone to flooding, and non-conductive gas fire suppression.		Equipment and data is exposed to loss because physical access is not restricted to only authorized parties.
Equipment is irreparably damaged and data lost from environmental hazards such as fire or flood. 
Transportable media could not be secured and protected from environmental hazards both in transit and in storage, and integrity is not maintained.

		3.17		Information Technology		System Development & Change Management		1.3		System Development involves phases deployed in the development or acquisition of a system, including how to plan, design, develop, test and implement a system or a major modification to a system. Typical phases of the System Development Lifecycle (SDLC) include a feasibility study, requirements definition, detailed design, programming, testing, installation and post-implementation review.  Changes to systems must also be controlled to ensure changes do not result in loss of functionality, availability, data integrity, or data security. (M - IT lifecycle processes)
		Key stakeholders are not involved in developing and validating technical requirements, to prevent invalid or inappropriate design assumptions.  
Activities are not in place to effectively identify requirements, so that business needs are being fulfilled?.
Security needs are not considered during requirements development.
Operational procedures do not include activities to assess requests for changes for strategic alignment, prioritization, and impact on interconnected systems. 
Activities are not in place to ensure emergency and/or critical changes are addressed in a timely manner.  
Change requests are not monitored to prevent unintentionally delayed or unfulfilled requests.  Maintenance/upgrade/non-emergency patch windows do not consider business scheduling requirements, to ensure down-time impact to the organization is minimized.  
Activities are not in place to ensure source code versions are maintained and managed to ensure code integrity.  

		3.18		Information Technology		Third Party Security & Risk Management		1.8		Third-party security and risk management aims to manage risks that come with forming business relationships with third-party vendors and service providers, and keep risks at an acceptable level for the organization. These risks include vendor vulnerabilities that could carry cybersecurity risk, compliance risks, and operational risks that could arise from supplier delays or provider outages. (L - Third Party Risk Management Process; G - Security risk assessments)

Common areas included in this Sub-Taxonomy are Third Party Lifecycle Management (Onboarding, Monitoring, and Offboarding), Third Party Risk Assessment, and Third Party Connections/Interfaces.		Third party business failures result in unavailable services.
Third party network vulnerabilities and breaches, and sensitive data exposure. 
A program is not in place to assess information security risk related to 3rd party IT service providers, both before acquisition and ongoing.  
Preventive and monitoring activities are not in place to ensure compliance with  3rd Party Risk Assessment requirements and related contractual requirements. 
Activities are not in place to ensure that gaps in the 3rd Party Risk Assessment process are identified, escalated, and resolved.

		4.1		Research		Animal Research Program				Animal Research Programs are programs that involve the research of vertebrates and primates. 

Common areas included in this Sub-Taxonomy are Institutional Animal Care and Use Committee, and, Protection of Animal Subjects, Security,  Safety.		Reputational damage based on unpopularity of animal testing; failure to maintain Association for Assessment and Accreditation of Laboratory Animal Care (AAALAC) Accreditation;  animals, staff or students are injured due to inadequate protocols and procedures during research & teaching activities. 

		4.2		Research		Application Systems - Research		1		Research systems include those systems designed exclusively for the support of the research enterprise, including but not limited to, clinical trial management, research data warehouses, high capacity storage for use in research, high performance computing, sponsored research systems (from proposal to award to financial management throughout the project), grant management, payroll and effort certification, conflict of interest management, and lab safety.		Research data is corrupted or lost.
Applicable clinical trials are not identified when appropriate, or participant information is not managed and protected.
Clinical trial results are not accurate and complete.
High capacity storage and high performance computing capabilities are not available for researcher use or do not provide sufficient space or processing capabilities.
Conflicts of interest are not documented and managed.
Sponsored research awards are not recorded accurately and/ expenses are not applied correctly, resulting in erroneous reporting and/or erroneous billing to the sponsor.

		4.3		Research		Biosafety				Biosafety provides policies and practices to prevent the unintentional or accidental release of specific biological agents and toxins. Biosafety relates to the precautions and protocols that reduce risk of harm within research labs or healthcare environments when handling biological or toxic materials. 

Common areas included in this Sub-Taxonomy are chemical disposal, chemical storage, lab protocols, safe handling of infectious agents. 		Labs and other areas not adequately managed, research projects involving selective reagents that are not safely managed, lack of process for approving biosafety grants. 

Exposure to potentially infectious agents or biohazards; inappropriate disposal of biohazardous waste.

		4.4		Research		Clinical Trials & Human Subjects Research Program				Clinical Trials are research studies that test medical, surgical or behavioral intervention in people while Human Subject research programs are scientific investigations that either interventional or observational and involves humans as research subjects. 

Common areas included in this Sub-Taxonomy are Institutional Review Board and Protection of Human Subjects.		Inaccurate billing process/capture and failure to comply with clinical trial requirements. 

		4.5		Research		Medical Centers & Programs				Research programs collaborate with medical centers to establish mutually beneficial access to patients and to advance treatment options. Research programs receive access to patients across a variety of demographics in order to fully vet new medical treatments and innovation.

Common areas included in this Sub-Taxonomy are Medical Center Collaboration Agreements, Research Protocols and Commitment to Ethics in Research.		Failure to align with medical centers and programs that are fully cooperative with researchers with regard to compliance with research protocols, ethics and eligibility can lead to invalidation of research, regulatory challenges and reputational damages.

		4.6		Research		Publications & Intellectual Property				Publications and Intellectual Property are works or inventories that are a result of creativity and/or written works for public consumption. 

Common areas included in this Sub-Taxonomy are Patents, Copyrights, Trademarks, Trade Secrets, Literary and Artistic Works, Inventions, Computer Code, and Educational Research.		Lack of security to intellectual property, unauthorized access to intellectual property, failure to comply with reporting. 

		4.7		Research		Research Administration				Research Administration is the development, review, and management of sponsored projects. 

Common areas included in this Sub-Taxonomy are Subrecipient monitoring, Time & Effort Reporting, Post-award, Cooperative Agreements, and Sponsored Grant Programs.		Failure to sustain research environment, reduced Federal funding, externally funded research does not adhere to necessary requirements, scientific misconduct, lack of controls over research expenditure reporting. 

		4.8		Research		Research Compliance				Research Compliance includes adherence to rules, regulations, polices and standards that oversee research. 

Common areas included in this Sub-Taxonomy are Export Controls, Research Conflict of Interest, Research Misconduct, Research Data Security.		Non-disclosure of conflict of interests, licensee does not adhere to research license terms, and research misconduct. 

		4.9		Research		Research Partners & Co-/Sub-Investigators				Research Partners and Co-/Sub-Investigators relates to the different partners and investigators that the institution works with. 		Unethical people/organization partners negatively impacts the institution's reputation.  Other parties do not adhere to safe research practices. 

		5.1		Human Resources		Benefits				Employee benefits are any forms of perks or compensation that are provided to employees in addition to their base salaries and wages. A complete employee benefits package may include a health insurance plan, life insurance, paid time off (PTO), retirement benefits, and more.

Common areas included in this Sub-Taxonomy are oversight of health and welfare benefits, unemployment benefits, COBRA, FMLA, pension plans or retirement programs.		Lack of compliance with state and federal benefit regulations, inaccurate and untimely benefit calculations could lead to financial loss, paid time off changes may not be operationalized properly causing overpayments. 

		5.2		Human Resources		Compensation				Employee compensation includes salaries and wages, in addition to incentives, bonuses, etc.

Common areas included in this Sub-Taxonomy are salary structure, compensation committee, compensation market analysis, position review, position classification.		Inadequate support or inappropriate metrics for determining incentive payments, faculty and physician compensation plans may not be aligned increasing retention risk, administrative burden, and reducing effectiveness.

		5.3		Human Resources		Employee Records				Employee records are a compilation of all information pertaining to an employee, from hire date to termination date. This information may include, but is not limited to, the employee's name, social security number, address, date of birth, position, salary, and benefits.

Common areas included in this Sub-Taxonomy are maintaining the security and confidentiality of Employee Records (e.g., basic contact information, employment details, qualifications, payroll information, disciplinary history, awards and achievements).		Failure to accurately maintain information in HR system, financial risks and loss of assets due to not terminating staff appropriately. Failure to perform the background checks could result in the hiring of an individual with an undisclosed issue that could lead to patient safety issues, regulatory sanctions, penalties, and expulsion from federal healthcare programs. 

		5.4		Human Resources		Employee Relations				Employee relations concerns the building of positive relationships and interactions among employers and employees, and at a broader level helps foster a sense of community within an organization. This could entail initiating transparent workplace communication or supporting the emotional, physical and psychological health of employees. Ultimately, the goal of employee relations is to create a positive relationship between employers and employees that leads to an increase in employee retention, happiness and productivity.

Common areas included in this Sub-Taxonomy are union activities, employee grievance process, labor relations, legal compliance.		Decentralization of HR resulting in employee concerns that may not be addressed leading to higher than anticipated turnover. Non-existent or ineffective application of staffing models can lead to inadequate or excessive hiring of the wrong type of workers at the wrong time, excessive costs, and lost productivity. 

		5.5		Human Resources		Employee Retention & Succession Planning				Employee retention and succession planning is the ability of a company to maintain its employees.  Employee retention also refers to the strategies that a organization uses to try and retain top-performing employees. Succession planning is the process of ensuring that an organization can replace key personnel in the event of their departure. It includes developing a pool of potential candidates, assessing their skills and qualifications, and preparing them for future leadership positions. 

Common areas included in this Sub-Taxonomy are active recruitment, mentorship/sponsorship programs, training and development, strategic succession plan for key personnel.		Staff gaps in the workforce through employee separation. Low morale and disruption to campus operations due to staffing shortage, negative impacts to control structures within the education system and shortage of trained capable clinical staff.

		5.6		Human Resources		Equal Employment Opportunity				Equal Employment Opportunity (EEO) is fair treatment in employment, promotion, training, and other personnel actions without regard to race, color, religion, sex, age, national origin, and physical or mental disability.

Common areas included in this Sub-Taxonomy are traits listed in other statutes (e.g., Age Discrimination in Employment Act, etc.).		Damage to brand, loss of key personnel, and negative effect on enrollment and hiring due to lack of compliance with EEO.

		5.7		Human Resources		Human Resource Management System		1		The HRMS stores and processes all employment related information including but not limited to position information, applicant recruiting and selection, employee information, employment history, compensation, performance, and benefits.		Inadequate IT controls in the human resources application can lead to errors, exposure of confidential employment information, incorrect compensation or benefits billing, and inability to meet regulatory requirements related to employment.

		5.8		Human Resources		Recruiting				The process of identifying, attracting, interviewing, selecting, hiring and onboarding employees.

Common areas included in this Sub-Taxonomy are recruiting and hiring policies and procedures, HR job descriptions, interview guidelines, background checks.		Poorly defined recruiting and hiring practices can result in inconsistent application, noncompliance with regulatory requirements, litigation, and negative publicity.

		5.9		Human Resources		Training				Employee training is a program that helps employees learn specific knowledge or skills to improve performance in their current roles.

Common areas included in this Sub-Taxonomy are onboarding, orientation materials, licensure and certification administration, education, performance appraisals.		Incomplete training and/or monitoring of compliance with policies results in lack of understanding of key employee policies and complex regulatory requirements. Effective and relevant training and individual development is not provided to faculty and staff on an ongoing basis leading to errors, financial and reputational risks.

		6.1		Facilities Management		Construction				Construction processes include general construction management and oversight, construction close-out, budgeting and financing, and bid invitations. 

Common areas included in this Sub-Taxonomy are construction change orders, facility additions, management and oversight, and bidding processes.  		Budget overruns, schedule delays, non-compliance with regulations, quality control issues, supply chain disruptions, contractual disputes, and unsafe conditions for employees, students, and contracted employees. 

		6.2		Facilities Management		Facility Management Systems		0.75		Facilities Work Order System refers to the system which logs and prioritizes facility repairs and maintenance items on campus or other facilities used by the organization.
		Lack of responsibility and accountability for facility work orders.
Improper prioritization of maintenance/repair events.
Failure to manage security, availability, and integrity of work order systems may lead to unusable facilities and inappropriate building access. 

		6.3		Facilities Management		Maintenance				Facilities maintenance includes preventative and deferred maintenance, facility repairs, groundskeeping, routine inspections, energy management, facility upgrades, and waste management. 

Common areas included in this Sub-Taxonomy are facility improvements and accessibility improvements within campus academic, medical, and athletic facilities.		Lack of preventative maintenance, safety and environmental hazards, failure to adhere to regulatory requirements, disruption to operations, budget and time constraints, and inadequate funding.

		6.4		Facilities Management		Motor Pool				A motor pool refers to a centralized fleet of motor vehicles that are owned, operated, licensed, tracked, and maintained by the institution to serve various needs. 

Common areas included in this Sub-Taxonomy are management and oversight of vehicles and management of employees utilizing campus vehicles. 		Inadequate processes for appropriate driver authorization and compliance with safety regulations and campus policies. 

		6.5		Facilities Management		Parking Office				Parking offices are responsible for managing and overseeing parking-related matters on campus including efficient use of parking facilities, addressing the parking needs of students, faculty, staff, and visitors, enforcing parking regulations, issuing permits, providing revenue oversight and management, and providing information about parking policies and procedures. 

Common areas included in this Sub-Taxonomy are parking revenue, parking security, and parking policy enforcement. 		Improper budgeting, managing, and utilizing parking fees and fines; Unsafe conditions and inadequate number of parking facilities; Inappropriate financial reporting of revenue from parking. 

		6.6		Facilities Management		Planning & Design				Planning and Designing includes identification of project needs and goals, conceptual drawings, schedules, and cost estimates. 

Common areas included in this Sub-Taxonomy are designing and planning of academic, medical, and athletic facilities. 		Inadequate planning and design expertise and budgeting. 

		6.7		Facilities Management		Special Events				Special events refer to organized activities, occasions, or gatherings that are distinct from regular academic and administrative functions. 

Common areas included in this Sub-Taxonomy are special event planning, funding, and compliance. 

Use Risk Management & Compliance - Campus Security & Safety Sub-Taxonomy for other security matters. 		Unsafe environment for staff, students, and visitors; logistical complexities; alcohol and substance abuse; legal and regulatory non-compliance, and non-adherence to contractual agreements. 

		6.8		Facilities Management		Utilities				Utilities include telephone, water, electricity, etc. as well as back up plans for lost utilities. 

Common areas included in this Sub-Taxonomy are utilities management, disaster recovery, and business continuity. 		Long term loss of power and utilities, interruption to utility services due to outdated infrastructure, and weather event strain on institutional power sources resulting in inability to reside in student residences, delayed operations and compromised data.

		7.1		Risk Management & Compliance		Americans with Disabilities Act				The Americans with Disabilities Act (ADA) is civil rights law that protects individuals with disabilities in the areas of employment, state and local government services, transportation, telecommunication, and public and private places that are open to the general public. 

Common areas included in this Sub-Taxonomy are accessibility of online content, available resources and safety. 		Inadequate or unsafe access to facilities and resources, inability to meet needs or provide appropriate accommodations to disabled students, employees, patients, and visitors, inability to provide accessibility to electronic resources.

		7.2		Risk Management & Compliance		Campus Security & Safety				Campus Security and Safety provides a safe environment for faculty, student, staff and patients.

Common areas included in this Sub-Taxonomy are Emergency Medical Services (e.g., ambulance services), Crime Prevention, Fire Prevention, Facility Access, Campus Police, Faculty/Staff/Student Safety. 		Endangerment of health and safety of students, faculty, staff, and/or patients.

		7.3		Risk Management & Compliance		Clery Act				The Clery Act requires educational institutions that participate in the federal student financial aid program to disclose information about crime on campus or nearby. 

Common areas included in this Sub-Taxonomy are domestic violence, physical security breach, active shooter.		Negative effects on public image, information cause donors/students to no longer see institutions in a favorable light, inaccurate reporting resulting in regulatory issues/review. 

		7.4		Risk Management & Compliance		Compliance Program				A compliance program is a set of internal policies, procedures and training modules employed by a organization designed to identify and reduce risk. Compliance programs help organizations protect themselves from scandal and lawsuits. 

Common areas included in this Sub-Taxonomy are Compliance Standards/Procedures, Compliance Oversight, Education and Training, Monitoring and Auditing, Reporting, Investigation, Background Checks, Enforcement and Discipline, Response and Prevention, Compliance Analysis.  

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to athletics compliance.		Failure to comply with state/federal reporting requirements, loss of funds, missed opportunities, and discredited reputation.

		7.5		Risk Management & Compliance		Emergency Preparedness				Emergency Preparedness involves the steps taken to ensure safety before, during and after an emergency or natural disaster. An Emergency Preparedness Program is an institution's comprehensive approach to meeting the health and safety needs of their population and provides facilities with guidance on how to respond to emergency situations. 

Common areas included in this Sub-Taxonomy are Hazard Vulnerability Assessment, Disaster Preparedness Committee, and Disaster Drills.  

Use IT - Disaster Recovery  Sub-Taxonomy for matters disaster recovery.		Fractured command and control structures, communication systems failures, delayed or inefficient deployment of resources. 

		7.6		Risk Management & Compliance		Enterprise Risk Management				Enterprise Risk Management (ERM) is a structured,  consistent and continuous process across the whole organization for identifying, assessing, deciding on responses to and reporting on opportunities and threats that affect the achievement of its objectives. 

Common areas included in this Sub-Taxonomy are Goal Setting, Risk Tolerance, Event Identification, Risk Assessment, Risk Response, Program Monitoring, Reporting Tools, Risk Mitigation Monitoring, Risk Management.  
		Failure to establish a consistent and commonly applied risk nomenclature, assess risk consistently, and report risk across the enterprise.

		7.7		Risk Management & Compliance		Environmental Health & Safety				Environmental Health & Safety (EHS) is an area that focuses on protecting people and the surrounding community from harm.

Common areas included in this Sub-Taxonomy are Occupational Safety, Fire and Life Safety, Chemical Safety, Biological Safety, Radiation Safety, Environmental Affairs, and Emergency Management. 		Failure to comply with laws and regulations to manage occupational hazards and natural disasters negatively impacts employee health and wellness and environment.

		7.8		Risk Management & Compliance		Insurance				Insurance is a legal agreement in which an insured receives financial protection from an insurer for losses suffered under specific circumstances.

Common areas included in this Sub-Taxonomy are General, Employment Practices, Professional Medical and Hospital Liabilities; Premium Collection; Claim Payments and Self-Insured Program Management. 
		Incidents of data breaches, property damage, and professional service mistakes may result in financial or human capital loss; failure to provide notice to insurers of potential or probable loss/damage events timely.

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters				Institutions are subject to a multitude of emerging or less common Compliance and Regulatory Matters. 

Common areas included in this Sub-Taxonomy are compliance with Title IV related to administration of student financial aid programs, Office of Foreign Assets Control Sanction controls,  Currency transaction reports for currency transactions exceeding $10,000, and compliance with the Foreign Corrupt Practices Act.
		Non-compliance with various regulatory matters could result in monetary fines, loss of federal funds, reputational damage and more depending on the severity.

		7.10		Risk Management & Compliance		Privacy				Privacy is essential for protecting personal information, establishing trust, complying with regulations, maintaining ethical practices, driving innovation, and preserving individual autonomy.
  
Common areas included in this Sub-Taxonomy are Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act (HIPAA), General Data Protection Regulation (GDPR) and other international privacy regulations (such as China's Personal Information Protection Law, "PIPL", and Brazil's General Personal Data Protection Law, "LGPD"), Gramm-Leach-Bliley Act (GLBA), Personal Information Protection Law, and state consumer privacy regulations. 		Non-compliance can range from financial penalties to civil or criminal prosecution, loss of student/patient/consumer financial and personal information resulting in erosion of an organization's reputation. 

		7.11		Risk Management & Compliance		Title IX				Title IX/Equal Opportunity Services (EOS) prohibits sex (including pregnancy, sexual orientation, and gender identity) discrimination in any education program or activity receiving federal financial assistance. 

Common area included in this Sub-Taxonomy is sex-based harassment.

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to NCAA athletics.		Non-compliance with regulations results in negative publicity, disenfranchisement of students, financial penalties, or withdrawal of federal funds. 

		7.12		Risk Management & Compliance		Youth Protection				The youth protection program intends to identify events and activities that serve, or otherwise engage youth (defined as minors less than 18 on campus), and establish standards and protocols for their safety and protection. It also intends to guide staff and volunteer conduct, and to facilitate the identification of high-risk interactions and program characteristics.

Common areas included in this Sub-Taxonomy are Minor Education and Training, Prevention Programs, Safety and Supervision.		Harm coming to minors on campus, inappropriate one on one interactions with minors, federal and state regulatory violations through failure to report (e.g., instances of abuse) and access to alcohol/illegal drugs.

		8.1		Development & External Relations		Alumni Programs				An Alumni Program is an association, which brings former students together to maintain connection with their university and fellow graduates for professional and career development and networking. 

Common areas included in this Sub-Taxonomy are alumni events, professional development, and career services.		Lack of alumni development, insufficient revenue, and hindered ability to contact alumni about university operational needs. 

		8.2		Development & External Relations		Capital Campaigns				Capital campaigns are strategic fundraising initiatives designed to raise significant financial resources to support specific capital projects, often involving the construction, renovation, or expansion of buildings and infrastructure, including land, equipment, and technology. These campaigns aim to secure substantial donations from a variety of sources, including alumni, philanthropists, corporations, and foundations. The funds raised are typically earmarked for capital expenditures rather than ongoing operational expenses. 
		Limited pool of donors, tarnished donor involved in naming opportunities, fundraising goals not met, inappropriate use of capital campaign donations, non-compliance with regulations and tax law, and inaccurate financial reporting. 

		8.3		Development & External Relations		Community Outreach Programs				Community outreach programs are initiatives that aim to engage with and contribute positively to the surrounding community. These programs involve reaching out to local residents, organizations, and institutions to address community needs, foster collaboration, and enhance the overall well-being of the community. The goals of community outreach programs often include social responsibility, building positive relationships, and creating mutually beneficial partnerships. 

Common areas included in this Sub-Taxonomy are program planning, funding, and oversight. 		Non-compliance with state requirements, unsafe conditions for visitors on campus, decreased funding, and 'bad actors' due to inadequate onboarding of volunteers.

		8.4		Development & External Relations		Extended Education				Extended Education refers to educational programs and courses offered beyond traditional undergraduate and graduate degree programs. These programs are designed to meet the diverse learning needs at various stages of life and career. 

Common areas included in this Sub-Taxonomy are certification and continuing education programs. 		Decreased funding due to reduction in enrollment, non-compliance with academic procedures, fraudulent behavior due to inappropriate usage of program fees, and reputational damage.

		8.5		Development & External Relations		Foundations				Foundations refer to organizations that exist to support and advance the mission and goals of the university. These foundations typically operate separately from the institution but are closely aligned with it. The primary purpose is to secure and manage financial resources, often through fundraising efforts, to provide support for scholarships, research academic, programs, capital projects, and other initiatives. 

Use Development & External Relations - Gifts & Endowments Sub-Taxonomy for gifts since they are different from donations (e.g., charitable context, legal requirements, and tax implications). 		Non-compliance with policies and regulations to properly track, report, record and use foundation funds results in inability to support institution's strategic initiatives.

		8.6		Development & External Relations		Gifts & Endowments				Long-term gifts and endowments are used by institutions to earn investment income to fund campus operations and other activities. 

Common areas included in this Sub-Taxonomy are endowment management, bequests/estates, true endowments, terms endowments and quasi-endowments. 

Use Development & External Relations - Capital Campaigns Sub-Taxonomy for matters related to capital campaigns. 		Inappropriate or incomplete use of funds, incorrect valuation of gifts and failure to follow appraisal requirements, unsecure donor data, failure to collect pledges, incorrect recording and reporting, tarnished/tainted endowment donors, mismanagement of donor/endowment relationship, and failure to realize sufficient return on investment. 

		8.7		Development & External Relations		Government Affairs				Government affairs include how the institution interacts with agencies, regulators, legislatures, and other functions of the government. 

Common areas included in this Sub-Taxonomy are development of public policies and programs, generation of support for formal legislation, and management of public relations. 
		Failure to be apprised of changing legislative landscape; legal repercussions for inappropriate sharing of data with international collaborations; damaged brand integrity; fines or decreased appropriations due to improper implementation of new legislation; and negative legislative actions due to inadequate relations with legislative stakeholders.

		8.8		Development & External Relations		Public Affairs/Marketing & Communications				Public Affairs, Marketing, and Communications pay crucial roles in managing the institution's image, promoting its brand, and engaging with various stakeholders through brand and reputational management, internal and external communications, and social media management. 

Common areas included in this Sub-Taxonomy are social media, reputation management, and branding.		Failure to manage media presence results in adverse publicity, inconsistent messaging, and negative student and employee relations. 

		8.9		Development & External Relations		Stewardship Activities				Stewardship activities involve the responsible and ethical management of and planning for initiatives related to philanthropic resources. 
		Inappropriate investment management and use of funds, lack of donor record confidentiality, and inaccurate financial reporting. 

		9.1		Student Services & Enrollment Management		Academic Advising				Academic Advising is a collaborative educational process where students work with their advisors to meet essential learning outcomes, ensure student success, and outline the steps for achieving long-term academic, personal, and career goals. 

Common areas included in this Sub-Taxonomy are course selection, monitoring progress toward educational/career goals, Career Development Center referrals.		Failure to meet/exceed the institution's targeted retention and graduation rates, to achieve timely degree completion, to satisfy students with effective academic advice, and to obtain employment after graduation. 

		9.2		Student Services & Enrollment Management		Admissions				The goal of student admissions is to admit students who will contribute to challenging academics, a rich cultural environment, strong athletic programs, and varied extra-curricular activities.

Common areas included in this Sub-Taxonomy are Maintenance of Admission Eligibility Criteria.		Inability to maintain admission integrity, lack of control/mishandling of student records, applications not processed in timely manner, lack of controls to prevent override of existing admission policies, and failure to deliver a well-rounded student body. 

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1		Academic applications include the different systems, technology, and software that are used throughout the university to maintain academic program and catalog information, course schedules, student enrollment and registration, and student academic progress. 

Common systems in this Sub-Taxonomy are PeopleSoft Campus Solutions or Banner.		Exposure of protected FERPA student data.
Erroneous catalog data, preventing advising staff from service students.
Erroneous academic progress data.

		9.4		Student Services & Enrollment Management		Bookstore				The University bookstore serves to provide students with crucial learning tools to facilitate their educational mission, along with other goods and services.

Common areas included in this Sub-Taxonomy include management of sales revenue and purchases; management of employee data, supplier data, and customer data.		Unreported income, inability to effectively use limited space and resources to provide customer service, inability to manage costs and contracts, theft of merchandise, and failure to have course materials available for students.

		9.5		Student Services & Enrollment Management		Career Centers				Career Centers assist students and employers in finding/filling employment opportunities and developing professional skills. 

Common areas included in this Sub-Taxonomy are Employer Information Sessions, Career Advising, Professional Development Workshops, Networking Events, Mentorships.		Lack of monitoring and accountability for employers on campus, ineffective career assistance for students to obtain job opportunities after matriculation. 

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar				The Registrar on campus maintains student records and course data from when a student determines to enroll in the university through provision of transcripts after graduation. 

Common areas included in this Sub-Taxonomy are Class Registration, Graduation Requirements, Commencement Ceremonies, Transcript Preparation, and Academic Data Maintenance.		Enrollment errors causing cancellation of classes or overfilled classes, errors in student academic records, inaccurate awarding of degrees and honors, and failure to comply with transcript requests resulting in alumni passed over for employment opportunities. 

		9.7		Student Services & Enrollment Management		Financial Aid				Financial aid is the monetary aid the university is able to offer to some of their students. 

Common areas included in this Sub-Taxonomy are Financial Grants, Loans, Scholarships, and Work-study.		Non-compliance with scholarship criteria, awards/nonresident tuition waivers given to ineligible students, non-compliance with financial aid regulations. 

		9.8		Student Services & Enrollment Management		Food Services				Food Services provide on-campus cash and meal plan based dining options, which is an element of student satisfaction.

Common areas included in this Sub-Taxonomy are Cafeterias, Catering Operations, Meal Plan Options, Grocery Stores, and Campus Restaurants.		Failure of vendors to perform in accordance with existing contracts, to ensure costs of operations are covered, to maintain food safety, to meet student satisfaction, and to comply with alcoholic beverage regulations. 

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health				Healthcare/Mental Health include those healthcare services provided to students on campus as well as dissemination of healthcare educational material on campus, from medical to mental health. 

Common areas included in this Sub-Taxonomy are University/Clinic Setting -  Health and Wellness Education, Vaccines and Immunizations, Medical Treatments, and Mental Health Outreach Programs.		Failure to deliver students satisfactory and timely care, to provide accurate health information, to refer seriously ill students to higher levels of care. 

		9.10		Student Services & Enrollment Management		Library Services				Library Services supports the process of research and education by helping users find information (print or electronic) and ascertain its value.

Common areas included in this Sub-Taxonomy are dissemination of information and promotion of knowledge.		Inaccurate oversight over library operations resulting in mismanaging the budget, lack of planning and negotiating to acquire materials, insufficient stacks maintenance, non-collection of fees, and mishandling events. 

		9.11		Student Services & Enrollment Management		Recreation & Activities				Recreation and Activities provide students with an outlet for spare time, increased retention, and improved health and wellness. 

Common areas included in this Sub-Taxonomy are include student recreational centers, intramural and club sports, and other recreational activities

Use a Sub-Taxonomy from the Athletics Taxonomy for matters related to NCAA athletics.		Unsafe conditions resulting in injury to students or staff, unauthorized access to locker rooms, failure to provide students with satisfactory activities. 

		9.12		Student Services & Enrollment Management		Recruitment & Orientation				Recruitment and orientation attracts and encourages new students to apply for admission to the university and provide orientation through campus tours, ambassadors and outreach.

Common areas included in this Sub-Taxonomy are attracting enrollment candidates, student onboarding, networking, relationship building and orientation.		Declining enrollment, insufficiently enrolled classes, inability to attract students to attend university, inadequate campus financing. 

		9.13		Student Services & Enrollment Management		Student Conduct				Student conduct is governed by the rules and regulations put in place for students to abide by when attending the university. This may be overseen by Judicial Affairs or similar office. 

Common areas included in this Sub-Taxonomy are resolution of misconduct charges, and promoting high standards of behavior, safety, and welfare.		Disciplinary hearings that fail to follow due process or failure to provide students with appropriate notice to defend themselves, lack of understanding student conduct code, and failure to uphold the Student Code of Conduct. 

		9.14		Student Services & Enrollment Management		Student Counseling Center				Student Counseling Centers provide students with one-on-one access to crisis support, behavioral counseling, sexual assault support, and assistance with alcohol and drug addiction. 

Common areas included within this Sub-Taxonomy are Individual and Group Therapy, Consultation, and Crisis Intervention.

Use Student Services & Enrollment Management - Healthcare/Mental Health Sub-Taxonomy for matters related to mental health outreach and prevention.		Incidents on campus resulting in harm to students and institutional reputation/financial damages; lack of student well-being/satisfaction leading to decreased retention and lower graduation rates; failure to provide resources to prevent student self-harm.

		9.15		Student Services & Enrollment Management		Student Housing				Student housing can be the first opportunity to live away from home with a goal of enhancing the living and learning environment and providing a social network and infrastructure for campus daily living.

Common areas included in this Sub-Taxonomy are Residence Halls and Campus Facilities.		Failure to maintain safe and sufficient on-campus housing, unsafe living environments on-campus, inability to contend with off-campus offerings, poor housing assignments leading to student dissatisfaction.

		9.16		Student Services & Enrollment Management		Student Organizations				Student Organizations and associations provide students with opportunities to meet each other, develop leadership skills, manage activities/events, find their place at school, and grow as individuals. 

Common areas included in this Sub-Taxonomy include academic clubs and teams, Greek life, and other student run organizations.  		Theft of organization funds, inability to locate faculty sponsor, failure to follow charter, hazing, possibility of negative press/reputation.

		9.17		Student Services & Enrollment Management		Student Retention & Graduation				Student Retention and Graduation serves to assist with defining success for each student at university, cultivate relationships and build a sense of belonging through graduation and advanced degree programs.

Common areas included in this Sub-Taxonomy are engagement and connection programs.		Failure to retain students results in transfers, decreased graduation rates, and decreased alumni engagement.

		9.18		Student Services & Enrollment Management		Veteran/Military Services				Veterans and military members may require additional services and have additional rights as they either return to civilian life or are called to duty. Universities frequently offer special orientation and recruitment programs, financial aid, counseling, academic support and housing to those who have served. 

Common areas included in this Sub-Taxonomy are GI Bill and Hazelwood Benefits.		Failure to support students who are deployed, failure to coordinate veterans benefits or have programs specialized for veteran/military students, lack of preparation for students called to active duty, inaccurate tracking of tuition hour/fee benefits, and non-compliance with federal and state laws related to veterans' rights and benefits. 

		10.1		Instruction		Accreditation				Accreditation is an independent third-party evaluation of a program or institution to see if it meets established standards and is able to provide students a quality education. 

Common areas included in this Sub-Taxonomy are institutional fiscal stability, curricular quality, student support resources, faculty and student outcomes.

Use Patient Care Operations - Accreditation & Attestation Sub-Taxonomy for matters related to healthcare facility accreditation (such as The Joint Commission).		Failure to maintain certain accreditations and standards results in reputational damage, loss of federal funding, and inability to operate. 

		10.2		Instruction		Application Systems - Instruction		0.9		Application Systems for Instruction include the software and technology tools used to deliver the academic programs of the institution.

Common areas included in this Sub-Taxonomy are learning management and course delivery system such as Canvas, testing and evaluation systems such as Bluebook, and others.		Lack of access by students to necessary learning materials.
Academic integrity issues caused by insecure testing systems.
Inability to deliver online instruction.

		10.3		Instruction		Faculty Productivity				Faculty Productivity includes establishing expectations for faculty in the areas of teaching, research, service obligations, publishing, and administration needs. 
		Lack of appropriate monitoring/targets, misalignment of compensation with productivity expectations, inefficient use of resources, inability to satisfy student demand for courses, and inadequate time for research/publication.

		10.4		Instruction		Faculty Recruitment				Faculty Recruitment includes attracting qualified educators to be faculty and researchers at the institution. 

Common areas included in this Sub-Taxonomy are Search Coordination and Process of Appointing Teaching Candidates.		Failure to achieve faculty hiring goals, failure to increase tenure track faculty, inadequate faculty to teach offered courses, inability to attract and retain quality faculty and research funding.

		10.5		Instruction		Faculty Tenure & Promotion				Faculty Tenure and Promotion offers educators opportunities to progress through their careers from instructor through full (tenure) professor based on multiple criteria. Tenure generally provides professors with a guaranteed position through retirement, even in the face of disagreements with administration. It is based on their accomplishments in the areas of research, teaching, and service. 
		Ineffective process for tenure review, faculty misconduct impact on funding and reputation, and loss of top academic talent to other universities.

		10.6		Instruction		Graduate Medical Education				Graduate Medical Education (GME) refers to the period of education in a particular specialty (residency) or subspecialty (fellowship) following medical school. Common GME Program Requirements include oversight, program leadership, resident appointments, educational components, program evaluation, and a learning and working environment that includes programs designed to keep patients safe, maintain professionalism, well-being, mitigate fatigue, designate clinical responsibilities and gain clinical experience.

Common areas included in this Sub-Taxonomy include program oversight and leadership, resident appointments, educational components, program evaluation, professionalism, resident well-being, designation of clinical responsibilities and clinical experience, and a learning and working environment that includes elements designed to keep patients safe.		Failure to comply with Accreditation Council for GME programs requirements result in reputational damage and loss of federal funding. 

		10.7		Instruction		Graduate/PhD Programs				Graduate/PhD Programs offer advanced degrees to candidates looking to further their education, often in search of career advancement. 

Common areas included in this Sub-Taxonomy are Advanced Degree Course Development/Academic Programs, Degree Program Development, Grading Practices.		Lack of student preparation for advanced degree program, misalignment of undergraduate course work with graduate school prerequisites, lack of accredited program, lack of assistance for graduate/PhD students, graduate programs are not evolving with the changes in their respective areas, lack of assistance with career development, poor reputation of program, lack of digital approach to learning, and student lack of access to classes due to competing priorities.

		10.8		Instruction		International Programs 				International Programs add a global dimension to the education of students by hosting programs at overseas campuses and supplementing the institution's domestic talent with international talent. These programs must meet governmental requirements, including immigration sponsorships and work visas.  This may be overseen by International Affairs or similar office. 
		Failure to comply with federal regulations for hiring, failure to properly manage I9/visa process, non-compliance with federal funding requirements, lack of monitoring of visa status, exposure to unsafe conditions during travel.

		10.9		Instruction		Medical Professions Schools				Medical Professions Schools involves students taking part in classroom and practical training to enhance knowledge of healthcare practices. Depending on the medical profession, students complete clinical rotations where they work with patients, collaborate with healthcare professionals and gain experience in medical specialties. 

Common areas included in this Sub-Taxonomy are Academic Administration, Strategic Planning, Continuing Education - Review, and Personnel Management.		Inadequate funding, poor oversight requirements, inadequately prepared medical students, student burnout and stress. 

		10.10		Instruction		Undergraduate Programs				Undergraduate Programs are the core offering of universities and include a multitude of majors, certificates and programs offered to students. 

Common areas included in this Sub-Taxonomy are Undergraduate Course Development/Academic Programs, Degree Program Development, Grading Practices.		Loss of standing against other universities based upon negative course/degree experiences, decrease in students pursuing specific majors or programs, lack of access to desired programs/majors, and grading practices that do not follow guidelines. 

		11.1		Patient Care Operations		Accreditation & Attestation				Accreditation & Attestation in healthcare is an objective evaluation process that helps organizations measure, assess, and improve performance in order to provide safe, high quality care for patients.  These standards are set by private, nationally recognized groups that check on the quality of care at healthcare facilities and organizations (most commonly, The Joint Commission). 

Common areas included in this Sub-Taxonomy are compliance with National Patient Safety Goals, Field Reviews, compliance with Universal Protocols.		Failing to meet safety, academic and/or quality standards, inconsistent processes, and inadequate documentation.

		11.2		Patient Care Operations		Biomedical Device Management				Biomedical Device Management of medical devices that contribute to improving patient safety and patient care.  

Common areas included in this Sub-Taxonomy are Disinfection, Equipment Safety, Equipment Maintenance and Lifecycle, Regulatory Requirements, and Inventory Tracking. 		Lack of cleaning spreads disease/infection, lack of maintenance to ensure equipment works properly, non-compliance with regulatory requirements. 

		11.3		Patient Care Operations		Case Management				Case management is a healthcare process in which a professional helps a patient develop a plan that coordinates and integrates the support services that the patient needs to optimize the healthcare and psychosocial possible goals and outcomes. 

Common areas included in this Sub-Taxonomy include Treatment Planning, Monitoring and Advocacy. 		Ineffective collaboration, lack of visibility, time management issues, and inappropriate patient hospital admission/discharge decisions.

		11.4		Patient Care Operations		Census Management				Census management is the process by which doctors, advanced practice providers, and their support staff keep track of which patients are in different units of the hospital/facility (such as ICU, ED, Telemetry). It is particularly important for facilities to conduct accurate census counts as a revenue tool and because Medicare and Medicaid use these results to determine their funding distributions.

Common areas included in this Sub-Taxonomy are Patient Tracking and Provider Trade-offs. 		Failure to manage the census can jeopardize availability of care for individuals requiring specific monitoring or inappropriate resource consumption.

		11.5		Patient Care Operations		Clinics				Clinics are locations where outpatients are given medical treatment/advice. 

Common areas included in this Sub-Taxonomy are urgent care clinics, cardiovascular clinics and wound care.		Operational ineffectiveness resulting from poorly trained staff or inadequate resources. 

		11.6		Patient Care Operations		Dental Services				Dental services include diagnostic, preventive, or corrective procedures furnished by or under the supervision of a dentist. 

Common areas included in this Sub-Taxonomy are General Services, Pediatric Services, Cosmetic Services, Endodontic Procedures, Orthodontic Services, Periodontal Treatment, Oral Surgery and Dental Sedation. 		Negligence in dental procedures, lack of proper sterilization of dental equipment, exposure to bloodborne pathogens/chemical agents, inappropriate safeguards while under sedation.

		11.7		Patient Care Operations		Emergency Department				The Emergency Department (ED) provides immediate treatment for acute illnesses and trauma. 

Common areas included in this Sub-Taxonomy are ED Registration, ED Staffing, ED Turnaround Times, Chart Management, Charge Capture, and Emergency Medical Treatment and Active Labor Act (EMTALA).		Lack of capacity, high length of stay, declining reimbursements, long wait times for treatment, and inability to meet staffing demands.

		11.8		Patient Care Operations		Laboratory				Laboratories provide physicians and patients with a variant of diagnostic tests important biological values to support patient care and treatment. 

Common areas included in this Sub-Taxonomy are  Specimen Processing, Outreach, Blood Bank, Pathology, Related Billing Compliance and Charge Capture.		Chemical, biological, physical and radioactive hazards; delay in communicating critical values to patients/physicians; errors/miscalculations. 

		11.9		Patient Care Operations		Medical Procedures				Hospitals are the primary care setting for medical procedures which require a high level of monitoring.

Common areas included in this Sub-Taxonomy are medical procedures such as Surgery, Orthopedic, Endoscopy,  Interventional Radiology, and Oncology. 

Use Patient Care Operations Sub-Taxonomies Radiology/Advanced Imaging, Pharmacy, and Laboratory for related procedures.		Performed without sufficient attention to protocols due to communication errors, staffing issues, etc. which result in malpractice, reputational damage, and negative healthcare consumer feedback. Not scheduled appropriately.

		11.10		Patient Care Operations		Patient Care Risk Management				Patient Care Risk Management is the prevention of errors and adverse effects to patients associated with healthcare. 

Common areas included in this Sub-Taxonomy are surgical safety, device disinfection, perinatal safety, and healthcare associated infections.		Medication, surgical, and diagnostic errors; sepsis; patient falls; and patient harm.

		11.11		Patient Care Operations		Pharmacy				Pharmacies prepare and dispense medications.

Common areas included in this Sub-Taxonomy are Inpatient, Compounding, Outpatient, Specialty and Retail Pharmacy.		Dispensing errors, adverse drug effects on patients, compounding of drugs in unsterile/unsafe areas, lack of access to specialty medications, unsafe working conditions for pharmacy workers, and loss/theft of controlled substances.

		11.12		Patient Care Operations		Physician & Staffing Management				Physician and Staffing management consists of the processes, tactics, and strategies that are needed to identify, recruit, and retain physicians/employees within an organization to deliver healthcare services to patients and further the healthcare educational environment.

Common areas included in this Sub-Taxonomy are Credentialing, Recruitment and Staffing, Performance, and Staff Training. 		Making negligent hires, lack of investigation into false credentials or misconduct reports, failure to meet productivity standards, ineffectively trained healthcare team members, and employee turnover.

		11.13		Patient Care Operations		Practice Acquisitions				Practice Acquisitions and relationships are necessary to provide a system of healthcare to patients. Health systems may contract to build physician practices to serve patients due to labor shortages; university affiliated health systems must have a complete suite of physician specialties for medical students to gain experiential learning. Health systems commonly enter into joint ventures and strategic alliances to partner in sharing revenues, markets, assets, knowledge, etc. to address needs of specific patient care. 

Common areas included in this Sub-Taxonomy are Physician Contracting, Operations, Accounting and Monitoring. 		Electronic health record (HER) compatibility issues, inadequate funding, non-compliance with the Joint Venture Agreement, differing profit/outcome expectations, lack of communication, non-compliance with Stark Regulations and unclear accountability.

		11.14		Patient Care Operations		Practice Plan Bylaws				Practice Plan Bylaws serve as the formal self-governance structure of the physicians and, if applicable, other licensed and credentialed providers, as delegated by the Board of Regents (applicable for both practice plan and hospital).
		Non-compliance with regulatory standards, poorly constructed bylaws, lack of periodic review, and selective enforcement of bylaw requirements.

		11.15		Patient Care Operations		Practice Plan Financial Performance				Practice Plan Financial Performance requires a comprehensive understanding of its revenues, expenses, profitability and cash flows. Physician practices operating as part of a health system often generate losses funded through positive earning elsewhere in the health system. This is done to be able to offer a full spectrum of care to patients or offer experience to medical students. 
		Inability to manage excess of expenses over revenues, lack of alignment with profitable strategies elsewhere in the health system, and physician dissatisfaction through inadequate compensation.

		11.16		Patient Care Operations		Practice Plan Physician Appointments				Practice Plan Physician Appointments include placement of medical students/faculty to doctors' offices, certain committees and leadership roles/various specialties. 
		Inability to recruit and retain faculty to achieve institutional mission, inability of students to obtain experiential learning, and decreased customer satisfaction/patient loss.

		11.17		Patient Care Operations		Practice Plan Physician Relations				Practice Plan Physician Relations is the process of proactively developing and nurturing physician relationships in order to generate new referrals and improve patient outcomes.

Common area included in this taxonomy are Managing Referrals, Reporting of New Referrals and Physician Contracting. 		Non-compliance with regulations regarding referrals and Stark regulations, and physician dissatisfaction.

		11.18		Patient Care Operations		Quality				Quality standards are tools for helping healthcare systems deliver consistent, high-quality care to support the health of patients and the population. They describe key aspects of high-quality services for a condition or topic to guide opportunities for improvement that can lead to better health outcomes. The standard of care is the benchmark that determines whether professional obligations to patients have been met. 

Common areas included in this Sub-Taxonomy are standard reporting, healthcare consumer advocacy metrics and quality scores.		Failure to meet the standard of care due to negligence, malpractice, etc.; reputational damage through patient harm events; and negative consumer reporting of healthcare services received. 

		11.19		Patient Care Operations		Radiology/Advanced Imaging				Radiology/Advanced Imaging is the science dealing with X-rays and other high-energy radiation for the diagnosis and treatment of disease and includes services such as CT Scans, MRIs, X-Rays and Ultrasounds. 

Common areas included in this Sub-Taxonomy are Chart Management/Quality Control, Hazardous Materials/Waste Management, Film/Image Storage.  		Incorrectly read or reported images allowing progression of disease, delays in providing results to patient-facing physicians, overexposure to radiation causing harm (e.g., skin burns, loss of hair, and increased incidence of cancer).

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05		Application used to track patient care episodes from registration and appointment scheduling (i.e., front end)  to the final payment of a balance (i.e., back end). 

Common areas included in this Sub-Taxonomy are technologies used in Patient Scheduling, Patient Collections, Insurance Follow up, Charge Capture, Claims Coding, Claim Submission, Remittance Processing.		Challenges with  technology integration, regulatory compliance,  financial management and staff training and education.
Insufficient security leading to exposure of patient health information.
Inaccurate billing and unrealized revenue.

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle				Back-End Revenue Cycle consists of billing and collecting for patient treatment, which involves the tasks performed after discharge to the time it takes for final account resolution, including billing, collections, insurance/claims follow up, cash posting, bad debt/charity write-offs and denials management. 

Common areas included in this taxonomy are Claims Billing, Collections, Investigation of/Follow-up on Reimbursement Differences, and Claims Denials Management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting, decision making, and dissatisfied patients. 

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle				Front-End Revenue Cycle encompasses all Patient Access services, which involves the tasks performed pre-arrival to the time of admission, including scheduling, authorizations, pre-registration, insurance verification, financial counseling, upfront collections, medical necessity, notification of admissions and registration. 

Common areas included in this Sub-Taxonomy are patient scheduling, registration, admitting/patient access.		Lack of preventative practices in place prior to patient visits that would help providers reduce the likelihood of denied claims (e.g., missing or incorrect information, outdated insurance, no prior authorization, not medically necessary, etc.).  Errors, delays, and inefficiencies within these processes can compromise the timeliness of revenue, financial reporting and decision making.

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle				Mid-Revenue Cycle occurs during or after a patient receives medical treatment but before a billing claim is generated, including coding diagnoses and procedures, capturing charges, verifying that clinical documentation/medical records supports the services rendered (Health Information Management). 

Common areas included in this Sub-Taxonomy are departmental charging, coding, and medical record management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting and decision making along with denials of payment by insurance/governmental payors.

		13.1		Athletics		Academic Services				Academic Services are provided to student athletes to assist them with class success in order to stay academically eligible, while traveling, practicing and participating in team events. 

Common areas included in this Sub-Taxonomy are Athletics Tutors, Athletics Academic Advisors, and Academic Integrity.		Academic dishonesty, athlete academic ineligibility, loss of athletes due to transfers, and decreased graduations rates for athletes. 

		13.2		Athletics		Athletics Compliance				Athletics Compliance involves conducting competitive athletics programs with integrity and in compliance with the NCAA and member school rules and regulations. 

Common areas included in this Sub-Taxonomy are Eligibility, Athletics Recruitment, Athletics Financial Aid, Title IX, Conference Compliance.		Non-compliance with NCAA and Conference rules and regulations, including Title IX. 

		13.3		Athletics		Athletics Revenues				Athletic Revenue arises from merchandising, television/streaming revenue, ticket sales for different athletic events, and other goods and services. 

Common areas included in this Sub-Taxonomy are individual tickets, fundraising/sponsorships, TV, and season tickets.		Inaccurate measurement of viewership, non-renewal of season tickets/decreased fundraising due to poor experience or facilities, theft of cash ticket/food sales, ineffective revenue collection procedures and controls.

		13.4		Athletics		Boosters & Related Activities				Boosters and Related Activities support athletics through volunteering and raising funds. The NCAA Name, Image & Likeness (NIL) policy allows student athletes to earn benefits and be compensated for using their image and name, which affects the rules around compensation of non-professional athletes.

Common areas included in this Sub-Taxonomy are Booster Payments, Booster Events, and, Name, Image, Likeness Agreements.		Inappropriate gifts and opportunities offered to students, failure to follow conference NIL reporting requirements and exposure of donor information.

		13.5		Athletics		Event Management				Event Management relates to planning of events that are put on by the athletics department, including any outside vendors that may be needed for the events. 

Common areas included in this Sub-Taxonomy are Catering, Planning/Coordinating Events, and Event Payments.		Non-compliance with vendor contracts, lost revenue via collection/payment misappropriation. 

		13.6		Athletics		Financial Management				Financial Management includes other financial items such as expenses, financial reporting activities, budgetary oversight, contracting and procurement, etc. related to athletics.

Common areas within this Sub-Taxonomy are coaches contracts, travel.		Budget shortfalls, lack of operational controls, improper purchasing and travel practices, non-compliance with financial reporting requirements.

		13.7		Athletics		Operations				Operations of athletic programs require top notch facilities and agile operations staff to provide competitive teams and game day experience. 

Common areas included in this Sub-Taxonomy are Facilities, Practice Facilities, Game Day, Travel, Camps and Clinics.		Facilities do not meet standards, inadequate travel arrangement leading to poor athletic performance, transfer/exit of student athletes and poor game day experience for guests. 

		13.8		Athletics		Safety & Security				Safety and security is necessary for visitors, students, athletes and faculty when they are in the different athletic department venues as well as when they are participating in athletic games/events. Athletes also require unique medical care.

Common areas included in this Sub-Taxonomy are Sports Medicine, Medical Care, Building and Venue, Security.		Staff or athlete injuries, non-compliance with safety regulations, failure to appropriately chaperone student athletes during medical visits/procedures, harm to campus visitors/staff/students through acts of violence during competitions, and failure to support athlete mental health. 





DO NOT EDIT

		FY 2025 Taxonomy		Primary Taxonomy		Sub-Taxonomy		Calibration Weights				Primary Taxonomies				Audit Plan Category				Risk				Enterprise Activities		Finance		Information Technology		Research		Human Resources		Facilities Management		Risk Management & Compliance		Development & External Relations		Student Services & Enrollment Management		Instruction		Patient Care Operations		Revenue Cycle - Medical Services		Athletics						Unique Engagement List

		1.1		Enterprise Activities		Business Continuity				0		N/A				AS				N/A				Business Continuity		Accounts Payable/Disbursements		Business Intelligence/Data Transformation		Animal Research Program		Benefits		Construction		Americans with Disabilities Act		Alumni Programs		Academic Advising		Accreditation		Accreditation & Attestation		Application Systems - Revenue Cycle		Academic Services						Bookstore Contract Review

		1.2		Enterprise Activities		Ethics & Standards of Conduct				1		Enterprise Activities				ASCF				Critical				Ethics & Standards of Conduct		Accounts Receivable		Communication, Awareness, & Training		Application Systems - Research		Compensation		Facility Management Systems		Campus Security & Safety		Capital Campaigns		Admissions		Application Systems - Instruction		Biomedical Device Management		Back-End Revenue Cycle		Athletics Compliance						Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)

		1.3		Enterprise Activities		Institutional Research & Analysis				2		Finance				AD				High				Institutional Research & Analysis		Budgeting/Decision Support		Communication/Collaboration Technologies		Biosafety		Employee Records		Maintenance		Clery Act		Community Outreach Programs		Application Systems - Academic		Faculty Productivity		Case Management		Front-End Revenue Cycle		Athletics Revenues						Enterprise Risk Management Consulting

		1.4		Enterprise Activities		Internal Audit				3		Information Technology				ADCF				Medium				Internal Audit		Cash Management/Treasury & Investments		Cyber Vulnerability Management & Incident Response		Clinical Trials & Human Subjects Research Program		Employee Relations		Motor Pool		Compliance Program		Extended Education		Bookstore		Faculty Recruitment		Census Management		Mid-Revenue Cycle		Boosters & Related Activities						Fast Start For Deans - FY 2025

		1.5		Enterprise Activities		Joint Ventures				4		Research				RQ				Low				Joint Ventures		Debt Service		Data Governance, Management, & Protection		Medical Centers & Programs		Employee Retention & Succession Planning		Parking Office		Emergency Preparedness		Foundations		Career Centers		Faculty Tenure & Promotion		Clinics				Event Management						Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025

		1.6		Enterprise Activities		Legal				5		Human Resources				RQCF								Legal		Financial Management System		Decentralized IT Operations		Publications & Intellectual Property		Equal Employment Opportunity		Planning & Design		Enterprise Risk Management		Gifts & Endowments		Enrollment & Registration/Student Records - Registrar		Graduate Medical Education		Dental Services				Financial Management						Fast Start for Leadership Council Members - FY 2025

		1.7		Enterprise Activities		Organizational Structure & Accountability				6		Facilities Management				IV								Organizational Structure & Accountability		Financial Reporting		Disaster Recovery		Research Administration		Human Resource Management System		Special Events		Environmental Health & Safety		Government Affairs		Financial Aid		Graduate/PhD Programs		Emergency Department				Operations						Financial Aid Prep Review for SAO Audit

		1.8		Enterprise Activities		Policy Management				7		Risk Management & Compliance				IVCF								Policy Management		Fixed Asset, Capital Management, Asset Depreciation		Hardware & Software Inventory Management		Research Compliance		Recruiting		Utilities		Insurance		Public Affairs/Marketing & Communications		Food Services		International Programs		Laboratory				Safety & Security						FY 2024 Annual Financial Report (AFR) Audit

		1.9		Enterprise Activities		Strategic Planning & Metrics				8		Development & External Relations				FL								Strategic Planning & Metrics		Grants		Identity & Access Management		Research Partners & Co-/Sub-Investigators		Training				Other Compliance & Regulatory Matters		Stewardship Activities		Healthcare/Mental Health		Medical Professions Schools		Medical Procedures										FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)

		2.1		Finance		Accounts Payable/Disbursements				9		Student Services & Enrollment Management				OP										Leasing Property		Information Technology Security Configuration								Privacy				Library Services		Undergraduate Programs		Patient Care Risk Management										FY 2025 Annual Financial Report (AFR) Interim Work

		2.2		Finance		Accounts Receivable				10		Instruction				IE										Other Cost Recovery Departments		IT Operations								Title IX				Recreation & Activities				Pharmacy										IT AI Governance and Backup & Recovery Consulting

		2.3		Finance		Budgeting/Decision Support				11		Patient Care Operations				XX										Payroll		IT/IS Governance & Strategic Planning								Youth Protection				Recruitment & Orientation				Physician & Staffing Management										IT Audit - Administrative/ Privileged Rights

		2.4		Finance		Cash Management/Treasury & Investments				12		Revenue Cycle - Medical Services														Purchasing/Supply Chain		Legal & Regulatory Compliance												Student Conduct				Practice Acquisitions										Nursing Shortage Reduction Program Awards Audit

		2.5		Finance		Debt Service				13		Athletics														Travel & Entertainment		Mobile/Medical Devices & Portable Data Storage												Student Counseling Center				Practice Plan Bylaws										Safety - Part II

		2.6		Finance		Financial Management System		1.25								Institution				Abbreviation						Tuition & Fees Management		Network Administration												Student Housing				Practice Plan Financial Performance										Scholarships

		2.7		Finance		Financial Reporting										UT Arlington				ARL								Physical & Environmental Protection of IT Assets												Student Organizations				Practice Plan Physician Appointments										State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation										UT Austin				AUS								System Development & Change Management												Student Retention & Graduation				Practice Plan Physician Relations										Student Fees Audit

		2.9		Finance		Grants										UT Dallas				DAL								Third Party Security & Risk Management												Veteran/Military Services				Quality										TEC 51.3525 Assist - New Rules Related to DEI

		2.10		Finance		Leasing Property										UT El Paso				ELP																								Radiology/Advanced Imaging										Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies

		2.11		Finance		Other Cost Recovery Departments										UT Permian Basin				PRB																																		Title IX and Title VII

		2.12		Finance		Payroll										UT Rio Grande Valley				RGV																																		Veterans Business Outreach Center (VBOC)

		2.13		Finance		Purchasing/Supply Chain										UT San Antonio				SAN

		2.14		Finance		Travel & Entertainment										Stephen F. Austin				SFA

		2.15		Finance		Tuition & Fees Management										UT Tyler				TYL

		3.1		Information Technology		Business Intelligence/Data Transformation		1								UT Southwestern				SMC

		3.2		Information Technology		Communication, Awareness, & Training		1.1								UT Medical Branch				MBG

		3.3		Information Technology		Communication/Collaboration Technologies		1.3								UT HSC-Houston				HSC

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95								UT HSC-San Antonio				HSA

		3.5		Information Technology		Data Governance, Management, & Protection		1.7								UT MD Anderson				MDA

		3.6		Information Technology		Decentralized IT Operations		1.4								UT System Administration				SYS

		3.7		Information Technology		Disaster Recovery		1.5

		3.8		Information Technology		Hardware & Software Inventory Management		1.55

		3.9		Information Technology		Identity & Access Management		1.8

		3.10		Information Technology		Information Technology Security Configuration		1.65

		3.11		Information Technology		IT Operations		1.2

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1

		3.13		Information Technology		Legal & Regulatory Compliance		1.2

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6

		3.15		Information Technology		Network Administration		1.75

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15

		3.17		Information Technology		System Development & Change Management		1.3

		3.18		Information Technology		Third Party Security & Risk Management		1.8

		4.1		Research		Animal Research Program

		4.2		Research		Application Systems - Research		1

		4.3		Research		Biosafety

		4.4		Research		Clinical Trials & Human Subjects Research Program

		4.5		Research		Medical Centers & Programs

		4.6		Research		Publications & Intellectual Property

		4.7		Research		Research Administration

		4.8		Research		Research Compliance

		4.9		Research		Research Partners & Co-/Sub-Investigators

		5.1		Human Resources		Benefits

		5.2		Human Resources		Compensation

		5.3		Human Resources		Employee Records

		5.4		Human Resources		Employee Relations

		5.5		Human Resources		Employee Retention & Succession Planning

		5.6		Human Resources		Equal Employment Opportunity

		5.7		Human Resources		Human Resource Management System		1

		5.8		Human Resources		Recruiting

		5.9		Human Resources		Training

		6.1		Facilities Management		Construction

		6.2		Facilities Management		Facility Management Systems		0.75

		6.3		Facilities Management		Maintenance

		6.4		Facilities Management		Motor Pool

		6.5		Facilities Management		Parking Office

		6.6		Facilities Management		Planning & Design

		6.7		Facilities Management		Special Events

		6.8		Facilities Management		Utilities

		7.1		Risk Management & Compliance		Americans with Disabilities Act

		7.2		Risk Management & Compliance		Campus Security & Safety

		7.3		Risk Management & Compliance		Clery Act

		7.4		Risk Management & Compliance		Compliance Program

		7.5		Risk Management & Compliance		Emergency Preparedness

		7.6		Risk Management & Compliance		Enterprise Risk Management

		7.7		Risk Management & Compliance		Environmental Health & Safety

		7.8		Risk Management & Compliance		Insurance

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters

		7.10		Risk Management & Compliance		Privacy

		7.11		Risk Management & Compliance		Title IX

		7.12		Risk Management & Compliance		Youth Protection

		8.1		Development & External Relations		Alumni Programs

		8.2		Development & External Relations		Capital Campaigns

		8.3		Development & External Relations		Community Outreach Programs

		8.4		Development & External Relations		Extended Education

		8.5		Development & External Relations		Foundations

		8.6		Development & External Relations		Gifts & Endowments

		8.7		Development & External Relations		Government Affairs

		8.8		Development & External Relations		Public Affairs/Marketing & Communications

		8.9		Development & External Relations		Stewardship Activities

		9.1		Student Services & Enrollment Management		Academic Advising

		9.2		Student Services & Enrollment Management		Admissions

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1

		9.4		Student Services & Enrollment Management		Bookstore

		9.5		Student Services & Enrollment Management		Career Centers

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar

		9.7		Student Services & Enrollment Management		Financial Aid

		9.8		Student Services & Enrollment Management		Food Services

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health

		9.10		Student Services & Enrollment Management		Library Services

		9.11		Student Services & Enrollment Management		Recreation & Activities

		9.12		Student Services & Enrollment Management		Recruitment & Orientation

		9.13		Student Services & Enrollment Management		Student Conduct

		9.14		Student Services & Enrollment Management		Student Counseling Center

		9.15		Student Services & Enrollment Management		Student Housing

		9.16		Student Services & Enrollment Management		Student Organizations

		9.17		Student Services & Enrollment Management		Student Retention & Graduation

		9.18		Student Services & Enrollment Management		Veteran/Military Services

		10.1		Instruction		Accreditation

		10.2		Instruction		Application Systems - Instruction		0.9

		10.3		Instruction		Faculty Productivity

		10.4		Instruction		Faculty Recruitment

		10.5		Instruction		Faculty Tenure & Promotion

		10.6		Instruction		Graduate Medical Education

		10.7		Instruction		Graduate/PhD Programs

		10.8		Instruction		International Programs

		10.9		Instruction		Medical Professions Schools

		10.10		Instruction		Undergraduate Programs

		11.1		Patient Care Operations		Accreditation & Attestation

		11.2		Patient Care Operations		Biomedical Device Management

		11.3		Patient Care Operations		Case Management

		11.4		Patient Care Operations		Census Management

		11.5		Patient Care Operations		Clinics

		11.6		Patient Care Operations		Dental Services

		11.7		Patient Care Operations		Emergency Department

		11.8		Patient Care Operations		Laboratory

		11.9		Patient Care Operations		Medical Procedures

		11.10		Patient Care Operations		Patient Care Risk Management

		11.11		Patient Care Operations		Pharmacy

		11.12		Patient Care Operations		Physician & Staffing Management

		11.13		Patient Care Operations		Practice Acquisitions

		11.14		Patient Care Operations		Practice Plan Bylaws

		11.15		Patient Care Operations		Practice Plan Financial Performance

		11.16		Patient Care Operations		Practice Plan Physician Appointments

		11.17		Patient Care Operations		Practice Plan Physician Relations

		11.18		Patient Care Operations		Quality

		11.19		Patient Care Operations		Radiology/Advanced Imaging

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle

		13.1		Athletics		Academic Services

		13.2		Athletics		Athletics Compliance

		13.3		Athletics		Athletics Revenues

		13.4		Athletics		Boosters & Related Activities

		13.5		Athletics		Event Management

		13.6		Athletics		Financial Management

		13.7		Athletics		Operations

		13.8		Athletics		Safety & Security






Exhibit B — FY 2025 Audit Work Plan

Engagement Title

Advisory Audits/Projects
Enterprise Risk Management

Budgeted Hours

Engagement Objective

ERM Risk

2030 Strategic Plan

. 100 Assist Strategic Planning with Enterprise Risk Management initiatives. All All
Consulting
Leadership for this unit was recently changed. Additionally, the areas of People and Culture,
Veterans Business Outreach . p . ) v g . y_ Regulatory, Talent, P .
90 responsibility will increase in FY 2025. Reputational, compliance and regulatory Community
Center (VBOC) . . Engagement
risks exist. Engagement
Part Il - Help ensure UTA's safety programs, initiatives, plans and training are Student Success,
. X Student Success,
Safety - Part Il 400 adequate to protect students, faculty and staff. This may include focus on Regulatory, Finance
student and employee mental health. Financial
Student Success,
Financial Aid Prep Review for SAO 120 Perform testwork and advisory services to help UTA adequately prepare for the Reaulator Student Success,
Audit FY2025 SAO review. suatory, Finance
Financial
Data Analytics Project (P-Card,
Timekeeping, Travel, Duplicate 50 Perform data analysis and follow-up research on higher risk transactions in All All
Payments, Departmental these areas.
Expenses)
TEC 51.3525 Assist - New Rules R . . Regulatory, Talent, |People and Culture,
40 Assist in initiatives related to compliance with TEC 51.3525. R
Related to DEI Engagement Finance
Cyber Security,
Financial, People .
IT Al Governance and Backup & 40 Hours reserved for consulting on governance and acceptable use of Al, and and Culturep Finance, Research,
Recovery Consulting Backup & Recovery. / Student Success
Research, Student
TAC 202 Success
Hours reserved for specific advisory and consulting projects requested by
Reserve for Advisory 360 management or Audit Committee. Includes audit tracking of different agencies' All All
audit efforts across campus.
Participate in institutional committees, President's Leadership Council,
Employee Engagement Survey Committee, HOP committee,
Participation on University 160 Development/Endowments Committee, CARE Committee, End Point All All
Committees Management Committee, Data Management Officer Council, Title IX cases
volunteer efforts, and other ad hoc committees that arise during the year.
Hours also include regular check-in meetings with the second lines of defense
Responding to Institutional X i .
) Hours reserved for responding to requests and inquiries from the campus
Requests for Information and 40 i All All
. community.
Advice
Subtotal - Hours and Percent of
14%
Plan 1400 2




Instructions & Validation

		RISK ASSESSMENT & AUDIT PLAN (RAAP) INSTRUCTIONS & DATA VALIDATION CHECKS



		Yellow tabs are required.

		Green tabs contain information to use as a reference.



		Instructions & Validation																				Click for:		Recording		PPT Slides

		This tab contains general instructions and reference information for completing this RAAP Migration Tool. Additionally, the RAAP webinar recording and PowerPoint presentation slides can be found on the UT Systemwide Internal Audit website.

		Tabs A-C have data validation checks to help guide users in completing this tool. In general, cells with missing or mismatched data will be highlighted in yellow to indicate that they should be reviewed.

		Click on the highlighted cells in this column to travel to the respective tabs in this workbook.

		Risk Scoring

		Click the link above to travel to the 'Risk Scoring' tab, which explains the new UT System risk scoring formulas and definitions that are the result of the Risk Assessment Work Group and Crowe team.

		Taxonomy Definitions

		Click the link above to travel to the 'Taxonomy Defs' tab, which describes the updated UT System Taxonomy that is the result of the Risk Assessment Work Group and Crowe team.

		A – Fiscal Year Plan Tab (previously called 'Risk List & Scoring')

		Institution: Drop-down is populated with the listing of UT System institutions. Select one choice.

		Objective at Risk: Enter a strategic initiative or functional/operational objective impacted by the risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

				FYI: For engagements on the Audit Plan that are not typically tied to an Objective at Risk, System Audit will add a general Objective at Risk for each of the IV, FL, OP, IE, and XX categories so such engagements (see below, under 'B - Engagements' tab) can be originated within eCase Audit.

		Objective Details (optional): Use, as needed, to expand description of the concise Objective at Risk.

		Objective Addressed on Audit Plan: Drop-down is populated with Yes and No. However, in eCase Audit, if an Engagement is originated from an Objective at Risk, workflow rules will automatically record a Yes, so leave blank for now.

		Risk Statement:  Enter a risk that could impact achievement of the related Objective at Risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

		Risk Details (optional): Use, as needed, to expand description of the concise Risk Statement.

		Primary & Sub-Taxonomy: Select the Primary Taxonomy from the first drop-down and then the corresponding Sub-Taxonomy from the second drop-down (both are required).

		Probability: Drop-down is populated with numerical values ranging from 1-4 (Low-Certain) and conditionally formatted with the corresponding colors.  Select one choice.

		Impact: Drop-down is populated with numerical values ranging from 1-4 (Minor-Major) and conditionally formatted with the corresponding colors.  Select one choice.

		Risk Score & Risk Rank: No entry needed. Automatically calculates the Risk Score based on Probability/Impact rankings (35/65%) and displays the associated Risk Rank (and conditionally formatted with the corresponding colors). DO NOT OVERWRITE. See 'Risk Scoring' tab for details.

		Calibrated Risk Score: No entry needed. Automatically calculates the Calibrated Risk Score (CRS) based on the Risk Score multiplied by a calibration weight.  Only IT-related Sub-Taxonomies from any Primary Taxonomy will have a CRS (and be conditionally formatted using a color scale, or grey for those without CRSs).

		Risk Statement Addressed On Audit Plan: Drop-down is populated with Yes and No. If Risk Rank is Critical or High, this cell will be highlighted if left empty. Select one choice.

		Engagement Title: Enter Engagement Title, as appropriate. If On the Audit Plan? is marked Yes, this cell will be highlighted if left empty. 

		Risk Mitigating Factor: Enter Mitigating Factor, as appropriate. If Risk Score is Critical or High and On the Audit Plan? is marked No, this cell will be highlighted if left empty.

		B – Engagements Tab (previously called 'Audit Plan')

		Institution & Audit Plan Category: Drop-down for each is populated with the selections in the legend below. Select one choice for each.

						Institution												Audit Plan Category

				ARL		UT Arlington										AS		Assurance Engagement

				AUS		UT Austin										ASCF		Assurance Carryforward

				DAL		UT Dallas										AD		Advisory Engagement

				ELP		UT El Paso										ADCF		Advisory Carryforward

				PRB		UT Permian Basin										RQ		Required Engagement

				RGV		UT Rio Grande Valley										RQCF		Required Carryforward

				SAN		UT San Antonio										IV		Investigation

				SFA		Stephen F. Austin										IVCF		Investigation Carryforward

				TYL		UT Tyler										FL		Follow-Up

				SMC		UT Southwestern										OP		Operations

				MBG		UT Medical Branch										IE		Initiatives and Education

				HSC		UT HSC-Houston										XX		Reserve

				HSA		UT HSC-San Antonio

				MDA		UT MD Anderson

				SYS		UT System Administration

		Engagement Title: Drop-down will be populated with entries made in the Engagement Title column in the ‘A - FiscalYearPlan’ tab. Select one choice. Or, enter Title for Engagements not tied to a Risk Statement by typing directly in cell (e.g., items in Follow-Up, Reserve, Investigations, Operations, and Initiatives & Education Categories).

		Budgeted Hours: Enter the original budgeted hours based on the approved audit plan. Use whole numbers only.

				SUM of Budgeted Hours now found in header row (far right; see Column K) due to eCase formatting needs


				SUM checks against Total Audit Hours from Tab C - Available Audit Hours (Column O)


		Engagement Risk Ranking: Drop-down is populated with N/A, Critical, High, Medium, and Low. Select one choice that is most applicable based on related Risk Statement Ranking(s).

		Primary Taxonomy: Drop-down is populated with the 13 Primary Taxonomy selections. Select one choice that is most applicable based on related Risk Statement Taxonomy(ies).

		Engagement Objective: Enter a short description of the Engagement Objective.

		C – Available Audit Hours Tab

		Enter details to compute Available Audit Hours.

		Total Audit Hours will be highlighted yellow if it does not match the Total Budgeted Hours on the ‘B – Engagement’ tab.

		Percent of Audit Hours (compared to Total Available Hours) will be highlighted yellow if outside the range of 70% to 80%.

		Note: NEW formula will auto-calculate Net FTE (based off Total Available Hours, less co-source).  Vacancies (# of Net FTEs) should still be entered, which will then add up to the Gross FTE (now also calculates).



https://utsystemadmin.sharepoint.com/sites/UTSystemwideAudit/SitePages/Annual-Audit-Plan.aspxhttps://utsystemadmin.sharepoint.com/:v:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY25%20RAAP%20Webinar%20-%2003.01.24.mp4?csf=1&web=1&e=QEZ4tbhttps://utsystemadmin.sharepoint.com/:b:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY%202025%20Risk%20Assessment%20Process%20%E2%80%93%2003_01_24%20Webinar%20Slides.pdf?csf=1&web=1&e=UEX7ko

A - Fiscal Year Plan

		Fiscal Year		Institution		Unique ID Objective		Objective at Risk		Objective Details (optional)		Objective Addressed on Audit Plan (Y/N)		Unique ID Risk State.		Risk Statement		Risk Details (optional)		Primary Taxonomy		Sub-Taxonomy		Probability		Impact		Risk Score		Risk Rank		Calibrated Risk Score		Risk Statement Addressed On Audit Plan (Y/N)		Linked Engagement ID		Engagement Title		Risk Mitigating Factor

		2025		UT Arlington				Assist Baker Tilly with completion of FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office).								Failure to accurately report financial activities per NCAA requirements for Athletics. 				Athletics		Athletics Revenues		2		2		2.00		Medium				Yes				FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)						Athletics

				UT Arlington				Assist Deloitte with completion of FY 2024 Annual Financial Report (AFR) Audit.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2024 Annual Financial Report (AFR) Audit						CFO		Required

				UT Arlington				Assist Deloitte with completion of FY 2025 Annual Financial Report (AFR) Interim Work.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2025 Annual Financial Report (AFR) Interim Work						CFO		Required

				UT Arlington				Determine whether award requirements were followed by the University. 								Failure to follow THECB requirements for the administration of NRSP awards. 				Finance		Grants		2		2		2.00		Medium				Yes				Nursing Shortage Reduction Program Awards Audit

				UT Arlington				Assist the SAO with information needed to complete the annual Student Financial Aid audit. 								Failure to distribute Student Financial Aid as required. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

				UT Arlington				Evaluate compliance with Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies.								Failure to follow requirements established by Texas Education Code 51.9337(h).				Finance		Purchasing/Supply Chain		1		1		1.00		Low				Yes				Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies						CFO		Required

				UT Arlington				International Student Applicants are decreasing.								Lack of ability to recruit from a variety of countries. 				Student Services & Enrollment Management		Recruitment & Orientation		3		2		2.35		Medium				No										CFO

				UT Arlington				Ability to efficiently, effectively and timely distribute scholarships to students. 								Lack of consistency in distributing merit based scholarships due to decentralization of the process.		The scholarship system Mav ScholarShop is not being consistently utilized by the colleges.  		Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Scholarships						CFO

				UT Arlington				Increase revenue at College Park Center 								Failure to attract more outside events, such as concerts, which are a large revenue sources. 				Facilities Management		Special Events		2		2		2.00		Medium				No										CFO

				UT Arlington				HUB vendors are not being utilized by all departments.  								Failure of larger departments of the university to utilize HUB vendors as required by policy. 				Finance		Purchasing/Supply Chain		1		2		1.65		Low				No										CFO

				UT Arlington				Overlap in functionality between software applications being purchased/utilized.  								Lack of an inventory of software utilized at the university.  		The university may have multiple software that performs the same task; or the same software being purchased by multiple areas which increases costs.  		Information Technology		Hardware & Software Inventory Management		3		2		2.35		Medium		3.64		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				CFO

				UT Arlington				Ensuring donor related events are communicated to the respective parties. 								Lack of collaboration between Academic Units and Development Office on events that involve donors. 				Development & External Relations		Gifts & Endowments		2		2		2.00		Medium				No										VP Development

				UT Arlington				Determine whether software licenses purchased by the department are being utilized.  								Lack of an inventory of software utilized at the department.				Information Technology		Hardware & Software Inventory Management		2		2		2.00		Medium		3.10		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				VP Enrollment

				UT Arlington				The course catalog does not serve as a repository of information. It should be the official source. 								Admission standards differ between the catalog, website and actual admissions processes. 				Student Services & Enrollment Management		Admissions		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Utilize Slate (UTA's CRM solution) effectively.								Lack of ownership for Slate leads to underutilization of the product. 		Slate needs ownership that is not a CRM committee.  		Student Services & Enrollment Management		Application Systems - Academic		3		2		2.35		Medium		2.59		No										VP Enrollment

				UT Arlington				Current processes result in a conflict of interest in residency classifications and reclassifications. 								A conflict of interest exists as one person does the initial and reclassification residency determinations for all of UTA.  		Initial determinations should be completed by Admissions and the reclassifications by Registrar. 		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Succession plan is not in place. 								Risk of losing key staff members in the next legislative session, with no clear plan for their replacement.		A niche unit with a very different talent pool to pull applicants from. 		Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				The number of staff or resources may cause some small rule making to be overlooked. 								Insufficient resources to hire and maintain staff, which affects the ability to comply with state agency rules.		Not having resources could result in missed opportunities for UTA.		Enterprise Activities		Organizational Structure & Accountability		1		4		2.95		Medium				No										Govt Relations

				UT Arlington				Small Police force may impact Campus Security & Safety.								UTA has a relatively small police force and a hard time recruiting.				Risk Management & Compliance		Campus Security & Safety		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				Timely submission of eForms for both hiring and termination. 								Lack of efficiency and effectiveness in completing eForms for hires and terminations. 		When eForms are late being processed, the employee is not active which impacts computer access, receiving payroll, etc. 		Human Resources		Employee Records		2		3		2.65		Medium				No										VP TCE

				UT Arlington				Clearance processes not consistently followed. 								Ensure new offboarding processes are operating effectively and efficiently.				Human Resources		Employee Records		2		1		1.35		Low				No										VP TCE

				UT Arlington				International Student Worker Payroll.								Ensure appropriate processes and controls are in place to maintain compliance for new international employees who start working at UTA without an SSN.		Employees can be hired and start working at UTA without an SSN.  While these employees do not get paid until they have an SSN, this could trigger a Wage and Hour audit.		Finance		Payroll		1		2		1.65		Low				No										VP TCE

				UT Arlington				Lack of compliance with TCP processes. 								Ensure the accuracy of TCP records for employees whose managers do not sign off on their time.		Some managers are not signing off on their employees time in TCP.  As a result, Payroll is signing off on them to ensure employees receive their paycheck, but this is causing some time records to be approved that are not accurate.		Finance		Payroll		3		3		3.00		High				Yes				Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		This will also be addressed in the Fast Start For Deans - FY 2025 and Fast Start for Leadership Council Members - FY 2025				VP TCE

				UT Arlington				Policy not followed for vacation leave.								Lack of understanding of policies related to vacation use by managers who are approving use before allowable time to use.  				Finance		Payroll		2		2		2.00		Medium				No										VP TCE

				UT Arlington				Accessibility to buildings for disabled persons. 								Lack of functioning automatic doors for use by persons with disabilities. 				Risk Management & Compliance		Americans with Disabilities Act		2		3		2.65		Medium				Yes				Safety - Part II						VP TCE

				UT Arlington				Safety announcements for the hearing impaired.								Lack of an effective form of communication for hearing impaired persons for emergency notices disseminated by UTA.  				Risk Management & Compliance		Americans with Disabilities Act		2		4		3.30		High				Yes				Safety - Part II						VP TCE

				UT Arlington				IDT billing is not accurate or timely.  								Ensure effectiveness of policies and processes related to IDT (Inter-departmental Transfer) billing. 		Utility billing may not happen for months at a time which results in a department receiving a large bill that was unexpected.  Duplicate billing has also been occurring.  		Finance		Financial Management System		2		1		1.35		Low		1.69		No										VP A & ED

				UT Arlington				Lack of adequate documentation and accounting for in-house renovation projects. 								Ensure in-house renovation projects are adequately documented and adhere to accounting processes.  				Facilities Management		Construction		2		2		2.00		Medium				No										VP A & ED

				UT Arlington				Event ticketing processes through the Box Office may not be adequate.								Failure to have effective and efficient policies and procedures for handling ticketing sales at the Box Office.  		AXS is the vendor. A lot of cash goes through the Box Office.  		Facilities Management		Special Events		2		3		2.65		Medium				No										VP A & ED

				UT Arlington				Retiree premiums are paid to deceased retirees.  								Ineffective procedures for determining when retirees have died so that premium payments are stopped.  				Human Resources		Employee Records		1		2		1.65		Low				No										VP A & ED

				UT Arlington				Lack of effective customer service provided by the TCE Compensation Team.								Lack of a strategic approach by the Compensation Team to understand Campus management's compensation and hiring needs. 		Frustration across campus in dealing with the Compensation Team.  The team generally says "no" and does not respect unit level competitive analysis or any input other than their own data.		Human Resources		Compensation		3		2		2.35		Medium				No										VP A & ED and VPR

				UT Arlington				Large contracts, such as the Bookstore, have risks related to contract compliance and cost overcharges.								Risks associated with not having a person review and enforce contract terms. 				Enterprise Activities		Legal		3		3		3.00		High				Yes				Bookstore Contract Review						VP A & ED

				UT Arlington				Corrections associated with FAFSA changes.								Risks associated with the recent FAFSA changes has caused Financial Aid to have to go back and make a lot of corrections. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Financial Aid Prep Review for SAO Audit						VP A & ED

				UT Arlington				Ensuring the university is in compliance with Title IX and Title VII regulations & requirements. 								Risks associated with procedures related to Title IX and Title VII not being consistently followed, and processes not performed in an efficient and effective manner, as well as in accordance with legislative rules. 		Hearings are taking a long time to be processed; HR policies may be in conflict with Title IX issues; Disparities may exist between Women's and Men's sports. Not following the law can place Financial Aid funds in jeopardy.  		Risk Management & Compliance		Title IX		3		3		3.00		High				Yes				Title IX and Title VII						CLO

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to Student Conduct. 								Risks associated with turn over in the department and new leadership of the area. 				Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										CLO

				UT Arlington				Assist in initiatives related to compliance with Senate Bill 17/ TEC 51.3525.  								Risks associated with diligence not being kept to help ensure compliance with the requirements of SB 17/TEC 51.3525. 				Enterprise Activities		Legal		2		3		2.65		Medium				Yes				TEC 51.3525 Assist - New Rules Related to DEI						CLO

				UT Arlington				Ensuring campus safety protocols and procedures are adequately communicated to all students, faculty, and staff.								Risks associated with safety of the campus community during protests, civil activism, political rally's, etc.  				Risk Management & Compliance		Campus Security & Safety		3		3		3.00		High				Yes				Safety - Part II						CLO

				UT Arlington				Ensuring the university as the right agreements and protections in place for sharing data with 3rd parties. 								Risks associated with sharing data with 3rd parties - concerns whether the least amount of data is shared and deidentified as much as possible.				Risk Management & Compliance		Privacy		2		3		2.65		Medium				No										CLO

				UT Arlington				Lack of security plan for major emergencies.								Risks associated with the campus community (faculty, staff, students, visitors, etc.) not knowing what to do and where to go in a major emergency (mass shooting, bomb threat, etc.). 				Risk Management & Compliance		Campus Security & Safety		2		4		3.30		High				Yes				Safety - Part II						VP MME

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to documentation, usage, accounting, etc., of Student Fees. 								Failure to have effective and efficient policies and procedures to ensure funds are collected and spent in accordance with applicable regulations and policies. 				Finance		Tuition & Fees Management		3		3		3.00		High				Yes				Student Fees Audit						Prez

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Prez

				UT Arlington				Ability to assist new Leadership Council Members to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start for Leadership Council Members - FY 2025						Prez

				UT Arlington				Ability to effectively use Enterprise Risk Management to help inform decisions and the institutions strategic plan.								After completion of the UTA Strategic Plan, re-align ERM efforts to support appropriate strategic initiatives.  Working closely with Strategic Planning and other key departments, document risks and follow-up on action plans where appropriate.				Risk Management & Compliance		Enterprise Risk Management		3		3		3.00		High				Yes				Enterprise Risk Management Consulting						ERM Risks

				UT Arlington				Cyber Threats and Data Security.								With increased reliance on technology, institutions face risks related to data breaches, phishing, accidental disclosure of personal data, ransomware, and hacking.  				Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Increasing and Dynamic Competition.								Risk that UTA will not maintain an advantage relative to emerging higher education competitors. This includes but is not limited to; community colleges converting to 4-year colleges, on-line degree offerings from out of state institutions, and other in-state institutions expanding into UTA’s market.				Student Services & Enrollment Management		Admissions		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Talent Management.								Risk of not being able to recruit, develop, and retain faculty/staff critical to the successful delivery of each institution’s mission, especially under increased competition in compensation, flexible workplace/schedules, and overall demand.				Human Resources		Employee Retention & Succession Planning		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Alumni Engagement and Community Connection.								Risk of not being able to grow private philanthropy as a critical revenue source and continue to develop strong relationships with donors.				Development & External Relations		Alumni Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Graduates Ready for Success in Careers or Next Steps.								Risk that UTA will not deliver valuable programs that meet the market expectations of Higher Education, prepare students to meet the workforce needs of society and differentiate graduates with prospective employers.				Instruction		Undergraduate Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Enhance, Amplify and Diversify Research, Innovation and Entrepreneurship.								Risk of not being able to protect, enhance and diversify research funding as competition for funding sources continues to grow.				Research		Research Compliance		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Foster Student Success Throughout the UTA Educational Journey.								Risks associated with addressing the unique needs of the UTA student population, which includes areas such as controlling student educational costs, strategically managing financial aid to consistently deliver outstanding value, and providing a safe learning environment.  				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Regulatory, Economic Environment, and Societal Currents and Changes. 								Ability to respond to changes in regulations, market conditions, demographic changes, and public opinion preferences. 				Risk Management & Compliance		Other Compliance & Regulatory Matters		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Meet Operational, Technological and Financial Needs Through Prioritization and Governance. 								Ability to fund strategic initiatives, ongoing operations, deferred maintenance, infrastructure and technology needs, as well as adequate funds to address business continuity needs. 				Enterprise Activities		Business Continuity		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Risks associated with concerns surrounding centralized processing, administrative turnover and employee complaints in COLA.  Needs to be a priority in the Fast Start Audits. 				Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Provost

				UT Arlington				Ability to keep up with the latest requirements and regulations from a policy standpoint. 								Failure to comply with current laws and regulations due to outdated policies and risks associated with non compliance (fines, penalties, etc.).				Enterprise Activities		Policy Management		2		3		2.65		Medium				No										Provost

				UT Arlington				Lack of policies associated with the use of AI. 								Failure to have effective and efficient policies and procedures for use of AI at the university. 				Enterprise Activities		Policy Management		2		2		2.00		Medium				No										VPR

				UT Arlington				Ensuring procedures are identified and communicated to Colleges for accurately recording salary dollars to research projects. 								Failure of colleges to accurately charge salary dollars to research projects. 				Research		Research Administration		2		2		2.00		Medium				No										VPR

				UT Arlington				Ability to effectively capture data required for reporting use. 								Risks associated with not having unification of data across campus, nor having consistent/clean data which can impact required reporting. 				Enterprise Activities		Institutional Research & Analysis		2		3		2.65		Medium				No										CAO

				UT Arlington				Determine whether the VBOC is efficiently and effectively following required polices, procedures, and regulations. 								Risks associated with recent change in leadership and concerns that regulatory, compliance and reputational risks may exist.  				Enterprise Activities		Strategic Planning & Metrics		2		3		2.65		Medium				Yes				Veterans Business Outreach Center (VBOC)						COB

				UT Arlington				Gain oversight and understanding as to how contracts are handled at the Center for Global Academic Initiatives (China EMBA Program).								Risks associated with whether policies and procedures are being effectively and efficiently followed by the team that has been managing the center for over 20 years. 				Enterprise Activities		Legal		2		3		2.65		Medium				No										COB

				UT Arlington				Lack of effective review of requirements for Doctorial degrees in the College of Education. 								Risks associated with not conducting a thorough review of the requirements necessary for completion of Doctorial degrees.  				Instruction		Graduate/PhD Programs		2		3		2.65		Medium				No										COE

				UT Arlington				Lack of effective tracking of services provided to students by the Advisory team.  								Risks associated with whether Advisors are meeting the needs of students (obtaining advising, length of time to see an advisor, quality of customer service provided, etc. ) since data is not available due to lack of tracking the information.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										COE

				UT Arlington				Ability to have an effective onboarding process. 								Failure to have an effectively organized onboarding process for new hires. 				Human Resources		Training		2		2		2.00		Medium				No										COLA

				UT Arlington				Ability to timely respond to the needs of the campus community for centralized services.  								Lack of a sense of urgency for centralized services (HR, Accounting, Facilities) when working with Deans. 				Enterprise Activities		Organizational Structure & Accountability		2		2		2.00		Medium				No										COLA

				UT Arlington				Enhance Student Success efforts so that students have a clear understanding of the processes and services provided. 								Failure to communicate student success elements to students.  Students have to "stumble" into the elements instead of having a well laid out plan to follow.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										LIB

				UT Arlington				Lack of advisors to assist students. 								Risks associated with having only 8 advisors for 2,000 students.  There is often a 3 week wait to see an advisor.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				Yes				Fast Start For Deans - FY 2025						SSW

				UT Arlington				Ability to understand the financials and related expenses for a department.  								Risks associated with difficulties noted by Principal Investigators in understanding financials - balances not up to date, delays in expense postings, etc. 				Finance		Financial Reporting		3		2		2.35		Medium				No										FS

				UT Arlington				Lack of independence in performing chemical inventories.  								Risks associated with having faculty perform their own chemical inventories versus EH&S performing them, which may result in a lack of independence and expertise.  				Risk Management & Compliance		Environmental Health & Safety		2		3		2.65		Medium				No										FS

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Failure to comply with employee and contractor cybersecurity training requirements (TGC 2054.5191 & 2054.5192) results in sanctions or increased oversight by legislative or regulatory agencies. 		Required Risk per UT System		Information Technology		Legal & Regulatory Compliance		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Ability to generate revenue through the acceptance of credit card payments is jeopardized if PCI exceptions exist.								Risk that UTA is not in compliance with PCI requirements.  Non-compliance may jeopardize UTA's ability to accept credit card payments, etc.		Information Security expressed concerns over UTA's compliance with PCI standards. Weaver was hired to do an assessment and help bring UTA in compliance		Information Technology		Legal & Regulatory Compliance		4		3		3.35		High		4.02		No						FY24 Fast Start CFO audit includes PCI compliance review. 				IT

				UT Arlington				Cyber and/or ransomware attacks can disrupt operations preventing effective and efficient operations.								Risk of a cyber or ransomware attack that would disrupt UTA's operations in a substantial way.		Security, integrity, confidentiality and availability of information resources is critical to achieving our strategic objectives.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Completed Cyber Back-Up and Recovery Audit in FY2024.  This covers a large portion of incident response.				IT

				UT Arlington				Provide leadership for Information Technology and Information Resources strategy and planning.								Risk that Artificial Intelligence (AI) Technologies/Applications may be misused and policies may not be adequate to address inappropriate usage.		ChatGPT and other AI applications are gaining wider acceptance in the workplace and classrooms.  Risks associated with inappropriate usage exist. A workgroup has started discussions on governance and acceptable use.		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				IT AI Governance and Backup & Recovery Consulting		We are represented on the Leadership Council.  AI is a regular topic discussed.  Decisions are being made in these meetings for UTA.  				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Risk that IT access controls are not adequate allowing inappropriate access.		External and internal threats must be considered in evaluating access controls.  Of interest, UTA is migrating towards a role based access control platform, rather than the current individual based platform. Department of Financial Aid has implemented this and there are additional areas in process.		Information Technology		IT Operations		3		3		3.00		High		3.60		Yes				IT Audit - Administrative/ Privileged Rights		We are reviewing access controls in the Dean's Fast Start audits scheduled for FY 2025.  We've also reviewed access controls in many of the audits in FY 2024 including Financial Aid, and Student Affairs Fast Start Audits.   As a result, although we are not covering in a separate audit, coverage is being provided.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Unauthorized access results from misconfiguration of Network Access Control (NAC) tools. 		As an Action Plan to a prior audit finding, UTA separated employee and student networks.  Overall, this will likely improve security.  The risk is ensuring the new NAC is set up properly to efficiently and effectively manage access to the network.		Information Technology		Network Administration		2		2		2.00		Medium		3.50		No						We are on the Senior Leadership Committee for the NAC implementation.  CAE is involved.  This provides coverage related to progress being made and acceptance testing.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Incidence Response Plan may not provide the detail needed to respond to a cyber or ransomware attack.		With leadership turnover, there is risk that UTA does not have adequate experience on staff to handle a response.  UTA does contract with a third party to help manage and the risk is somewhat lessened.  The Information Security Office is working with appropriate leadership to proactively improve UTA's incident response. Audit will continue to discuss this issue and progress made in our monthly meetings with IT and IS.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Our FY 2024 backup and recovery audit identified significant opportunities in this area which are being addressed.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Non-compliance With Senate Bill 475 - implementation of sound data management, security, and data governance processes may not be in place.		Risk that UTA is not in compliance with Senate Bill 475. First assessment was completed by P&N in FY 2023. Overall, results were fairly good.  Analytics team is working on further strengthening compliance.		Information Technology		Data Governance, Management, & Protection		2		2		2.00		Medium		3.40		No						FY24 Fast Start CFO audit includes the SB 475 compliance review.				IT

				UT Arlington				Implement data structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Data may not be capture, retained, protected or shared appropriately due to the decentralized environment and non-existent data governance program.		Decentralized data that are not managed by University Analytics was a concern. Flags and fields may not always be required or available to complete when people enter data. Examples include country of origin is not consistently stated correctly, or students that are performing undergraduate research.		Information Technology		Data Governance, Management, & Protection		3		2		2.35		Medium		4.00		No						FY24 Fast Start CFO audit includes the SB 475 compliance review for data governance.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Failure to confirm vendor certification under the TX-RAMP (TGC 2054.0593) prior to 
purchase results in acquisition of insecure cloud services		Required Risk per UT System		Information Technology		Third Party Security & Risk Management		2		2		2.00		Medium		3.60		No										IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Having multiple software for the same work or the same software purchased by multiple areas can increase cost or lower efficiency.		During RA meeting was brought up that we have too many software tools.  Many software tools are likely duplications of each other.  Overlaps exist.  Software is an expense that goes up every year.  We sign up for the software and the annual price goes up and up.  Inflationary expense for UTA.  Need to better control.  		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Projects and initiatives may not be completed due to lack of resources from inadequate planning and project prioritization.		Difficulty of competition for OIT resources in completing the 2030 strategic plan. OIT team is involved in every initiative.  May not deliver on all fronts.  Must have governance and prioritization.  Must decide which comes first and which get funding, etc. Same with unfunded mandates such as state requirements.		Information Technology		IT Operations		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Users or groups with administrative IT rights may not limited to as needed basis and increase the risk of inappropriate intentional or unintentional going undetected. 		Employees can have administrative rights to their own devices, which increases the risk that employees can download any applications on they computers. Administrative access was also brought up as a concern from UT system across institutions.		Information Technology		Identity & Access Management		3		3		3.00		High		5.40		Yes				IT Audit - Administrative/ Privileged Rights						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Lack of IT General Controls and cyber security operations increases vulnerabilities and risk of disrupting operations.		Risk Assessment meeting comments: Lack of General IT controls. Risk cannot be assessed if controls are not established. Security Operations are the first line of defense. Two areas to consider are overall IT controls and deep dive in Security Operations. NTT audit in February 2024 did not have favorable results and the recommendations are being discussed with the CFO to determine next steps. There is not a mechanism for direct visibility of alerts and incidents for the ISO team. 		Information Technology		Cyber Vulnerability Management & Incident Response		3		2		2.35		Medium		4.58		No						FY24 Fast Start CFO audit includes high level review of IT General Controls and Security Operations				IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Technology vendors are not managed in the decentralized environment, which increases the risk of purchasing the same applications or not evaluating how an application fits into the overall network or business objectives.		Inventory and third party vendors are high risk because of the decentralized environment. An architecture review board is not in place. Relationship with the vendor is at the department level. Same for SOC reports and PCI attestations reviews.		Information Technology		Third Party Security & Risk Management		3		3		3.00		High		5.40		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT
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B - Engagements

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						9,760		Over/Under Budget

										Assurance Audits

				ARL		Blank Template (TBD)		AS		Fast Start For Deans - FY 2025		2100		High		Enterprise Activities		UTA has 6 of 11 (55 percent) of all Deans are new to UTA.  Leadership transition presents unique challenges and risks.  We plan to perform these "transitional" audits for each of the new Deans.  We will also include any Deans added in 2025.  The scope will be risk based and determined in the preliminary survey but will likely include:  financial controls (P-Card, SAHARA, etc.), software and data access controls, student recruiting/retention/advising controls, software utilization (Time Clock Plus, SLATE, etc.), research productivity controls, larger and software contract management controls, SB 17 compliance, etc.  The budgeted hours will cover 6 Deans.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Fast Start for Leadership Council Members - FY 2025		700		High		Enterprise Activities		UTA has 10 of 18 (55 percent) of Leadership Council members who are fairly new.  We have completed the majority of the Fast Start Audits for Leadership Council;  however, we have two remaining.  Fast Start Audits are risk based.  The scope will be determined during the preliminary survey phase based on analytics, department needs, existing risks.  These hours will cover the two remaining audits.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Scholarships		350		High		Student Services & Enrollment Management		Perform a review of scholarship and waiver strategy, governance and administration to help ensure they adequately support strategic enrollment initiatives, result in the efficiency and effective distribution of funds to UTA students, as well as comply with applicable policies and procedures. 		Competition, Student Success, Financial		Student Success, Alumni and Engagement, Finance

				ARL				AS		Bookstore Contract Review		350		High		Enterprise Activities		To help ensure appropriate compliance with contract management, we will complete this audit.  The book store is one of UTA's larger contracts.  The review will focus on contract compliance, expense control as well as ROI opportunities.  As stated in our Audit Strategic Plan, we perform one large contract review each year.  This is a part of UTA Audit's Strategic Plan.  		Financial		Finance

				ARL				AS		Title IX and Title VII		400		High		Risk Management & Compliance		Review the Title VII and IX processes to help ensure UTA's procedures are consistently followed, and processes are performed in an efficient and effective manner.  Ensure participation requirements meet at least one of the three tests in Athletics.		Student Success, Regulatory		Student Success 

				ARL				AS		IT Audit - Administrative/ Privileged Rights		400		High		Information Technology		Audit the users or groups with administrative IT rights (sample from centralized and decentralized IT applications) to help ensure appropriateness and adequacy of controls to risk exposure.		Cyber Security 		Finance and Infrastructure

				ARL				AS		Student Fees Audit		400		High		Finance		Review student fees including approval, documentation, usage, balances, classification, and accounting practices.  Ensure funds are collected and spent in accordance with applicable regulations and policies.		Regulartory, Financial		Finance and Student Success

				ARL				ASCF		FY 2024 Carry Forward Audits		360		High		N/A		Complete the open FY 2024 audits.		All		All

										Subtotal - Hours and Percent of Plan		5060						52%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						7		Over/Under Budget

										Advisory Audits/Projects

				ARL				AD		Enterprise Risk Management Consulting		100		High		Risk Management & Compliance		Assist Strategic Planning with Enterprise Risk Management initiatives.		All		All

				ARL				AD		Veterans Business Outreach Center (VBOC)		90		Medium		Enterprise Activities		Leadership for this unit was recently changed.  Additionally, the areas of responsibility will increase in FY 2025.  Reputational, compliance and regulatory risks exist. 		Regulatory, Talent, Engagement		People and Culture, Community Engagement

				ARL				AD		Safety - Part II		400		High		Risk Management & Compliance		Part II - Help ensure UTA's safety programs, initiatives, plans and training are adequate to protect students, faculty and staff.   This may include focus on student and employee mental health.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Financial Aid Prep Review for SAO Audit		120		High		Student Services & Enrollment Management		Perform testwork and advisory services to help UTA adequately prepare for the FY2025 SAO review.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		50		High		Finance		Perform data analysis and follow-up research on higher risk transactions in these areas.		All		All

				ARL				AD		TEC 51.3525 Assist - New Rules Related to DEI		40		Medium		Enterprise Activities		Assist in initiatives related to compliance with TEC 51.3525.		Regulatory, Talent, Engagement		People and Culture, Finance

								AD		IT AI Governance and Backup & Recovery Consulting		40		High		Information Technology		Hours reserved for consulting on governance and acceptable use of AI, and Backup & Recovery. 		Cyber Security, Financial, People and Culture, Research, Student Success		Finance, Research, Student Success

				ARL				AD		Reserve for Advisory 		360		N/A		N/A		Hours reserved for specific advisory and consulting projects requested by management or Audit Committee.  Includes audit tracking of different agencies' audit efforts across campus.		All		All

				ARL				AD		Participation on University Committees 		160		N/A		Enterprise Activities		Participate in institutional committees, President's Leadership Council, Employee Engagement Survey Committee, HOP committee, Development/Endowments Committee, CARE Committee, End Point Management Committee, Data Management Officer Council, Title IX cases volunteer efforts, and other ad hoc committees that arise during the year.  Hours also include regular check-in meetings with the second lines of defense organizations across campus.		All		All

				ARL				AD		Responding to Institutional Requests for Information and Advice		40		N/A		Enterprise Activities		Hours reserved for responding to requests and inquiries from the campus community.		All		All

										Subtotal - Hours and Percent of Plan          		1400						14%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Required Audits

				ARL				RQ		FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)		50		Medium		Athletics		Assist co-sourcing team engaged by UT System Audit Office in their audit of the Statement of Revenue and Expenses for Fiscal 2024 (Required by the NCAA.).		Financial, Regulatory		Finance

				ARL				RQ		FY 2024 Annual Financial Report (AFR) Audit		15		Medium		Finance		Under the direction of Deloitte, perform a risk-based audit of financial information for the fiscal 2024 AFR.		Financial		Finance

				ARL				RQ		FY 2025 Annual Financial Report (AFR) Interim Work		10		Medium		Finance		Perform interim fieldwork in preparation of the FY 2025 AFR Audit.		Financial		Finance

				ARL				RQ		Nursing Shortage Reduction Program Awards Audit		140		Medium		Finance		Provide assurance that the University is complying with the requirements as specified with the awards granted.  		Financial, Regulatory		Finance

				ARL				RQ		State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)		80		High		Student Services & Enrollment Management		Assist UTA management and State Auditors with the FY 2024 Statewide Single Audit (Student Financial Aid).		Financial, Regulatory, Cyber Security		Finance, Student Success

				ARL				RQ		Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies		40		Low		Finance		Texas Education Code 51.9337 requirement that the Chief Audit Executive (CAE) annually certify to the state auditor that the Institution has procurement policies in place that comply with the Texas Education Code requirements for higher education institutions. 		Financial, Regulatory		Finance

										Subtotal - Hours and Percent of Plan		335						3%

										Investigations

				ARL				IV		Reserve for Investigations		120		N/A		N/A		Perform reviews of any alleged, irregular conduct to determine whether civil or criminal violations of state or federal laws have occurred, or violation of system or institution policies have occurred.  This includes SAO and UTA Hotline research.		All		All

										Subtotal - Hours and Percent of Plan		120						1%

										Reserves

				ARL				XX		Reserve for Unanticipated Audits or Other Activities		150		N/A		N/A		Allowance for special requests and/or emerging risks.  Provides flexibility for time reviews of high-risk/impact requests made by UTA leaders, Audit Committee, etc.		All		All

										Subtotal - Hours and Percent of Plan		150						2%

										Follow-up on Open Audits

				ARL				FL		Quarter 1		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 2		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 3		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 4		60		N/A		N/A		Follow up of prior management action plans.		All		All

										Subtotal - Hours and Percent of Plan		240						2%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Operations

				ARL				OP		UT System, SAO, etc., Reporting/Requests 		100		N/A		N/A		Responding to requests made by the UT System Audit Office, SAO, etc., including periodic reports, metrics, and responding to significant findings, time summaries, CAE bi-weekly calls, Internal Audit Council meetings, TM calls, etc.		N/A		N/A

				ARL				OP		Annual Internal Audit Report		30		N/A		N/A		Required report of Internal Audit Activity - Texas Internal Auditing Act.  Report due November 1, 2024 to State Auditor's Office.		N/A		N/A

				ARL				OP		Audit Committee Preparation and Participation		300		N/A		N/A		Preparation, participation and attendance at Audit Committee meetings.		N/A		N/A

				ARL				OP		Quality Assurance Review - or other internal processes and activities		40		N/A		N/A		Participation in QAIP management and activities. Ongoing quality improvement of the department.  A big part of the FY 2025 review will relate to ensuring we comply with the New Global IIA guidance.		N/A		N/A

				ARL				OP		FY 2026 Annual Work Plan Development & Risk Assessment Process		300		N/A		N/A		Preparation of the FY 2026 Audit Plan, including risk assessments.		N/A		N/A

				ARL				OP		Implementation of eCase		300		N/A		N/A		Implementation, transition, maintenance, training, adopting best practices and user support for the new eCase tool.		N/A		N/A

				ARL				OP		Executive Management and Leadership of the IA Department		370		N/A		N/A		Includes hiring, development, budgeting, performance appraisals, administrative duties, leadership, managing outsourcing activities, promoting the internal audit department, executive meetings, and all other responsibilities of the CAE and/or Asst. Director that are not directly attributable to a specific audit project.		N/A		N/A

				ARL				OP		Project Status Staff Meetings		370		N/A		N/A		Staff meetings to discuss updates/status of multiple audit projects.  This includes staff bi-weekly 1:1s with the CAE.		N/A		N/A

										Subtotal - Hours and Percent of Plan		1810						19%

										Development

				ARL				IE		UT System Audit Office Initiatives and Participation		100		N/A		N/A		Participation in UT System requested committees, workgroups, research activities, etc. 		N/A		N/A

				ARL				IE		Audit Strategic Plan		25		N/A		N/A		Ensure the audit strategic plan is up to date and aligned with UTA's 2030 plan.		N/A		N/A

				ARL				IE		Professional Organization and Association Participation		100		N/A		N/A		Preparation and participation as a volunteer in professional associations such as IIA, ACUA, TACUA, ISACA, etc.  David runs the CAE Roundtable for the Dallas Chapter of the IIA and serves on their Board of Governors. Dana serves as a board member of TACUA. 		N/A		N/A

				ARL				IE		Individual Continuing Professional Education (CPE) Training (including related travel)		320		N/A		N/A		Preparation and participation in professional associations such as IIA, ACUA, TACUA, ISACA, etc.		N/A		N/A

				ARL				IE		Non CPE related training		100		N/A		N/A		New hire training, as well as participation in training that enhances development but where CPE is not earned (i.e. University required Compliance training; UTShare training, etc.).		N/A		N/A

										Subtotal - Hours and Percent of Plan		645						7%























































































C - Available Audit Hours

		Calculation of Available Hours		CAE		Management				Co-source

				Director		Team		Staff		(as applicable)		Total		%										Auditors		FTE		Hours		Vacation/Sick		Holidays		Exams/Jury Duty		G&A		Total Audit Hours

																								David Price (CAE)		1		2,080		204		120		20		300		1,436

		Audit Hours*		1,436		4,432		3,892		0		9,760		72%				-9,760		Over/Under Budget				Dana Nuber (AD)		1		2,080		256		120		20		300		1,384

																								Nick Pappas (Audit Manager)		1		2,080		216		120		20		200		1,524

		Non-Audit Hours:																						Angeliki Marko (IT Audit Manager)		1		2,080		216		120		20		200		1,524

		General Administration		320		760		474				1,554		11%										Cynthia Pittman (Senior II)		1		2,080		204		120		20		175		1,561

		Holidays		120		360		300				780		6%										Chinh Cao (Senior II)		1		2,080		228		120		20		175		1,537

		Vacation & Sick Leave		204		688		534				1,426		11%										Swapna Reddy (Staff )		1		2,080		204		120		20		148		1,588

																								Anticipated Turnover		-0.5		-1040		-102		-60		-10		-74		-794

		Total Available Hours		2,080		6,240		5,200				13,520		100%

																								Total		6.5		13,520		1,426		780		130		1,424		9,760

		Gross Budgeted Positions (# of FTEs)										7.00

		Vacancies (# of Net FTEs) 										0.50												Percentage						15%		8%		1%		15%		72%

		Net Positions (# of FTEs)										6.50



		*Reminders: 																												46		104				-10		140

		AUDIT HOURS SHOULD BE EQUAL TO TOTAL BUDGETED HOURS ON TAB B - ENGAGEMENTS								<>		19,520

		Audit Hours SHOULD include co-source staffing for engagements that are on the audit plan in Tab B

		Audit Hours SHOULD NOT include students/interns unless they will be tracking time in TimeXpress (non-typical)

		Audit Hours SHOULD include Training/CPE hours in Initiatives & Education category
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Risk Scoring

		Risk Scoring & Calibration

		Risks will continue to be ranked by both Probability and Impact, weighted at 35% and 65% respectively. The analysis of risk weighting below illustrates a larger spread of risk scoring and more accurate risk prioritization when using the weights:

		35%		65%

		Risk Probability		Risk Impact		Risk Score 				Overall Risk Score (applies with calibration factor):

		4		4		4.00				Critical		Above 3.64

		3		4		3.65				High 		3.00-3.64

		4		3		3.35				Medium		2.00-2.99

		2		4		3.30				Low		Below 2.00

		3		3		3.00

		1		4		2.95

		4		2		2.70				Calibration Factor:

		2		3		2.65				Range of 0.05 - 2.00, used as a multiplier from Risk Score base. Represents inherent risk area. The calibration factor will continue to be used for IT risks to stratify the overall risk score. In future phases of risk assessment, calibration scores will likely be rolled out to other prioritized taxonomy areas.

		3		2		2.35

		1		3		2.30

		4		1		2.05

		2		2		2.00				Taxonomy areas with applicable calibration factors (weights):		'Taxonomy Defs' tab

		3		1		1.70

		1		2		1.65

		2		1		1.35

		1		1		1.00

						Define Risk Probability:

						The likelihood that a risk will occur over a predefined time period or frequency due to inadequacy in internal control systems; and/or the likelihood that an external threat or systemic issue will cause the risk to occur.  



						4		Almost Certain		This risk is extremely likely to occur due to internal control conditions, or, is currently ongoing due to external conditions.

						3		High		This risk is very likely to occur due to internal control conditions, or, will occur quickly due to external conditions.

						2		Moderate		This risk is likely to occur due to internal control conditions, or, will occur in the near future due to external conditions.

						1		Low		This risk marginally likely or unlikely to occur due to internal control conditions, or, may occur, but not in the foreseeable future.

						Define Risk Impact:

						The expected harm or adverse effect that may occur due to exposure to the risk. Impact will be rated based on the following Impact Factors:

										Financial, Legal/Compliance, Reputational, Operational, Strategic, and Emerging Risks

						See table below for ranking definitions: 4-Major, 3-Significant, 2-Moderate, 1-Minor



										Impact

										4 (Major)		3 (Significant)		2 (Moderate)		1 (Minor)

				Impact Factors		IT / Systems Factors		Financial		Highly significantly impact to the organization fiscally.  
- Causes new expenses greater than 3% of total budgets.
- Reduces incoming financial resources by more than 3% of total expectations.
- Impairs asset value by more than 3%.
- Introduces adverse expenses beyond the means of local resources.
- Disruption to financial systems that would significantly impact our ability to operate, or achieve financial objectives.		Significant fiscal impact to the organization.  
- Causes new expenses from than 2% - 3% of total budgets.
- Reduces incoming financial resources from 2% - 3% of total expectations.
- Impairs asset value from 2% - 3%.
- Introduces adverse expenses potentially beyond the means of local resources.		Minor to moderate fiscal impact the organization.
- Causes new expenses from 1% - 2% of total budgets.
- Reduces incoming financial resources from 1% - 2% of total expectations.
- Impairs asset value from 1%- 2%.
- Introduces adverse expenses potentially absorbed within the scope of local resources.		Has minor fiscal impact to the organization.
- Causes new expenses less than 1% of total budgets.
- Reduces incoming financial resources by less than 1% of total expectations.
- Impairs asset value by less than 1%.
- Introduces adverse expenses easily absorbed within the scope of local resources.

								Legal/Compliance		Clear failure to meet regulatory compliance.
- Potential to result in large fines or endangerment of health and safety of students, faculty, staff, and/or patients.
- Likely to result in criminal/civil action against the organization.
- Related data is considered highly confidential. Unauthorized disclosure would result in significant fines/penalties.		Moderate potential for fines or criminal/civil action. Related data is considered restricted and protected.
		Low potential for legal implication or impact on safety. Low potential for fines or criminal/civil action.  Unauthorized disclosure of related data would have minimal impact.		Little to no legal implication or impact on safety. Little to no potential for fines or criminal/civil action. Related data is considered public.

								Reputational		Drastic or long-term effect on public or stakeholder image.
- State or national front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information causes donors to withdraw or withhold funding.
- Students no longer see UT Institutions in a favorable light.
- Students impacted by negative news, that may cause them to change their school choices.
- Unauthorized disclosure or destruction of data result in long-term loss of critical campus services/systems and potential widespread identify theft.		Potential long-term effect on public or stakeholder image.
- State front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Students no longer see UT Institutions in a favorable light.
- Unauthorized disclosure or destruction of data could result in potential long-term loss of critical campus services/systems.
		Short-term effect on public or stakeholder image.
- Local front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Unauthorized disclosure or destruction of data could result in short-term loss of critical campus services/systems.		Little or no effect on public or stakeholder image.
- Stakeholders would not view negative news as important or systemic.
- Lost data can be replicated with little to no disruption and thus not a concern for stakeholders.

								Operational 		Critical or core operational failure.
Critical or core technical failure.
- The effect would significantly impact our ability to operate, or achieve operational objectives.
- The effect would significantly impact our ability to serve patients or students as expected. 
- The effect would dramatically impact our ability to conduct quality research.
- Highly complex systems and/or data is shared outside of the organization.		Important operational failure.
- The effect would limit our ability to achieve operational objectives. 
- The effect would limit our ability to provide quality service to patients or students as expected. 
- The effect would limit our ability to conduct quality research.
- Failure affects availability of systems/processes of primary business data records throughout the organization. 
- Third parties are involved with managing systems and information is shared.
		Lower-level operational impact.
 - The effect would limit our ability to operate, or achieve lower level objectives. 
- The effect may disrupt some components of quality service to patients or students as expected. 
- The effect would limit lesser components of quality in research.
- Failure affects a single system, does not interface to other systems.		Little to no operational impact.
 - The effect would not noticeably limit our ability to operate, or achieve operational objectives. 
- The effect would not noticeably disrupt components of quality service to patients or students as expected. 
- Failure would result in minimal disruption of systems/processes.



								Strategic		Major strategic impact.
- The effect would significantly impact our ability to achieve critical strategies / strategic and IT objectives. 
- The effect would significantly harm other stakeholders, such as Texas.		Important strategic initiative impact.
- The effect would limit our ability to achieve important strategies / strategic and IT objectives. 
-The effect would concern other stakeholders, such as Texas.		Lower-level strategic impact.
 - The effect would limit our ability achieve supporting strategic initiatives,  or lower level strategic / IT objectives. 
- The effect may be noticed by stakeholders, such as Texas.		Little to no strategic impact.
 - The effect would not materially limit our ability achieve strategic and/or IT initiatives or objectives. 
- The effect would not be noticed by stakeholders, such as Texas.

								Emerging Risk		Emerging risks are expected, complex and are likely to be a major challenge and/or threat to the organization.  New cyber vulnerability leads to disruption for significant systems/processes. 		Emerging risks are expected and might be signficant challenge to the organization.		Emerging risks are expected but are not considered to be a threat to the organization.		No emerging risks are on the horizon, virtually no concern of threatening the organization.





Taxonomy Defs

		Disclaimer: 		The Definitions and Examples for the Sub-Taxonomies were provided by Crowe LLP based on information about UT System obtained during the risk assessment methodology review process. While they have undergone some updates from preliminary review, continued efforts will be made to refine them.  Feedback received during the annual plan presentations in summer 2024 will be considered as part of the future review.

		# Ref.		Primary Taxonomy		Sub-Taxonomy		Calibration Weight		Definition		Example Risks/Risk Areas (not all inclusive)

		1.1		Enterprise Activities		Business Continuity				Business continuity is an organization's level of readiness to maintain critical functions after an emergency or disruption. 

Common areas included in this Sub-Taxonomy are Preventive (Mitigation) Strategies, Business Impact Analysis, Crisis Response Strategies, Communications, Awareness and Training.		Accidental, intentional human-caused, cyber/technological, meteorological, etc. interruptions.

		1.2		Enterprise Activities		Ethics & Standards of Conduct				Ethics and Standards of Conduct represent core values, principles and ideals of an organization, including specific practices and behaviors that are followed or restricted under the organization.
 
Common areas included in this Sub-Taxonomy are Conflict of Interest, Disclosure Forms/Statements, Management and Reporting. 		Lack of education and/or awareness regarding applicability of conflict/ethics standards.

		1.3		Enterprise Activities		Institutional Research & Analysis				Research conducted to provide information which supports institutional planning, policy formation and decision making. 

Common areas included in this Sub-Taxonomy are Institutional Effectiveness, Tracking - Assessment Reporting, Data Collection, Analyzing and Interpretation of Data and Information. 		Financial challenges, misuse and/or misinterpretation of information.

		1.4		Enterprise Activities		Internal Audit				Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. 

Common areas included in this Sub-Taxonomy are compliance audits and operational audits. Closely related items excluded from this taxonomy because they are housed within another Sub-Taxonomy are Risk Management and Compliance Analysis.		Ineffective audits, technology/skills gaps, and internal relationship issues.  

		1.5		Enterprise Activities		Joint Ventures				Non-physician Joint Ventures -  The Joint Venture category includes both formal joint venture agreements and strategic alliances where two or more parties share markets, assets, knowledge, etc. to accomplish a specific business goal, including Public-Private Partnerships.  

Common areas included in this Sub-Taxonomy are Joint Venture Contracting, Operations, Information/data sharing and security, Accounting and Monitoring.		Compatibility issues, funding, problems with the Joint Venture Agreement,  differing profit/outcome expectations, lack of communication and unclear accountability. Other types of arrangements that could be considered in this taxonomy would be partnerships, cooperative agreements, strategic alliances and affiliation agreements. 

		1.6		Enterprise Activities		Legal				Legal is responsible for keeping the organization's operations compliant with all the relevant laws and regulations. 

Common areas included in this Sub-Taxonomy are Litigation Support, Open Records and Records Retention, Contract Management, Organizational Design.		Financial or reputational loss via lack of awareness or misunderstanding of how laws and regulations apply to the organization, its relationships, processes, products and services. 

		1.7		Enterprise Activities		Organizational Structure & Accountability				Organizational structure defines how an organization operates. It outlines the relationships and interactions among governing boards, departments, faculty, students, external organizations, etc. 

Common areas included in this Sub-Taxonomy are Board of Regents, Board Subcommittees, Institutional Audit Committee, Faculty Senate/Governance. 		Lack of communication and feedback, board/key executive turnover, lack of vision and succession planning, and a failure to develop key competencies and behaviors. 

		1.8		Enterprise Activities		Policy Management				Policy Management is the process of creating, maintaining and enforcing policies. It is a critical part of IT Governance, Risk Management and Governance. 

Common areas included in this Sub-Taxonomy are Governance Policies and Administrative Policies.		Inadequate policy design, review and approval processes. 

		1.9		Enterprise Activities		Strategic Planning & Metrics				Strategic Planning is the process in which an organization's leaders define their vision for the future and identify the organization's goals and objectives. Metrics assist in measuring progress against defined strategic goals.

Common areas included in this Sub-Taxonomy are governance, executive leadership, organizational changes, and oversight.		Changes in senior leadership, unsuccessful mergers or acquisitions, evolving customer/student/faculty demands, poor cash flows and other financial challenges.  

		2.1		Finance		Accounts Payable/ Disbursements				Accounts payable (A/P) is money owed by an organization to its vendors, contractors and suppliers. It is distinct from notes payable liabilities, which are debts created by formal legal instrument documents.

Common areas included in this Sub-Taxonomy are short-term obligations owed, documenting A/P transactions, recording payments, payment processing, cash disbursements, positive pay/electronic data interchange (EDI), manual checks, vendor discounts and credits.		Internal fraud/collusion, missing and late payments, conflicts of interest, no segregation of duties between A/P and vendor creation, duplicate payments, lack of an audit trail, poor visibility into invoice payments, overpayment (kickbacks), errant payments, human error.

		2.2		Finance		Accounts Receivable				Accounts receivable (A/R), are legally enforceable claims for payment held by an organization for goods supplied or services rendered that customers have ordered but not paid for.

Common areas included in this Sub-Taxonomy are Cash Handling, Invoice Management, Payment Collections, Cash Applications, Credit Risk, A/R Valuation, A/R Allowances (e.g., bad debts and write offs, etc.)		Receivables do not exist/are void, recorded receivable balances are inaccurate, it may not be possible to collect A/R, the derivation  of the allowance for doubtful accounts may not properly reflect bad debt experience, detailed calculations do not exist to support general ledger balances, write-off detail (history) used in estimating/analyzing allowances is incorrect, reliance on complex spreadsheets may result in calculation errors, large account balances may not be appropriately evaluated due to the unique circumstances of each account.

		2.3		Finance		Budgeting/ Decision Support				Planning hospital or institution expenses and revenues for a time period. Budgets set forth the plans of management in financial terms. This includes planning/anticipating financial resources and identifying available cash flows for required spending.

Common areas included in this Sub-Taxonomy are operating budget, capital budget, cash budget, budget process oversight, fund management within budget process (academic allowance funds, state and governmental grants/funds, research rebate funds). 		Actual expenditures may exceed budgeted funds, unexpected major budget adjustments, absence of historical analysis to create projections, failure to comply with state/federal and donor guidelines relating to funding sources.

		2.4		Finance		Cash Management/ Treasury & Investments				Cash management is the monitoring and maintaining of cash flow to ensure that an organization has enough funds to function. Investments, bill payments, and unexpected liabilities can affect an organization’s inflows and outflows, and in turn their cash management. In order for organizations to function autonomously, they need to establish a system that maximizes liquid assets while minimizing outgoing operational and logistical costs. In other words, cash management helps companies ensure that their cash flow covers their financial obligations.

Common areas included in this Sub-Taxonomy are cashier services, payment information services, management of investments (including idle cash and controlling cash flows),  banking operations (e.g., electronic transfer of funds, credit card transactions monitoring) and banking relationships.		Lack of controls over cash management which could lead to fraud, error, and inefficiency, intentionally overstated cash, misstated cash due to errors in the bank reconciliation, lack of cash available to dispense to employees, creditors, and vendors.

		2.5		Finance		Debt Service				Management of amounts on outstanding credit, including unpaid charges, extended by or on behalf of an institution.

Common areas included in this Sub-Taxonomy are debt structuring, debt issuance, bond issuance and management of related covenants, debt management. 		Failure to properly manage the System's internal lending portfolio could lead to financial loss, increased borrowing cost, credit rating downgrades and reputational damage.

		2.6		Finance		Financial Management System		1.25		A FMS processes and manages financial transactions, handling the funds that come in and out of an organization, helping view and manage the income, expenses and assets.

		Application system workflow does not align with established business processes.
Data entry controls do not support data integrity.
Reporting does not meet business needs.
Third-party interfaces are unmanaged or expose the system to external threats.
Processing errors result in damage to data or erroneous reporting.

		2.7		Finance		Financial Reporting				Financial reporting includes communication of financial information to management and outside users including press releases, stakeholder minutes, management letters and analysis, auditor reports, and notes of the financial statements. 

Common areas included in this Sub-Taxonomy are Annual, Quarterly and Monthly Financial Reports produced via the Financial Close Process.		Inaccurate, incomplete and untimely financial information, human error, bad operational decisions, reputation damage, economic loss, penalties, fines, and legal action. 

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation				A fixed asset is a long-term tangible piece of property or equipment that an organization owns and uses in its operations to generate income. Fixed assets are not expected to be consumed or converted into cash within a year. Fixed assets most commonly appear on the balance sheet as property, plant, and equipment (PP&E).  

Common areas considered within this Sub-Taxonomy are acquisitions and disposals, assignment of asset types and useful lives, capital project management, construction in progress (CIP), depreciation calculations.		Capital expenditures are not properly approved, capital expenditures are inaccurately classified as capital vs. expense, depreciation/amortization is inaccurately calculated, not placed in service timely, or become impaired. Processes may not be in place to effectively prioritize, evaluate and monitor the capital plan, which could result in dissatisfaction and misallocation of funds, misappropriation of funds (to be used for capital) and equipment and/or misuse of equipment/inventory.

		2.9		Finance		Grants				Grants (federal/state grants, research grants, corporate, philanthropic) are financial awards given to an institution by an entity, such as a company, foundation, or government, to facilitate a goal or incentivize performance. Grants are also awarded to student financial aid.

Common areas included in this Sub-Taxonomy are grant oversight, grant compliance, grant financial management.


		Failure to identify all federal and state grant awards received, not appropriately account for expenditures of grants, non-compliance with internal controls, grantor/donor requirements and accounting resulting in disbarment, inappropriately awarding grants. 

		2.10		Finance		Leasing Property				A lease is a contract between an owner and a user of property. In business lease agreements, the owner (lessor) receives financial compensation and in exchange, the tenant (lessee) is given the right to operate on the property. Institutions lease property, owned property and ground leased property for university campuses, medical centers and office buildings.

Common areas included in this Sub-Taxonomy are lease transactions, contract management, easements, acquisitions, disposition, and third party real estate partners management.		Lease payments are not received timely and/or are for amounts that are not supported by the lease agreement, resulting in the potential for financial, legal, and reputational damages.  Rental payments to/from are occurring without current, written lease agreements that comply with regulatory requirements and/or are more than allowed under the agreements, resulting in the potential for financial, legal and reputational damages. Processes which are not completed to identify leases with conflicts of interest, resulting in the potential for financial, legal or reputational damages.   

		2.11		Finance		Other Cost Recovery Departments				Other cost recovery departments are those departments that do not function to generate fees within University of Texas System (and are not included elsewhere). These departments are necessary as campus-wide investments in infrastructure, administration and management.

Common areas included in this Sub-Taxonomy are non-direct revenue generating department such as: utilities, custodial services, general administration, the libraries, accounting, and purchasing.		Failure to ensure that costs of operations are covered, incorrect cost classification, failure to include all allowable costs, clerical error, math errors, and allocation methodology.

		2.12		Finance		Payroll				Processing payroll to compensate employees for their work involves calculating total wage earnings, withholding deductions, filing payroll taxes and delivering payment.

Common areas included in this Sub-Taxonomy are processing of various pay types (e.g., regular, on-call, overtime, etc.), deductions (e.g., retirement plans, insurance premiums, etc.), management of employee data, managing W2s and W4s for employees including deductions, withholdings, allowances and compliance with IRS and payroll taxes.		Inaccurate or incorrectly entered employee pay and/or employee status or in the HR/Payroll system: nonexistent/fictitious employees are added to the payroll; terminations are not timely entered into the HR/Payroll system resulting in inappropriate payments to terminated employees; quarterly and end-of-year reporting and/or record retention is not compliant with federal and state requirements; payroll is recorded in the wrong period resulting in incomplete or inaccurate accruals made for financial reporting; terminated or deceased employees were not removed from payroll master-data rolls.  Inadequate segregation of duties or inappropriate access to timekeeping/payroll systems.

		2.13		Finance		Purchasing/ Supply Chain				Purchasing / Supply Chain describes the processes for sourcing, negotiating and translating a requisition into a purchase order (PO), as well as reviewing, executing, receiving, storing and managing orders for the organization. Orders may include purchases of tangible products or services. Supply Chain often has responsibility for managing relationships with vendors and managing the Vendor Master File. Materials management generally refers to the procurement and distribution of required supplies, office supplies and equipment, computers and related peripherals, and similar items throughout an organization. Materials management commonly consists of the procurement, contract management, purchasing, receiving, and inventory control functions.

Common areas included in this Sub-Taxonomy are Materials Management, Procurement, Purchasing Cards (P-Cards), Vendor Master File, Vendor Management, Inventory Receiving & Warehouse, Bidding,  Agreements, HUB Initiatives, Supply Chain/Materials Management - Procurement, and Invoicing Fraud.		Inventory misappropriation: supply vendors having unfettered access to inventory areas leading to opportunities for theft; falsely overstating inventory value to cover shrinkage; physical inventory counts not being monitored by individuals independent of the inventory area leading to false counts; misuse of purchasing cards; controls over high cost inventory may be inadequate to ensure those assets are protected. Utilization of vendors included on excluded individuals and entities listings creating a higher risk of loss to the organization. Vendors who replenish inventory areas as part of a just-in-time inventory system not making adjustments for shortages in shipments.

		2.14		Finance		Travel & Entertainment				Business travel and/or entertainment include expenses that are incurred for employees, including Dues and Memberships, Relocation Expenses, Travel Advances, Expense Reimbursements via Accounts Payable (A/P).

Common areas included in this Sub-Taxonomy are Travel and Entertainment policy & process enforcement, expense report verification and approval.		Inefficient cumbersome processes, lack of policy enforcement, late report submission, slow employee reimbursement, inefficient receipt management, false Travel and Entertainment report submission, increased spend in Travel and Entertainment.

		2.15		Finance		Tuition & Fees Management				Tuition and fees management includes planning for and tracking expected revenues from various sources, such as formula funding, course fees, and other external sources.  Course revenues may be based on the academic program, the number of credit hours, in-state, out-of-state, etc. 

Common areas included in this Sub-Taxonomy are Tuition/fees collected by programs (e.g., regular or summer session, university extension, etc.), tuition/fees categories (e.g., resident/non-resident, graduate/undergraduate, professional), number of fees assessed, results of recent internal or external reviews, recent changes in organizational structure, policies or procedures, laws or regulatory requirements, etc., pending litigation or actions.		Processes and/or information systems that are not well designed or implemented and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations, policies, and procedures. Inadequate monitoring of tuition and fees could result in non-adherence to established requirements or controls and financial loss.

		3.1		Information Technology		Business Intelligence/Data Transformation		1		Business intelligence (BI) tools ingest business data and present it in user-friendly views such as reports, dashboards, charts and graphs, and facilitate management decision-making.

Common technologies included in this Sub-Taxonomy are Power BI and Tableau, data warehouse tools, and reporting tools built in ERP systems such as PeopleSoft.		Poor data quality.
Timeliness of data.
Unintended disclosure or breach of data (security and privacy).
Tools failing to meet user needs.
Inaccurate or misleading information because of limited user knowledge or misuse of data.

		3.2		Information Technology		Communication, Awareness, & Training		1.1		Information Technology policies and procedures must be communicated clearly and regularly to employees. A strong and supportive "tone at the top" and organizational culture, and communication of strategic objectives, standards, and expectations are needed.  Oversight and guidance for securing all information assets should be established through communicated and enforced policies, standards, and procedures.  Management should be informed of the effectiveness of security measures in place.  (O - Security culture or security awareness)

Common areas included in this Sub-Taxonomy are communication and training on policies and expectations, security awareness training and ongoing threat awareness campaigns, and reporting on the effectiveness of protection strategies.		Management's expectations are not clearly determined and communicated, resulting in ineffective allocation of resources towards non-strategic activities.
Information resources are exposed because security policies are not sufficiently communicated or understood, and/or are not enforced.
Insufficient resources are allocated to security programs because leadership is not informed of current risk levels.

		3.3		Information Technology		Communication/Collaboration Technologies		1.3		Communication technologies include email, virtual meeting rooms, instant messaging, and VoIP (a technology that makes it possible to have a voice conversation over a network instead of over dedicated voice transmission lines).

Common tools included in this Sub-Taxonomy are Outlook, Google Mail, MS Teams, Zoom, and VoIP technologies.		Employee communication needs are not met.
Usage restrictions, configuration/connection, and implementation guidance is not established or documented.
Remote meeting and collaborative technologies do not have sufficient capacity, availability, and/or security to accommodate a predominately remote workforce. 
Employees are not advised on allowable use of collaboration technologies and disallowed tools for sharing or discussion of sensitive information.

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95		Organizations must know and address their network and device vulnerabilities, and respond quickly to security incidents that may significantly affect the enterprise, its people, or its ability to function productively. (B - Vulnerability and Patch Management; I - Threat Management; K -Incident response plans; P - Data management and protection)  

Common areas included in this Sub-Taxonomy are intrusion detection and response, firewall management, incident management and reporting, and device configuration monitoring.		Undetected vulnerabilities on the network.
Operating system vulnerabilities.
Insecure web-facing applications.
Procedures are not in place to log, investigate, escalate, and resolve security incidents timely.
IT assets are not monitored to protect from malicious code. 
Security incidents are not documented, communicated, and reported such that trends can be identified and inform strategic planning.  
Testing of security posture (penetration testing) is not performed.
Information security staff do not monitor industry news and trends to ensure up-to-date knowledge of new vulnerabilities and mitigation strategies.
Communication activities are not in place to inform users of imminent threats and instructions for protecting the IT resources under their control.

		3.5		Information Technology		Data Governance, Management, & Protection		1.7		Data Governance, Data Security, and Data Management work in tandem to maintain confidentiality, integrity and availability of information. Sensitive data must be handled with greater restrictions. (P - Data management and protection)

Common areas included in this Sub-Taxonomy are Data Classification, Ownership, and Governance; Data Loss Prevention (for data while at rest, in use, and in transit); and Information Rights Management.		Data is not classified according to enterprise policy or protected in accordance with its classification.
Data ownership is not assigned, communicated, and enforced.
Guidelines are not in place to define data management.
Data models do not exist to catalog enterprise data attributes, or enterprise data catalogs or models are not secure. 

		3.6		Information Technology		Decentralized IT Operations		1.4		Decentralized IT operations allow for greater flexibility at the local level; however, some decentralized IT operations may lead to deviations from established policies and authorized processes that put the organization at risk.  Management should vet and approve exceptions to centralized IT processes.		Rogue processes lead to vulnerabilities, network exposure, inefficiencies, and unnecessary duplicative costs. 
Standards are not established and communicated for operations to ensure alignment with IT strategy and organization policy,
Decentralized solutions do not comply with enterprise standards.
Monitoring has not been established, and governance structure does not provide effective oversight of decentralized operations. 

		3.7		Information Technology		Disaster Recovery		1.5		Disaster Recovery encompasses the activities designed to return technology resources to an acceptable condition such that critical business operations can resume if a disruption occurs. Business Continuity is a business activity rather than IT activity, but coordination between responsible parties is critical if a disaster recovery plan must be activated to ensure impact on business operations is minimized.

Common areas included in this Sub-Taxonomy are system and data backup, offsite or immutable data storage, offsite work locations in the event of a disaster, and robust Disaster Recovery / Business Continuity Programs.  		Business downtime due to the unavailability of IT systems. 
Plans are not in place to ensure electronic data can be recovered and made available to support critical business operations following an unexpected interruption.  
Backups are not sufficiently protected to ensure integrity and availability when needed.
A documented plan does not exist to continue/restore critical IT services following an unexpected interruption, or does not prioritize IT services in accordance with business requirements and expectations. 
Activities are not in place to ensure key stakeholders are aware of recovery and continuity testing and results in order to improve the plan and/or process. 
Availability requirements are not established and monitored. 
Critical roles have not been assigned for restoration of IT services.

		3.8		Information Technology		Hardware & Software Inventory Management		1.55		IT Asset Management (ITAM) is a system of business practices that seeks to maximize value and protect IT equipment within an organization by combining financial, contractual, and inventory data to track the status of IT assets across their lifecycle and ensure their compliance with established standards..  (N - Inventory information)

Common areas included in this Sub-Taxonomy are inventory processes and systems, IT asset ownership and assignments, transfers, and terminations, license management, and device configuration management.		Activities are not in place to ensure newly acquired IT assets comply with established standards.
IT assets in use are not appropriately identified and monitored,
Assets containing sensitive or confidential data are not properly disposed of. 
Security requirements and acceptance criteria do not align with organizational policies.
Software (including hosted and cloud) is not risk-assessed prior to purchase to ensure security standards are met.
Standard contractual terms do not include provisions for enforcement of information security requirements and monitoring of vendor performance related to these requirements, 
Standard contractual terms do not include recourse in the event of a security breach. 
Maintenance is not performed per vendor recommendation or contractual requirement.
Assets cannot be physically located.

		3.9		Information Technology		Identity & Access Management		1.8		Identity and Access Management (J - Access control management) encapsulates people, processes and products to authorize and authenticate users and grant or deny access rights to data and system resources based on the principle of minimum-necessary access. The goal of IAM is to provide appropriate access to enterprise resources.

Common areas included in this Sub-Taxonomy are authorized user onboarding and offboarding, privileged access management, periodic user access reviews, and timely user termination and credential deactivation.		Unauthorized access, unnecessary access, privilege escalation, and inappropriate use of administrator ("superuser") access. 
Procedures are not in place to verify an individual's identity to an appropriate assurance level prior to granting access credentials. 
Activities are not in place to manage access entitlements at each level (network, server, database, application), based on the classification of data to be accessed.  
Access provisioning procedures are not in place to help prevent unauthorized access to applications, system software, information, and configuration abilities. 
Login credentials are not encrypted in transmission and/or in storage. 
Activities are not in place to manage account privileges to ensure no more than the minimum privileges necessary are allowed and segregation of duties is enforced.

		3.10		Information Technology		Information Technology Security Configuration		1.65		Information systems and infrastructure must have strong technology-enabled controls protect IT assets and data.  

Common areas included in this Sub-Taxonomy are infrastructure and application system security settings, encryption, and cloud security (including security configuration of third party cloud services).  This Sub-Taxonomy does not include access administration.		Server configuration standards are not established or enforced to ensure compliance with operational and security requirements
Security requirements are not considered in application design and configuration, or existing security features are not fully utilized.
Security configuration changes do not follow an established change management process.
Security configuration requirements have not been established.
Cryptographic solutions are not in place where appropriate, or are not effectively managed to prevent access by unauthorized parties.
Known technical vulnerabilities are not addressed timely.

		3.11		Information Technology		IT Operations		1.2		IT Operations are the ongoing support activities to implement, manage, monitor, and support IT systems that meet the business needs of internal and external users.

Common areas included in this Sub-Taxonomy are IT support services (help desk), performance metrics, project management, capacity planning, and service failure response and reporting.		Business downtime and frustration due to IT system errors.
Activities are not in place to ensure business needs are understood in prioritization and planning.
Responsibilities, requirements, and performance criteria are not defined, or performance measures are not monitored.
Project schedules are not monitored, project goals are not clearly defined, and activities are not in place to ensure cost-effectiveness.  
Service Level Agreements (SLAs) either do not define expectations and metrics or the defined expectations and metrics are not measured/monitored/enforced.
No consideration for future capacity needs. 

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1		IT operations must align with the organization’s strategy and be governed accordingly. Deviations from strategic objectives may result in duplication of technology, infrastructure conflicts, and wasted resources. Financial allocation decisions are made by accountable parties with consideration for organization strategy, user needs, and protection of information resources.  (C - Funds for necessary equipment or application upgrades; E - Overall security strategy; H - Security and/or IT staff).		Insufficient IT resources to protect the organization's information.
Unnecessary or wasteful IT expenses.
Unmitigated risks due to conflicts between Business Management and IT Management
Policies and procedures not in alignment with management objectives, reviewed, and communicated to employees, 
Institution strategic planning does not consider the IT infrastructure and support needed to meet strategic goals.
There is no strategic plan for IT.
Planning does not consider long term goals, and strategic planning does not occur at an appropriate frequency.
Information Security Officer does not have sufficient independence, 
Leadership doesn't maintain contact with authorities and regulatory bodies, 
Accountability is not clearly defined and communicated for guidance on decision making.
Insufficient IT Funding process as the budget processes are not appropriately prioritized, or leadership does not place appropriate emphasis commensurate with strategic needs.

		3.13		Information Technology		Legal & Regulatory Compliance		1.2		Legal and regulatory compliance is necessary for an organization to avoid regulatory penalties, reputation loss, increased regulatory oversight, and litigation.

Common areas included in this Sub-Taxonomy are privacy violations and PHI data leakage/exposure due to improperly secured systems and lack of compliance with State or Federal information security rules.		Violations of employee and patient rights due to system configuration or insufficient information security.
Federal/State regulatory violations such as HIPAA violations, TAC202 information security control standards, GDPR regulations, FERPA violations, and other directives on restricted technologies (e.g., TikTok ban), 
Security leadership is not aware of changing legal and regulatory requirements.
Policies and procedures are not regularly reviewed and updated to ensure continued compliance. 
Regulatory gaps are not identified and resolved, and reporting of gaps does not occur at appropriate frequency.

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6		Data is often stored on mobile phones, USB storage devices, handheld devices, biomedical devices, medical equipment, etc.  The pervasiveness of mobile device use increases the risk of data leakage.

Common areas included in this Sub-Taxonomy are Mobile Device Management (MDM), removable media controls, and biomedical device management, Network Connectivity and Security.		Downloading sensitive data onto personal or unencrypted USB storage devices.
Use of insecure personal mobile devices to handle sensitive or confidential information.
Lack of patching and data sanitization for mobile biomedical devices. 
Personally-owned devices are not prevented from, or are not detected when, connected to the organization's network and IT services. 
Monitoring activities are not in place to detect (and prevent if appropriate) transfer of critical or sensitive institutional data to personally-owned or portable data storage devices.
Activities are not in place to ensure that mobile or medical devices access to network resources occurs in a secure fashion without unnecessary risk to sensitive institutional data during transmission.  
Quality assurance activities are not in place to ensure new changes, new systems, or configurations don't adversely affect users' allowed access to data via mobile devices. 
Restrictions on use of personally-owned and/or portable data storage devices are not communicated to users and enforced consistently.
Inadequate safeguards surrounding the electronic Protected Health Information (ePHI) stored on biomedical devices, malicious software / viruses causing harm to patients.
Inadequate backup and recovery processes resulting in a loss of data / ePHI

		3.15		Information Technology		Network Administration		1.75		Network administration involves a wide array of operational tasks that help a network to run smoothly and efficiently.  Network administration includes management of firewalls and wireless infrastructure.		Misconfigurations and change management, resulting in network vulnerabilities and exploitation of access and data.
Policies are not in place to address security requirements for wireless networks.
Activities in place do not allow for the wireless network to meet organizational security standards and policies, 
Monitoring of all wireless access points are not in accordance with security requirements.
Monitoring doesn't occur to make sure that bandwidth and speed meet business needs.
Strategic planning activities don't consider wireless capabilities for new or expanding services, locations, or constituents
Guest access is not appropriately restricted or segmented to ensure systems and data are not accessible.

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15		IT Assets must be protected with physical controls and environmental safeguards, such as restricted access, video surveillance, and fire suppression. (R - Physical and environmental security around critical IT infrastructure)

Common areas included in this Sub-Taxonomy are badge access, security guards, sign-in system, escorted visitors, CCTV, backup power generators, floor levels not prone to flooding, and non-conductive gas fire suppression.		Equipment and data is exposed to loss because physical access is not restricted to only authorized parties.
Equipment is irreparably damaged and data lost from environmental hazards such as fire or flood. 
Transportable media could not be secured and protected from environmental hazards both in transit and in storage, and integrity is not maintained.

		3.17		Information Technology		System Development & Change Management		1.3		System Development involves phases deployed in the development or acquisition of a system, including how to plan, design, develop, test and implement a system or a major modification to a system. Typical phases of the System Development Lifecycle (SDLC) include a feasibility study, requirements definition, detailed design, programming, testing, installation and post-implementation review.  Changes to systems must also be controlled to ensure changes do not result in loss of functionality, availability, data integrity, or data security. (M - IT lifecycle processes)
		Key stakeholders are not involved in developing and validating technical requirements, to prevent invalid or inappropriate design assumptions.  
Activities are not in place to effectively identify requirements, so that business needs are being fulfilled?.
Security needs are not considered during requirements development.
Operational procedures do not include activities to assess requests for changes for strategic alignment, prioritization, and impact on interconnected systems. 
Activities are not in place to ensure emergency and/or critical changes are addressed in a timely manner.  
Change requests are not monitored to prevent unintentionally delayed or unfulfilled requests.  Maintenance/upgrade/non-emergency patch windows do not consider business scheduling requirements, to ensure down-time impact to the organization is minimized.  
Activities are not in place to ensure source code versions are maintained and managed to ensure code integrity.  

		3.18		Information Technology		Third Party Security & Risk Management		1.8		Third-party security and risk management aims to manage risks that come with forming business relationships with third-party vendors and service providers, and keep risks at an acceptable level for the organization. These risks include vendor vulnerabilities that could carry cybersecurity risk, compliance risks, and operational risks that could arise from supplier delays or provider outages. (L - Third Party Risk Management Process; G - Security risk assessments)

Common areas included in this Sub-Taxonomy are Third Party Lifecycle Management (Onboarding, Monitoring, and Offboarding), Third Party Risk Assessment, and Third Party Connections/Interfaces.		Third party business failures result in unavailable services.
Third party network vulnerabilities and breaches, and sensitive data exposure. 
A program is not in place to assess information security risk related to 3rd party IT service providers, both before acquisition and ongoing.  
Preventive and monitoring activities are not in place to ensure compliance with  3rd Party Risk Assessment requirements and related contractual requirements. 
Activities are not in place to ensure that gaps in the 3rd Party Risk Assessment process are identified, escalated, and resolved.

		4.1		Research		Animal Research Program				Animal Research Programs are programs that involve the research of vertebrates and primates. 

Common areas included in this Sub-Taxonomy are Institutional Animal Care and Use Committee, and, Protection of Animal Subjects, Security,  Safety.		Reputational damage based on unpopularity of animal testing; failure to maintain Association for Assessment and Accreditation of Laboratory Animal Care (AAALAC) Accreditation;  animals, staff or students are injured due to inadequate protocols and procedures during research & teaching activities. 

		4.2		Research		Application Systems - Research		1		Research systems include those systems designed exclusively for the support of the research enterprise, including but not limited to, clinical trial management, research data warehouses, high capacity storage for use in research, high performance computing, sponsored research systems (from proposal to award to financial management throughout the project), grant management, payroll and effort certification, conflict of interest management, and lab safety.		Research data is corrupted or lost.
Applicable clinical trials are not identified when appropriate, or participant information is not managed and protected.
Clinical trial results are not accurate and complete.
High capacity storage and high performance computing capabilities are not available for researcher use or do not provide sufficient space or processing capabilities.
Conflicts of interest are not documented and managed.
Sponsored research awards are not recorded accurately and/ expenses are not applied correctly, resulting in erroneous reporting and/or erroneous billing to the sponsor.

		4.3		Research		Biosafety				Biosafety provides policies and practices to prevent the unintentional or accidental release of specific biological agents and toxins. Biosafety relates to the precautions and protocols that reduce risk of harm within research labs or healthcare environments when handling biological or toxic materials. 

Common areas included in this Sub-Taxonomy are chemical disposal, chemical storage, lab protocols, safe handling of infectious agents. 		Labs and other areas not adequately managed, research projects involving selective reagents that are not safely managed, lack of process for approving biosafety grants. 

Exposure to potentially infectious agents or biohazards; inappropriate disposal of biohazardous waste.

		4.4		Research		Clinical Trials & Human Subjects Research Program				Clinical Trials are research studies that test medical, surgical or behavioral intervention in people while Human Subject research programs are scientific investigations that either interventional or observational and involves humans as research subjects. 

Common areas included in this Sub-Taxonomy are Institutional Review Board and Protection of Human Subjects.		Inaccurate billing process/capture and failure to comply with clinical trial requirements. 

		4.5		Research		Medical Centers & Programs				Research programs collaborate with medical centers to establish mutually beneficial access to patients and to advance treatment options. Research programs receive access to patients across a variety of demographics in order to fully vet new medical treatments and innovation.

Common areas included in this Sub-Taxonomy are Medical Center Collaboration Agreements, Research Protocols and Commitment to Ethics in Research.		Failure to align with medical centers and programs that are fully cooperative with researchers with regard to compliance with research protocols, ethics and eligibility can lead to invalidation of research, regulatory challenges and reputational damages.

		4.6		Research		Publications & Intellectual Property				Publications and Intellectual Property are works or inventories that are a result of creativity and/or written works for public consumption. 

Common areas included in this Sub-Taxonomy are Patents, Copyrights, Trademarks, Trade Secrets, Literary and Artistic Works, Inventions, Computer Code, and Educational Research.		Lack of security to intellectual property, unauthorized access to intellectual property, failure to comply with reporting. 

		4.7		Research		Research Administration				Research Administration is the development, review, and management of sponsored projects. 

Common areas included in this Sub-Taxonomy are Subrecipient monitoring, Time & Effort Reporting, Post-award, Cooperative Agreements, and Sponsored Grant Programs.		Failure to sustain research environment, reduced Federal funding, externally funded research does not adhere to necessary requirements, scientific misconduct, lack of controls over research expenditure reporting. 

		4.8		Research		Research Compliance				Research Compliance includes adherence to rules, regulations, polices and standards that oversee research. 

Common areas included in this Sub-Taxonomy are Export Controls, Research Conflict of Interest, Research Misconduct, Research Data Security.		Non-disclosure of conflict of interests, licensee does not adhere to research license terms, and research misconduct. 

		4.9		Research		Research Partners & Co-/Sub-Investigators				Research Partners and Co-/Sub-Investigators relates to the different partners and investigators that the institution works with. 		Unethical people/organization partners negatively impacts the institution's reputation.  Other parties do not adhere to safe research practices. 

		5.1		Human Resources		Benefits				Employee benefits are any forms of perks or compensation that are provided to employees in addition to their base salaries and wages. A complete employee benefits package may include a health insurance plan, life insurance, paid time off (PTO), retirement benefits, and more.

Common areas included in this Sub-Taxonomy are oversight of health and welfare benefits, unemployment benefits, COBRA, FMLA, pension plans or retirement programs.		Lack of compliance with state and federal benefit regulations, inaccurate and untimely benefit calculations could lead to financial loss, paid time off changes may not be operationalized properly causing overpayments. 

		5.2		Human Resources		Compensation				Employee compensation includes salaries and wages, in addition to incentives, bonuses, etc.

Common areas included in this Sub-Taxonomy are salary structure, compensation committee, compensation market analysis, position review, position classification.		Inadequate support or inappropriate metrics for determining incentive payments, faculty and physician compensation plans may not be aligned increasing retention risk, administrative burden, and reducing effectiveness.

		5.3		Human Resources		Employee Records				Employee records are a compilation of all information pertaining to an employee, from hire date to termination date. This information may include, but is not limited to, the employee's name, social security number, address, date of birth, position, salary, and benefits.

Common areas included in this Sub-Taxonomy are maintaining the security and confidentiality of Employee Records (e.g., basic contact information, employment details, qualifications, payroll information, disciplinary history, awards and achievements).		Failure to accurately maintain information in HR system, financial risks and loss of assets due to not terminating staff appropriately. Failure to perform the background checks could result in the hiring of an individual with an undisclosed issue that could lead to patient safety issues, regulatory sanctions, penalties, and expulsion from federal healthcare programs. 

		5.4		Human Resources		Employee Relations				Employee relations concerns the building of positive relationships and interactions among employers and employees, and at a broader level helps foster a sense of community within an organization. This could entail initiating transparent workplace communication or supporting the emotional, physical and psychological health of employees. Ultimately, the goal of employee relations is to create a positive relationship between employers and employees that leads to an increase in employee retention, happiness and productivity.

Common areas included in this Sub-Taxonomy are union activities, employee grievance process, labor relations, legal compliance.		Decentralization of HR resulting in employee concerns that may not be addressed leading to higher than anticipated turnover. Non-existent or ineffective application of staffing models can lead to inadequate or excessive hiring of the wrong type of workers at the wrong time, excessive costs, and lost productivity. 

		5.5		Human Resources		Employee Retention & Succession Planning				Employee retention and succession planning is the ability of a company to maintain its employees.  Employee retention also refers to the strategies that a organization uses to try and retain top-performing employees. Succession planning is the process of ensuring that an organization can replace key personnel in the event of their departure. It includes developing a pool of potential candidates, assessing their skills and qualifications, and preparing them for future leadership positions. 

Common areas included in this Sub-Taxonomy are active recruitment, mentorship/sponsorship programs, training and development, strategic succession plan for key personnel.		Staff gaps in the workforce through employee separation. Low morale and disruption to campus operations due to staffing shortage, negative impacts to control structures within the education system and shortage of trained capable clinical staff.

		5.6		Human Resources		Equal Employment Opportunity				Equal Employment Opportunity (EEO) is fair treatment in employment, promotion, training, and other personnel actions without regard to race, color, religion, sex, age, national origin, and physical or mental disability.

Common areas included in this Sub-Taxonomy are traits listed in other statutes (e.g., Age Discrimination in Employment Act, etc.).		Damage to brand, loss of key personnel, and negative effect on enrollment and hiring due to lack of compliance with EEO.

		5.7		Human Resources		Human Resource Management System		1		The HRMS stores and processes all employment related information including but not limited to position information, applicant recruiting and selection, employee information, employment history, compensation, performance, and benefits.		Inadequate IT controls in the human resources application can lead to errors, exposure of confidential employment information, incorrect compensation or benefits billing, and inability to meet regulatory requirements related to employment.

		5.8		Human Resources		Recruiting				The process of identifying, attracting, interviewing, selecting, hiring and onboarding employees.

Common areas included in this Sub-Taxonomy are recruiting and hiring policies and procedures, HR job descriptions, interview guidelines, background checks.		Poorly defined recruiting and hiring practices can result in inconsistent application, noncompliance with regulatory requirements, litigation, and negative publicity.

		5.9		Human Resources		Training				Employee training is a program that helps employees learn specific knowledge or skills to improve performance in their current roles.

Common areas included in this Sub-Taxonomy are onboarding, orientation materials, licensure and certification administration, education, performance appraisals.		Incomplete training and/or monitoring of compliance with policies results in lack of understanding of key employee policies and complex regulatory requirements. Effective and relevant training and individual development is not provided to faculty and staff on an ongoing basis leading to errors, financial and reputational risks.

		6.1		Facilities Management		Construction				Construction processes include general construction management and oversight, construction close-out, budgeting and financing, and bid invitations. 

Common areas included in this Sub-Taxonomy are construction change orders, facility additions, management and oversight, and bidding processes.  		Budget overruns, schedule delays, non-compliance with regulations, quality control issues, supply chain disruptions, contractual disputes, and unsafe conditions for employees, students, and contracted employees. 

		6.2		Facilities Management		Facility Management Systems		0.75		Facilities Work Order System refers to the system which logs and prioritizes facility repairs and maintenance items on campus or other facilities used by the organization.
		Lack of responsibility and accountability for facility work orders.
Improper prioritization of maintenance/repair events.
Failure to manage security, availability, and integrity of work order systems may lead to unusable facilities and inappropriate building access. 

		6.3		Facilities Management		Maintenance				Facilities maintenance includes preventative and deferred maintenance, facility repairs, groundskeeping, routine inspections, energy management, facility upgrades, and waste management. 

Common areas included in this Sub-Taxonomy are facility improvements and accessibility improvements within campus academic, medical, and athletic facilities.		Lack of preventative maintenance, safety and environmental hazards, failure to adhere to regulatory requirements, disruption to operations, budget and time constraints, and inadequate funding.

		6.4		Facilities Management		Motor Pool				A motor pool refers to a centralized fleet of motor vehicles that are owned, operated, licensed, tracked, and maintained by the institution to serve various needs. 

Common areas included in this Sub-Taxonomy are management and oversight of vehicles and management of employees utilizing campus vehicles. 		Inadequate processes for appropriate driver authorization and compliance with safety regulations and campus policies. 

		6.5		Facilities Management		Parking Office				Parking offices are responsible for managing and overseeing parking-related matters on campus including efficient use of parking facilities, addressing the parking needs of students, faculty, staff, and visitors, enforcing parking regulations, issuing permits, providing revenue oversight and management, and providing information about parking policies and procedures. 

Common areas included in this Sub-Taxonomy are parking revenue, parking security, and parking policy enforcement. 		Improper budgeting, managing, and utilizing parking fees and fines; Unsafe conditions and inadequate number of parking facilities; Inappropriate financial reporting of revenue from parking. 

		6.6		Facilities Management		Planning & Design				Planning and Designing includes identification of project needs and goals, conceptual drawings, schedules, and cost estimates. 

Common areas included in this Sub-Taxonomy are designing and planning of academic, medical, and athletic facilities. 		Inadequate planning and design expertise and budgeting. 

		6.7		Facilities Management		Special Events				Special events refer to organized activities, occasions, or gatherings that are distinct from regular academic and administrative functions. 

Common areas included in this Sub-Taxonomy are special event planning, funding, and compliance. 

Use Risk Management & Compliance - Campus Security & Safety Sub-Taxonomy for other security matters. 		Unsafe environment for staff, students, and visitors; logistical complexities; alcohol and substance abuse; legal and regulatory non-compliance, and non-adherence to contractual agreements. 

		6.8		Facilities Management		Utilities				Utilities include telephone, water, electricity, etc. as well as back up plans for lost utilities. 

Common areas included in this Sub-Taxonomy are utilities management, disaster recovery, and business continuity. 		Long term loss of power and utilities, interruption to utility services due to outdated infrastructure, and weather event strain on institutional power sources resulting in inability to reside in student residences, delayed operations and compromised data.

		7.1		Risk Management & Compliance		Americans with Disabilities Act				The Americans with Disabilities Act (ADA) is civil rights law that protects individuals with disabilities in the areas of employment, state and local government services, transportation, telecommunication, and public and private places that are open to the general public. 

Common areas included in this Sub-Taxonomy are accessibility of online content, available resources and safety. 		Inadequate or unsafe access to facilities and resources, inability to meet needs or provide appropriate accommodations to disabled students, employees, patients, and visitors, inability to provide accessibility to electronic resources.

		7.2		Risk Management & Compliance		Campus Security & Safety				Campus Security and Safety provides a safe environment for faculty, student, staff and patients.

Common areas included in this Sub-Taxonomy are Emergency Medical Services (e.g., ambulance services), Crime Prevention, Fire Prevention, Facility Access, Campus Police, Faculty/Staff/Student Safety. 		Endangerment of health and safety of students, faculty, staff, and/or patients.

		7.3		Risk Management & Compliance		Clery Act				The Clery Act requires educational institutions that participate in the federal student financial aid program to disclose information about crime on campus or nearby. 

Common areas included in this Sub-Taxonomy are domestic violence, physical security breach, active shooter.		Negative effects on public image, information cause donors/students to no longer see institutions in a favorable light, inaccurate reporting resulting in regulatory issues/review. 

		7.4		Risk Management & Compliance		Compliance Program				A compliance program is a set of internal policies, procedures and training modules employed by a organization designed to identify and reduce risk. Compliance programs help organizations protect themselves from scandal and lawsuits. 

Common areas included in this Sub-Taxonomy are Compliance Standards/Procedures, Compliance Oversight, Education and Training, Monitoring and Auditing, Reporting, Investigation, Background Checks, Enforcement and Discipline, Response and Prevention, Compliance Analysis.  

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to athletics compliance.		Failure to comply with state/federal reporting requirements, loss of funds, missed opportunities, and discredited reputation.

		7.5		Risk Management & Compliance		Emergency Preparedness				Emergency Preparedness involves the steps taken to ensure safety before, during and after an emergency or natural disaster. An Emergency Preparedness Program is an institution's comprehensive approach to meeting the health and safety needs of their population and provides facilities with guidance on how to respond to emergency situations. 

Common areas included in this Sub-Taxonomy are Hazard Vulnerability Assessment, Disaster Preparedness Committee, and Disaster Drills.  

Use IT - Disaster Recovery  Sub-Taxonomy for matters disaster recovery.		Fractured command and control structures, communication systems failures, delayed or inefficient deployment of resources. 

		7.6		Risk Management & Compliance		Enterprise Risk Management				Enterprise Risk Management (ERM) is a structured,  consistent and continuous process across the whole organization for identifying, assessing, deciding on responses to and reporting on opportunities and threats that affect the achievement of its objectives. 

Common areas included in this Sub-Taxonomy are Goal Setting, Risk Tolerance, Event Identification, Risk Assessment, Risk Response, Program Monitoring, Reporting Tools, Risk Mitigation Monitoring, Risk Management.  
		Failure to establish a consistent and commonly applied risk nomenclature, assess risk consistently, and report risk across the enterprise.

		7.7		Risk Management & Compliance		Environmental Health & Safety				Environmental Health & Safety (EHS) is an area that focuses on protecting people and the surrounding community from harm.

Common areas included in this Sub-Taxonomy are Occupational Safety, Fire and Life Safety, Chemical Safety, Biological Safety, Radiation Safety, Environmental Affairs, and Emergency Management. 		Failure to comply with laws and regulations to manage occupational hazards and natural disasters negatively impacts employee health and wellness and environment.

		7.8		Risk Management & Compliance		Insurance				Insurance is a legal agreement in which an insured receives financial protection from an insurer for losses suffered under specific circumstances.

Common areas included in this Sub-Taxonomy are General, Employment Practices, Professional Medical and Hospital Liabilities; Premium Collection; Claim Payments and Self-Insured Program Management. 
		Incidents of data breaches, property damage, and professional service mistakes may result in financial or human capital loss; failure to provide notice to insurers of potential or probable loss/damage events timely.

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters				Institutions are subject to a multitude of emerging or less common Compliance and Regulatory Matters. 

Common areas included in this Sub-Taxonomy are compliance with Title IV related to administration of student financial aid programs, Office of Foreign Assets Control Sanction controls,  Currency transaction reports for currency transactions exceeding $10,000, and compliance with the Foreign Corrupt Practices Act.
		Non-compliance with various regulatory matters could result in monetary fines, loss of federal funds, reputational damage and more depending on the severity.

		7.10		Risk Management & Compliance		Privacy				Privacy is essential for protecting personal information, establishing trust, complying with regulations, maintaining ethical practices, driving innovation, and preserving individual autonomy.
  
Common areas included in this Sub-Taxonomy are Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act (HIPAA), General Data Protection Regulation (GDPR) and other international privacy regulations (such as China's Personal Information Protection Law, "PIPL", and Brazil's General Personal Data Protection Law, "LGPD"), Gramm-Leach-Bliley Act (GLBA), Personal Information Protection Law, and state consumer privacy regulations. 		Non-compliance can range from financial penalties to civil or criminal prosecution, loss of student/patient/consumer financial and personal information resulting in erosion of an organization's reputation. 

		7.11		Risk Management & Compliance		Title IX				Title IX/Equal Opportunity Services (EOS) prohibits sex (including pregnancy, sexual orientation, and gender identity) discrimination in any education program or activity receiving federal financial assistance. 

Common area included in this Sub-Taxonomy is sex-based harassment.

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to NCAA athletics.		Non-compliance with regulations results in negative publicity, disenfranchisement of students, financial penalties, or withdrawal of federal funds. 

		7.12		Risk Management & Compliance		Youth Protection				The youth protection program intends to identify events and activities that serve, or otherwise engage youth (defined as minors less than 18 on campus), and establish standards and protocols for their safety and protection. It also intends to guide staff and volunteer conduct, and to facilitate the identification of high-risk interactions and program characteristics.

Common areas included in this Sub-Taxonomy are Minor Education and Training, Prevention Programs, Safety and Supervision.		Harm coming to minors on campus, inappropriate one on one interactions with minors, federal and state regulatory violations through failure to report (e.g., instances of abuse) and access to alcohol/illegal drugs.

		8.1		Development & External Relations		Alumni Programs				An Alumni Program is an association, which brings former students together to maintain connection with their university and fellow graduates for professional and career development and networking. 

Common areas included in this Sub-Taxonomy are alumni events, professional development, and career services.		Lack of alumni development, insufficient revenue, and hindered ability to contact alumni about university operational needs. 

		8.2		Development & External Relations		Capital Campaigns				Capital campaigns are strategic fundraising initiatives designed to raise significant financial resources to support specific capital projects, often involving the construction, renovation, or expansion of buildings and infrastructure, including land, equipment, and technology. These campaigns aim to secure substantial donations from a variety of sources, including alumni, philanthropists, corporations, and foundations. The funds raised are typically earmarked for capital expenditures rather than ongoing operational expenses. 
		Limited pool of donors, tarnished donor involved in naming opportunities, fundraising goals not met, inappropriate use of capital campaign donations, non-compliance with regulations and tax law, and inaccurate financial reporting. 

		8.3		Development & External Relations		Community Outreach Programs				Community outreach programs are initiatives that aim to engage with and contribute positively to the surrounding community. These programs involve reaching out to local residents, organizations, and institutions to address community needs, foster collaboration, and enhance the overall well-being of the community. The goals of community outreach programs often include social responsibility, building positive relationships, and creating mutually beneficial partnerships. 

Common areas included in this Sub-Taxonomy are program planning, funding, and oversight. 		Non-compliance with state requirements, unsafe conditions for visitors on campus, decreased funding, and 'bad actors' due to inadequate onboarding of volunteers.

		8.4		Development & External Relations		Extended Education				Extended Education refers to educational programs and courses offered beyond traditional undergraduate and graduate degree programs. These programs are designed to meet the diverse learning needs at various stages of life and career. 

Common areas included in this Sub-Taxonomy are certification and continuing education programs. 		Decreased funding due to reduction in enrollment, non-compliance with academic procedures, fraudulent behavior due to inappropriate usage of program fees, and reputational damage.

		8.5		Development & External Relations		Foundations				Foundations refer to organizations that exist to support and advance the mission and goals of the university. These foundations typically operate separately from the institution but are closely aligned with it. The primary purpose is to secure and manage financial resources, often through fundraising efforts, to provide support for scholarships, research academic, programs, capital projects, and other initiatives. 

Use Development & External Relations - Gifts & Endowments Sub-Taxonomy for gifts since they are different from donations (e.g., charitable context, legal requirements, and tax implications). 		Non-compliance with policies and regulations to properly track, report, record and use foundation funds results in inability to support institution's strategic initiatives.

		8.6		Development & External Relations		Gifts & Endowments				Long-term gifts and endowments are used by institutions to earn investment income to fund campus operations and other activities. 

Common areas included in this Sub-Taxonomy are endowment management, bequests/estates, true endowments, terms endowments and quasi-endowments. 

Use Development & External Relations - Capital Campaigns Sub-Taxonomy for matters related to capital campaigns. 		Inappropriate or incomplete use of funds, incorrect valuation of gifts and failure to follow appraisal requirements, unsecure donor data, failure to collect pledges, incorrect recording and reporting, tarnished/tainted endowment donors, mismanagement of donor/endowment relationship, and failure to realize sufficient return on investment. 

		8.7		Development & External Relations		Government Affairs				Government affairs include how the institution interacts with agencies, regulators, legislatures, and other functions of the government. 

Common areas included in this Sub-Taxonomy are development of public policies and programs, generation of support for formal legislation, and management of public relations. 
		Failure to be apprised of changing legislative landscape; legal repercussions for inappropriate sharing of data with international collaborations; damaged brand integrity; fines or decreased appropriations due to improper implementation of new legislation; and negative legislative actions due to inadequate relations with legislative stakeholders.

		8.8		Development & External Relations		Public Affairs/Marketing & Communications				Public Affairs, Marketing, and Communications pay crucial roles in managing the institution's image, promoting its brand, and engaging with various stakeholders through brand and reputational management, internal and external communications, and social media management. 

Common areas included in this Sub-Taxonomy are social media, reputation management, and branding.		Failure to manage media presence results in adverse publicity, inconsistent messaging, and negative student and employee relations. 

		8.9		Development & External Relations		Stewardship Activities				Stewardship activities involve the responsible and ethical management of and planning for initiatives related to philanthropic resources. 
		Inappropriate investment management and use of funds, lack of donor record confidentiality, and inaccurate financial reporting. 

		9.1		Student Services & Enrollment Management		Academic Advising				Academic Advising is a collaborative educational process where students work with their advisors to meet essential learning outcomes, ensure student success, and outline the steps for achieving long-term academic, personal, and career goals. 

Common areas included in this Sub-Taxonomy are course selection, monitoring progress toward educational/career goals, Career Development Center referrals.		Failure to meet/exceed the institution's targeted retention and graduation rates, to achieve timely degree completion, to satisfy students with effective academic advice, and to obtain employment after graduation. 

		9.2		Student Services & Enrollment Management		Admissions				The goal of student admissions is to admit students who will contribute to challenging academics, a rich cultural environment, strong athletic programs, and varied extra-curricular activities.

Common areas included in this Sub-Taxonomy are Maintenance of Admission Eligibility Criteria.		Inability to maintain admission integrity, lack of control/mishandling of student records, applications not processed in timely manner, lack of controls to prevent override of existing admission policies, and failure to deliver a well-rounded student body. 

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1		Academic applications include the different systems, technology, and software that are used throughout the university to maintain academic program and catalog information, course schedules, student enrollment and registration, and student academic progress. 

Common systems in this Sub-Taxonomy are PeopleSoft Campus Solutions or Banner.		Exposure of protected FERPA student data.
Erroneous catalog data, preventing advising staff from service students.
Erroneous academic progress data.

		9.4		Student Services & Enrollment Management		Bookstore				The University bookstore serves to provide students with crucial learning tools to facilitate their educational mission, along with other goods and services.

Common areas included in this Sub-Taxonomy include management of sales revenue and purchases; management of employee data, supplier data, and customer data.		Unreported income, inability to effectively use limited space and resources to provide customer service, inability to manage costs and contracts, theft of merchandise, and failure to have course materials available for students.

		9.5		Student Services & Enrollment Management		Career Centers				Career Centers assist students and employers in finding/filling employment opportunities and developing professional skills. 

Common areas included in this Sub-Taxonomy are Employer Information Sessions, Career Advising, Professional Development Workshops, Networking Events, Mentorships.		Lack of monitoring and accountability for employers on campus, ineffective career assistance for students to obtain job opportunities after matriculation. 

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar				The Registrar on campus maintains student records and course data from when a student determines to enroll in the university through provision of transcripts after graduation. 

Common areas included in this Sub-Taxonomy are Class Registration, Graduation Requirements, Commencement Ceremonies, Transcript Preparation, and Academic Data Maintenance.		Enrollment errors causing cancellation of classes or overfilled classes, errors in student academic records, inaccurate awarding of degrees and honors, and failure to comply with transcript requests resulting in alumni passed over for employment opportunities. 

		9.7		Student Services & Enrollment Management		Financial Aid				Financial aid is the monetary aid the university is able to offer to some of their students. 

Common areas included in this Sub-Taxonomy are Financial Grants, Loans, Scholarships, and Work-study.		Non-compliance with scholarship criteria, awards/nonresident tuition waivers given to ineligible students, non-compliance with financial aid regulations. 

		9.8		Student Services & Enrollment Management		Food Services				Food Services provide on-campus cash and meal plan based dining options, which is an element of student satisfaction.

Common areas included in this Sub-Taxonomy are Cafeterias, Catering Operations, Meal Plan Options, Grocery Stores, and Campus Restaurants.		Failure of vendors to perform in accordance with existing contracts, to ensure costs of operations are covered, to maintain food safety, to meet student satisfaction, and to comply with alcoholic beverage regulations. 

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health				Healthcare/Mental Health include those healthcare services provided to students on campus as well as dissemination of healthcare educational material on campus, from medical to mental health. 

Common areas included in this Sub-Taxonomy are University/Clinic Setting -  Health and Wellness Education, Vaccines and Immunizations, Medical Treatments, and Mental Health Outreach Programs.		Failure to deliver students satisfactory and timely care, to provide accurate health information, to refer seriously ill students to higher levels of care. 

		9.10		Student Services & Enrollment Management		Library Services				Library Services supports the process of research and education by helping users find information (print or electronic) and ascertain its value.

Common areas included in this Sub-Taxonomy are dissemination of information and promotion of knowledge.		Inaccurate oversight over library operations resulting in mismanaging the budget, lack of planning and negotiating to acquire materials, insufficient stacks maintenance, non-collection of fees, and mishandling events. 

		9.11		Student Services & Enrollment Management		Recreation & Activities				Recreation and Activities provide students with an outlet for spare time, increased retention, and improved health and wellness. 

Common areas included in this Sub-Taxonomy are include student recreational centers, intramural and club sports, and other recreational activities

Use a Sub-Taxonomy from the Athletics Taxonomy for matters related to NCAA athletics.		Unsafe conditions resulting in injury to students or staff, unauthorized access to locker rooms, failure to provide students with satisfactory activities. 

		9.12		Student Services & Enrollment Management		Recruitment & Orientation				Recruitment and orientation attracts and encourages new students to apply for admission to the university and provide orientation through campus tours, ambassadors and outreach.

Common areas included in this Sub-Taxonomy are attracting enrollment candidates, student onboarding, networking, relationship building and orientation.		Declining enrollment, insufficiently enrolled classes, inability to attract students to attend university, inadequate campus financing. 

		9.13		Student Services & Enrollment Management		Student Conduct				Student conduct is governed by the rules and regulations put in place for students to abide by when attending the university. This may be overseen by Judicial Affairs or similar office. 

Common areas included in this Sub-Taxonomy are resolution of misconduct charges, and promoting high standards of behavior, safety, and welfare.		Disciplinary hearings that fail to follow due process or failure to provide students with appropriate notice to defend themselves, lack of understanding student conduct code, and failure to uphold the Student Code of Conduct. 

		9.14		Student Services & Enrollment Management		Student Counseling Center				Student Counseling Centers provide students with one-on-one access to crisis support, behavioral counseling, sexual assault support, and assistance with alcohol and drug addiction. 

Common areas included within this Sub-Taxonomy are Individual and Group Therapy, Consultation, and Crisis Intervention.

Use Student Services & Enrollment Management - Healthcare/Mental Health Sub-Taxonomy for matters related to mental health outreach and prevention.		Incidents on campus resulting in harm to students and institutional reputation/financial damages; lack of student well-being/satisfaction leading to decreased retention and lower graduation rates; failure to provide resources to prevent student self-harm.

		9.15		Student Services & Enrollment Management		Student Housing				Student housing can be the first opportunity to live away from home with a goal of enhancing the living and learning environment and providing a social network and infrastructure for campus daily living.

Common areas included in this Sub-Taxonomy are Residence Halls and Campus Facilities.		Failure to maintain safe and sufficient on-campus housing, unsafe living environments on-campus, inability to contend with off-campus offerings, poor housing assignments leading to student dissatisfaction.

		9.16		Student Services & Enrollment Management		Student Organizations				Student Organizations and associations provide students with opportunities to meet each other, develop leadership skills, manage activities/events, find their place at school, and grow as individuals. 

Common areas included in this Sub-Taxonomy include academic clubs and teams, Greek life, and other student run organizations.  		Theft of organization funds, inability to locate faculty sponsor, failure to follow charter, hazing, possibility of negative press/reputation.

		9.17		Student Services & Enrollment Management		Student Retention & Graduation				Student Retention and Graduation serves to assist with defining success for each student at university, cultivate relationships and build a sense of belonging through graduation and advanced degree programs.

Common areas included in this Sub-Taxonomy are engagement and connection programs.		Failure to retain students results in transfers, decreased graduation rates, and decreased alumni engagement.

		9.18		Student Services & Enrollment Management		Veteran/Military Services				Veterans and military members may require additional services and have additional rights as they either return to civilian life or are called to duty. Universities frequently offer special orientation and recruitment programs, financial aid, counseling, academic support and housing to those who have served. 

Common areas included in this Sub-Taxonomy are GI Bill and Hazelwood Benefits.		Failure to support students who are deployed, failure to coordinate veterans benefits or have programs specialized for veteran/military students, lack of preparation for students called to active duty, inaccurate tracking of tuition hour/fee benefits, and non-compliance with federal and state laws related to veterans' rights and benefits. 

		10.1		Instruction		Accreditation				Accreditation is an independent third-party evaluation of a program or institution to see if it meets established standards and is able to provide students a quality education. 

Common areas included in this Sub-Taxonomy are institutional fiscal stability, curricular quality, student support resources, faculty and student outcomes.

Use Patient Care Operations - Accreditation & Attestation Sub-Taxonomy for matters related to healthcare facility accreditation (such as The Joint Commission).		Failure to maintain certain accreditations and standards results in reputational damage, loss of federal funding, and inability to operate. 

		10.2		Instruction		Application Systems - Instruction		0.9		Application Systems for Instruction include the software and technology tools used to deliver the academic programs of the institution.

Common areas included in this Sub-Taxonomy are learning management and course delivery system such as Canvas, testing and evaluation systems such as Bluebook, and others.		Lack of access by students to necessary learning materials.
Academic integrity issues caused by insecure testing systems.
Inability to deliver online instruction.

		10.3		Instruction		Faculty Productivity				Faculty Productivity includes establishing expectations for faculty in the areas of teaching, research, service obligations, publishing, and administration needs. 
		Lack of appropriate monitoring/targets, misalignment of compensation with productivity expectations, inefficient use of resources, inability to satisfy student demand for courses, and inadequate time for research/publication.

		10.4		Instruction		Faculty Recruitment				Faculty Recruitment includes attracting qualified educators to be faculty and researchers at the institution. 

Common areas included in this Sub-Taxonomy are Search Coordination and Process of Appointing Teaching Candidates.		Failure to achieve faculty hiring goals, failure to increase tenure track faculty, inadequate faculty to teach offered courses, inability to attract and retain quality faculty and research funding.

		10.5		Instruction		Faculty Tenure & Promotion				Faculty Tenure and Promotion offers educators opportunities to progress through their careers from instructor through full (tenure) professor based on multiple criteria. Tenure generally provides professors with a guaranteed position through retirement, even in the face of disagreements with administration. It is based on their accomplishments in the areas of research, teaching, and service. 
		Ineffective process for tenure review, faculty misconduct impact on funding and reputation, and loss of top academic talent to other universities.

		10.6		Instruction		Graduate Medical Education				Graduate Medical Education (GME) refers to the period of education in a particular specialty (residency) or subspecialty (fellowship) following medical school. Common GME Program Requirements include oversight, program leadership, resident appointments, educational components, program evaluation, and a learning and working environment that includes programs designed to keep patients safe, maintain professionalism, well-being, mitigate fatigue, designate clinical responsibilities and gain clinical experience.

Common areas included in this Sub-Taxonomy include program oversight and leadership, resident appointments, educational components, program evaluation, professionalism, resident well-being, designation of clinical responsibilities and clinical experience, and a learning and working environment that includes elements designed to keep patients safe.		Failure to comply with Accreditation Council for GME programs requirements result in reputational damage and loss of federal funding. 

		10.7		Instruction		Graduate/PhD Programs				Graduate/PhD Programs offer advanced degrees to candidates looking to further their education, often in search of career advancement. 

Common areas included in this Sub-Taxonomy are Advanced Degree Course Development/Academic Programs, Degree Program Development, Grading Practices.		Lack of student preparation for advanced degree program, misalignment of undergraduate course work with graduate school prerequisites, lack of accredited program, lack of assistance for graduate/PhD students, graduate programs are not evolving with the changes in their respective areas, lack of assistance with career development, poor reputation of program, lack of digital approach to learning, and student lack of access to classes due to competing priorities.

		10.8		Instruction		International Programs 				International Programs add a global dimension to the education of students by hosting programs at overseas campuses and supplementing the institution's domestic talent with international talent. These programs must meet governmental requirements, including immigration sponsorships and work visas.  This may be overseen by International Affairs or similar office. 
		Failure to comply with federal regulations for hiring, failure to properly manage I9/visa process, non-compliance with federal funding requirements, lack of monitoring of visa status, exposure to unsafe conditions during travel.

		10.9		Instruction		Medical Professions Schools				Medical Professions Schools involves students taking part in classroom and practical training to enhance knowledge of healthcare practices. Depending on the medical profession, students complete clinical rotations where they work with patients, collaborate with healthcare professionals and gain experience in medical specialties. 

Common areas included in this Sub-Taxonomy are Academic Administration, Strategic Planning, Continuing Education - Review, and Personnel Management.		Inadequate funding, poor oversight requirements, inadequately prepared medical students, student burnout and stress. 

		10.10		Instruction		Undergraduate Programs				Undergraduate Programs are the core offering of universities and include a multitude of majors, certificates and programs offered to students. 

Common areas included in this Sub-Taxonomy are Undergraduate Course Development/Academic Programs, Degree Program Development, Grading Practices.		Loss of standing against other universities based upon negative course/degree experiences, decrease in students pursuing specific majors or programs, lack of access to desired programs/majors, and grading practices that do not follow guidelines. 

		11.1		Patient Care Operations		Accreditation & Attestation				Accreditation & Attestation in healthcare is an objective evaluation process that helps organizations measure, assess, and improve performance in order to provide safe, high quality care for patients.  These standards are set by private, nationally recognized groups that check on the quality of care at healthcare facilities and organizations (most commonly, The Joint Commission). 

Common areas included in this Sub-Taxonomy are compliance with National Patient Safety Goals, Field Reviews, compliance with Universal Protocols.		Failing to meet safety, academic and/or quality standards, inconsistent processes, and inadequate documentation.

		11.2		Patient Care Operations		Biomedical Device Management				Biomedical Device Management of medical devices that contribute to improving patient safety and patient care.  

Common areas included in this Sub-Taxonomy are Disinfection, Equipment Safety, Equipment Maintenance and Lifecycle, Regulatory Requirements, and Inventory Tracking. 		Lack of cleaning spreads disease/infection, lack of maintenance to ensure equipment works properly, non-compliance with regulatory requirements. 

		11.3		Patient Care Operations		Case Management				Case management is a healthcare process in which a professional helps a patient develop a plan that coordinates and integrates the support services that the patient needs to optimize the healthcare and psychosocial possible goals and outcomes. 

Common areas included in this Sub-Taxonomy include Treatment Planning, Monitoring and Advocacy. 		Ineffective collaboration, lack of visibility, time management issues, and inappropriate patient hospital admission/discharge decisions.

		11.4		Patient Care Operations		Census Management				Census management is the process by which doctors, advanced practice providers, and their support staff keep track of which patients are in different units of the hospital/facility (such as ICU, ED, Telemetry). It is particularly important for facilities to conduct accurate census counts as a revenue tool and because Medicare and Medicaid use these results to determine their funding distributions.

Common areas included in this Sub-Taxonomy are Patient Tracking and Provider Trade-offs. 		Failure to manage the census can jeopardize availability of care for individuals requiring specific monitoring or inappropriate resource consumption.

		11.5		Patient Care Operations		Clinics				Clinics are locations where outpatients are given medical treatment/advice. 

Common areas included in this Sub-Taxonomy are urgent care clinics, cardiovascular clinics and wound care.		Operational ineffectiveness resulting from poorly trained staff or inadequate resources. 

		11.6		Patient Care Operations		Dental Services				Dental services include diagnostic, preventive, or corrective procedures furnished by or under the supervision of a dentist. 

Common areas included in this Sub-Taxonomy are General Services, Pediatric Services, Cosmetic Services, Endodontic Procedures, Orthodontic Services, Periodontal Treatment, Oral Surgery and Dental Sedation. 		Negligence in dental procedures, lack of proper sterilization of dental equipment, exposure to bloodborne pathogens/chemical agents, inappropriate safeguards while under sedation.

		11.7		Patient Care Operations		Emergency Department				The Emergency Department (ED) provides immediate treatment for acute illnesses and trauma. 

Common areas included in this Sub-Taxonomy are ED Registration, ED Staffing, ED Turnaround Times, Chart Management, Charge Capture, and Emergency Medical Treatment and Active Labor Act (EMTALA).		Lack of capacity, high length of stay, declining reimbursements, long wait times for treatment, and inability to meet staffing demands.

		11.8		Patient Care Operations		Laboratory				Laboratories provide physicians and patients with a variant of diagnostic tests important biological values to support patient care and treatment. 

Common areas included in this Sub-Taxonomy are  Specimen Processing, Outreach, Blood Bank, Pathology, Related Billing Compliance and Charge Capture.		Chemical, biological, physical and radioactive hazards; delay in communicating critical values to patients/physicians; errors/miscalculations. 

		11.9		Patient Care Operations		Medical Procedures				Hospitals are the primary care setting for medical procedures which require a high level of monitoring.

Common areas included in this Sub-Taxonomy are medical procedures such as Surgery, Orthopedic, Endoscopy,  Interventional Radiology, and Oncology. 

Use Patient Care Operations Sub-Taxonomies Radiology/Advanced Imaging, Pharmacy, and Laboratory for related procedures.		Performed without sufficient attention to protocols due to communication errors, staffing issues, etc. which result in malpractice, reputational damage, and negative healthcare consumer feedback. Not scheduled appropriately.

		11.10		Patient Care Operations		Patient Care Risk Management				Patient Care Risk Management is the prevention of errors and adverse effects to patients associated with healthcare. 

Common areas included in this Sub-Taxonomy are surgical safety, device disinfection, perinatal safety, and healthcare associated infections.		Medication, surgical, and diagnostic errors; sepsis; patient falls; and patient harm.

		11.11		Patient Care Operations		Pharmacy				Pharmacies prepare and dispense medications.

Common areas included in this Sub-Taxonomy are Inpatient, Compounding, Outpatient, Specialty and Retail Pharmacy.		Dispensing errors, adverse drug effects on patients, compounding of drugs in unsterile/unsafe areas, lack of access to specialty medications, unsafe working conditions for pharmacy workers, and loss/theft of controlled substances.

		11.12		Patient Care Operations		Physician & Staffing Management				Physician and Staffing management consists of the processes, tactics, and strategies that are needed to identify, recruit, and retain physicians/employees within an organization to deliver healthcare services to patients and further the healthcare educational environment.

Common areas included in this Sub-Taxonomy are Credentialing, Recruitment and Staffing, Performance, and Staff Training. 		Making negligent hires, lack of investigation into false credentials or misconduct reports, failure to meet productivity standards, ineffectively trained healthcare team members, and employee turnover.

		11.13		Patient Care Operations		Practice Acquisitions				Practice Acquisitions and relationships are necessary to provide a system of healthcare to patients. Health systems may contract to build physician practices to serve patients due to labor shortages; university affiliated health systems must have a complete suite of physician specialties for medical students to gain experiential learning. Health systems commonly enter into joint ventures and strategic alliances to partner in sharing revenues, markets, assets, knowledge, etc. to address needs of specific patient care. 

Common areas included in this Sub-Taxonomy are Physician Contracting, Operations, Accounting and Monitoring. 		Electronic health record (HER) compatibility issues, inadequate funding, non-compliance with the Joint Venture Agreement, differing profit/outcome expectations, lack of communication, non-compliance with Stark Regulations and unclear accountability.

		11.14		Patient Care Operations		Practice Plan Bylaws				Practice Plan Bylaws serve as the formal self-governance structure of the physicians and, if applicable, other licensed and credentialed providers, as delegated by the Board of Regents (applicable for both practice plan and hospital).
		Non-compliance with regulatory standards, poorly constructed bylaws, lack of periodic review, and selective enforcement of bylaw requirements.

		11.15		Patient Care Operations		Practice Plan Financial Performance				Practice Plan Financial Performance requires a comprehensive understanding of its revenues, expenses, profitability and cash flows. Physician practices operating as part of a health system often generate losses funded through positive earning elsewhere in the health system. This is done to be able to offer a full spectrum of care to patients or offer experience to medical students. 
		Inability to manage excess of expenses over revenues, lack of alignment with profitable strategies elsewhere in the health system, and physician dissatisfaction through inadequate compensation.

		11.16		Patient Care Operations		Practice Plan Physician Appointments				Practice Plan Physician Appointments include placement of medical students/faculty to doctors' offices, certain committees and leadership roles/various specialties. 
		Inability to recruit and retain faculty to achieve institutional mission, inability of students to obtain experiential learning, and decreased customer satisfaction/patient loss.

		11.17		Patient Care Operations		Practice Plan Physician Relations				Practice Plan Physician Relations is the process of proactively developing and nurturing physician relationships in order to generate new referrals and improve patient outcomes.

Common area included in this taxonomy are Managing Referrals, Reporting of New Referrals and Physician Contracting. 		Non-compliance with regulations regarding referrals and Stark regulations, and physician dissatisfaction.

		11.18		Patient Care Operations		Quality				Quality standards are tools for helping healthcare systems deliver consistent, high-quality care to support the health of patients and the population. They describe key aspects of high-quality services for a condition or topic to guide opportunities for improvement that can lead to better health outcomes. The standard of care is the benchmark that determines whether professional obligations to patients have been met. 

Common areas included in this Sub-Taxonomy are standard reporting, healthcare consumer advocacy metrics and quality scores.		Failure to meet the standard of care due to negligence, malpractice, etc.; reputational damage through patient harm events; and negative consumer reporting of healthcare services received. 

		11.19		Patient Care Operations		Radiology/Advanced Imaging				Radiology/Advanced Imaging is the science dealing with X-rays and other high-energy radiation for the diagnosis and treatment of disease and includes services such as CT Scans, MRIs, X-Rays and Ultrasounds. 

Common areas included in this Sub-Taxonomy are Chart Management/Quality Control, Hazardous Materials/Waste Management, Film/Image Storage.  		Incorrectly read or reported images allowing progression of disease, delays in providing results to patient-facing physicians, overexposure to radiation causing harm (e.g., skin burns, loss of hair, and increased incidence of cancer).

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05		Application used to track patient care episodes from registration and appointment scheduling (i.e., front end)  to the final payment of a balance (i.e., back end). 

Common areas included in this Sub-Taxonomy are technologies used in Patient Scheduling, Patient Collections, Insurance Follow up, Charge Capture, Claims Coding, Claim Submission, Remittance Processing.		Challenges with  technology integration, regulatory compliance,  financial management and staff training and education.
Insufficient security leading to exposure of patient health information.
Inaccurate billing and unrealized revenue.

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle				Back-End Revenue Cycle consists of billing and collecting for patient treatment, which involves the tasks performed after discharge to the time it takes for final account resolution, including billing, collections, insurance/claims follow up, cash posting, bad debt/charity write-offs and denials management. 

Common areas included in this taxonomy are Claims Billing, Collections, Investigation of/Follow-up on Reimbursement Differences, and Claims Denials Management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting, decision making, and dissatisfied patients. 

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle				Front-End Revenue Cycle encompasses all Patient Access services, which involves the tasks performed pre-arrival to the time of admission, including scheduling, authorizations, pre-registration, insurance verification, financial counseling, upfront collections, medical necessity, notification of admissions and registration. 

Common areas included in this Sub-Taxonomy are patient scheduling, registration, admitting/patient access.		Lack of preventative practices in place prior to patient visits that would help providers reduce the likelihood of denied claims (e.g., missing or incorrect information, outdated insurance, no prior authorization, not medically necessary, etc.).  Errors, delays, and inefficiencies within these processes can compromise the timeliness of revenue, financial reporting and decision making.

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle				Mid-Revenue Cycle occurs during or after a patient receives medical treatment but before a billing claim is generated, including coding diagnoses and procedures, capturing charges, verifying that clinical documentation/medical records supports the services rendered (Health Information Management). 

Common areas included in this Sub-Taxonomy are departmental charging, coding, and medical record management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting and decision making along with denials of payment by insurance/governmental payors.

		13.1		Athletics		Academic Services				Academic Services are provided to student athletes to assist them with class success in order to stay academically eligible, while traveling, practicing and participating in team events. 

Common areas included in this Sub-Taxonomy are Athletics Tutors, Athletics Academic Advisors, and Academic Integrity.		Academic dishonesty, athlete academic ineligibility, loss of athletes due to transfers, and decreased graduations rates for athletes. 

		13.2		Athletics		Athletics Compliance				Athletics Compliance involves conducting competitive athletics programs with integrity and in compliance with the NCAA and member school rules and regulations. 

Common areas included in this Sub-Taxonomy are Eligibility, Athletics Recruitment, Athletics Financial Aid, Title IX, Conference Compliance.		Non-compliance with NCAA and Conference rules and regulations, including Title IX. 

		13.3		Athletics		Athletics Revenues				Athletic Revenue arises from merchandising, television/streaming revenue, ticket sales for different athletic events, and other goods and services. 

Common areas included in this Sub-Taxonomy are individual tickets, fundraising/sponsorships, TV, and season tickets.		Inaccurate measurement of viewership, non-renewal of season tickets/decreased fundraising due to poor experience or facilities, theft of cash ticket/food sales, ineffective revenue collection procedures and controls.

		13.4		Athletics		Boosters & Related Activities				Boosters and Related Activities support athletics through volunteering and raising funds. The NCAA Name, Image & Likeness (NIL) policy allows student athletes to earn benefits and be compensated for using their image and name, which affects the rules around compensation of non-professional athletes.

Common areas included in this Sub-Taxonomy are Booster Payments, Booster Events, and, Name, Image, Likeness Agreements.		Inappropriate gifts and opportunities offered to students, failure to follow conference NIL reporting requirements and exposure of donor information.

		13.5		Athletics		Event Management				Event Management relates to planning of events that are put on by the athletics department, including any outside vendors that may be needed for the events. 

Common areas included in this Sub-Taxonomy are Catering, Planning/Coordinating Events, and Event Payments.		Non-compliance with vendor contracts, lost revenue via collection/payment misappropriation. 

		13.6		Athletics		Financial Management				Financial Management includes other financial items such as expenses, financial reporting activities, budgetary oversight, contracting and procurement, etc. related to athletics.

Common areas within this Sub-Taxonomy are coaches contracts, travel.		Budget shortfalls, lack of operational controls, improper purchasing and travel practices, non-compliance with financial reporting requirements.

		13.7		Athletics		Operations				Operations of athletic programs require top notch facilities and agile operations staff to provide competitive teams and game day experience. 

Common areas included in this Sub-Taxonomy are Facilities, Practice Facilities, Game Day, Travel, Camps and Clinics.		Facilities do not meet standards, inadequate travel arrangement leading to poor athletic performance, transfer/exit of student athletes and poor game day experience for guests. 

		13.8		Athletics		Safety & Security				Safety and security is necessary for visitors, students, athletes and faculty when they are in the different athletic department venues as well as when they are participating in athletic games/events. Athletes also require unique medical care.

Common areas included in this Sub-Taxonomy are Sports Medicine, Medical Care, Building and Venue, Security.		Staff or athlete injuries, non-compliance with safety regulations, failure to appropriately chaperone student athletes during medical visits/procedures, harm to campus visitors/staff/students through acts of violence during competitions, and failure to support athlete mental health. 
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		2.2		Finance		Accounts Receivable				10		Instruction				IE										Other Cost Recovery Departments		IT Operations								Title IX				Recreation & Activities				Pharmacy										IT AI Governance and Backup & Recovery Consulting

		2.3		Finance		Budgeting/Decision Support				11		Patient Care Operations				XX										Payroll		IT/IS Governance & Strategic Planning								Youth Protection				Recruitment & Orientation				Physician & Staffing Management										IT Audit - Administrative/ Privileged Rights

		2.4		Finance		Cash Management/Treasury & Investments				12		Revenue Cycle - Medical Services														Purchasing/Supply Chain		Legal & Regulatory Compliance												Student Conduct				Practice Acquisitions										Nursing Shortage Reduction Program Awards Audit

		2.5		Finance		Debt Service				13		Athletics														Travel & Entertainment		Mobile/Medical Devices & Portable Data Storage												Student Counseling Center				Practice Plan Bylaws										Safety - Part II

		2.6		Finance		Financial Management System		1.25								Institution				Abbreviation						Tuition & Fees Management		Network Administration												Student Housing				Practice Plan Financial Performance										Scholarships

		2.7		Finance		Financial Reporting										UT Arlington				ARL								Physical & Environmental Protection of IT Assets												Student Organizations				Practice Plan Physician Appointments										State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation										UT Austin				AUS								System Development & Change Management												Student Retention & Graduation				Practice Plan Physician Relations										Student Fees Audit

		2.9		Finance		Grants										UT Dallas				DAL								Third Party Security & Risk Management												Veteran/Military Services				Quality										TEC 51.3525 Assist - New Rules Related to DEI

		2.10		Finance		Leasing Property										UT El Paso				ELP																								Radiology/Advanced Imaging										Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies

		2.11		Finance		Other Cost Recovery Departments										UT Permian Basin				PRB																																		Title IX and Title VII

		2.12		Finance		Payroll										UT Rio Grande Valley				RGV																																		Veterans Business Outreach Center (VBOC)

		2.13		Finance		Purchasing/Supply Chain										UT San Antonio				SAN

		2.14		Finance		Travel & Entertainment										Stephen F. Austin				SFA

		2.15		Finance		Tuition & Fees Management										UT Tyler				TYL

		3.1		Information Technology		Business Intelligence/Data Transformation		1								UT Southwestern				SMC

		3.2		Information Technology		Communication, Awareness, & Training		1.1								UT Medical Branch				MBG

		3.3		Information Technology		Communication/Collaboration Technologies		1.3								UT HSC-Houston				HSC

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95								UT HSC-San Antonio				HSA

		3.5		Information Technology		Data Governance, Management, & Protection		1.7								UT MD Anderson				MDA

		3.6		Information Technology		Decentralized IT Operations		1.4								UT System Administration				SYS

		3.7		Information Technology		Disaster Recovery		1.5

		3.8		Information Technology		Hardware & Software Inventory Management		1.55

		3.9		Information Technology		Identity & Access Management		1.8

		3.10		Information Technology		Information Technology Security Configuration		1.65

		3.11		Information Technology		IT Operations		1.2

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1

		3.13		Information Technology		Legal & Regulatory Compliance		1.2

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6

		3.15		Information Technology		Network Administration		1.75

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15

		3.17		Information Technology		System Development & Change Management		1.3

		3.18		Information Technology		Third Party Security & Risk Management		1.8

		4.1		Research		Animal Research Program

		4.2		Research		Application Systems - Research		1

		4.3		Research		Biosafety

		4.4		Research		Clinical Trials & Human Subjects Research Program

		4.5		Research		Medical Centers & Programs

		4.6		Research		Publications & Intellectual Property

		4.7		Research		Research Administration

		4.8		Research		Research Compliance

		4.9		Research		Research Partners & Co-/Sub-Investigators

		5.1		Human Resources		Benefits

		5.2		Human Resources		Compensation

		5.3		Human Resources		Employee Records

		5.4		Human Resources		Employee Relations

		5.5		Human Resources		Employee Retention & Succession Planning

		5.6		Human Resources		Equal Employment Opportunity

		5.7		Human Resources		Human Resource Management System		1

		5.8		Human Resources		Recruiting

		5.9		Human Resources		Training

		6.1		Facilities Management		Construction

		6.2		Facilities Management		Facility Management Systems		0.75

		6.3		Facilities Management		Maintenance

		6.4		Facilities Management		Motor Pool

		6.5		Facilities Management		Parking Office

		6.6		Facilities Management		Planning & Design

		6.7		Facilities Management		Special Events

		6.8		Facilities Management		Utilities

		7.1		Risk Management & Compliance		Americans with Disabilities Act

		7.2		Risk Management & Compliance		Campus Security & Safety

		7.3		Risk Management & Compliance		Clery Act

		7.4		Risk Management & Compliance		Compliance Program

		7.5		Risk Management & Compliance		Emergency Preparedness

		7.6		Risk Management & Compliance		Enterprise Risk Management

		7.7		Risk Management & Compliance		Environmental Health & Safety

		7.8		Risk Management & Compliance		Insurance

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters

		7.10		Risk Management & Compliance		Privacy

		7.11		Risk Management & Compliance		Title IX

		7.12		Risk Management & Compliance		Youth Protection

		8.1		Development & External Relations		Alumni Programs

		8.2		Development & External Relations		Capital Campaigns

		8.3		Development & External Relations		Community Outreach Programs

		8.4		Development & External Relations		Extended Education

		8.5		Development & External Relations		Foundations

		8.6		Development & External Relations		Gifts & Endowments

		8.7		Development & External Relations		Government Affairs

		8.8		Development & External Relations		Public Affairs/Marketing & Communications

		8.9		Development & External Relations		Stewardship Activities

		9.1		Student Services & Enrollment Management		Academic Advising

		9.2		Student Services & Enrollment Management		Admissions

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1

		9.4		Student Services & Enrollment Management		Bookstore

		9.5		Student Services & Enrollment Management		Career Centers

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar

		9.7		Student Services & Enrollment Management		Financial Aid

		9.8		Student Services & Enrollment Management		Food Services

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health

		9.10		Student Services & Enrollment Management		Library Services

		9.11		Student Services & Enrollment Management		Recreation & Activities

		9.12		Student Services & Enrollment Management		Recruitment & Orientation

		9.13		Student Services & Enrollment Management		Student Conduct

		9.14		Student Services & Enrollment Management		Student Counseling Center

		9.15		Student Services & Enrollment Management		Student Housing

		9.16		Student Services & Enrollment Management		Student Organizations

		9.17		Student Services & Enrollment Management		Student Retention & Graduation

		9.18		Student Services & Enrollment Management		Veteran/Military Services

		10.1		Instruction		Accreditation

		10.2		Instruction		Application Systems - Instruction		0.9

		10.3		Instruction		Faculty Productivity

		10.4		Instruction		Faculty Recruitment

		10.5		Instruction		Faculty Tenure & Promotion

		10.6		Instruction		Graduate Medical Education

		10.7		Instruction		Graduate/PhD Programs

		10.8		Instruction		International Programs

		10.9		Instruction		Medical Professions Schools

		10.10		Instruction		Undergraduate Programs

		11.1		Patient Care Operations		Accreditation & Attestation

		11.2		Patient Care Operations		Biomedical Device Management

		11.3		Patient Care Operations		Case Management

		11.4		Patient Care Operations		Census Management

		11.5		Patient Care Operations		Clinics

		11.6		Patient Care Operations		Dental Services

		11.7		Patient Care Operations		Emergency Department

		11.8		Patient Care Operations		Laboratory

		11.9		Patient Care Operations		Medical Procedures

		11.10		Patient Care Operations		Patient Care Risk Management

		11.11		Patient Care Operations		Pharmacy

		11.12		Patient Care Operations		Physician & Staffing Management

		11.13		Patient Care Operations		Practice Acquisitions

		11.14		Patient Care Operations		Practice Plan Bylaws

		11.15		Patient Care Operations		Practice Plan Financial Performance

		11.16		Patient Care Operations		Practice Plan Physician Appointments

		11.17		Patient Care Operations		Practice Plan Physician Relations

		11.18		Patient Care Operations		Quality

		11.19		Patient Care Operations		Radiology/Advanced Imaging

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle

		13.1		Athletics		Academic Services

		13.2		Athletics		Athletics Compliance

		13.3		Athletics		Athletics Revenues

		13.4		Athletics		Boosters & Related Activities

		13.5		Athletics		Event Management

		13.6		Athletics		Financial Management

		13.7		Athletics		Operations

		13.8		Athletics		Safety & Security






Exhibit B — FY 2025 Audit Work Plan

Engagement Title

Required Audits
FY 2024 NCAA Annual Financial

Budgeted Hours

Engagement Objective

Assist co-sourcing team engaged by UT System Audit Office in their audit of the

ERM Risk

Financial,

2030 Strategic Plan

Perform reviews of any alleged, irregular conduct to determine whether civil or
criminal violations of state or federal laws have occurred, or violation of system

Audit (support for UT System 50 Finance
. ( [_op ¥ Statement of Revenue and Expenses for Fiscal 2024 (Required by the NCAA.). Regulatory
Audit Office)
FY 2024 Annual Financial Report Under the direction of Deloitte, perform a risk-based audit of financial . . .
K 15 . . . Financial Finance
(AFR) Audit information for the fiscal 2024 AFR.
FY 2025 Annual Financial Report
. P 10 Perform interim fieldwork in preparation of the FY 2025 AFR Audit. Financial Finance
(AFR) Interim Work
Nursing Shortage Reduction 140 Provide assurance that the University is complying with the requirements as Financial, Einance
Program Awards Audit specified with the awards granted. Regulatory
State Auditor's Office (SAQ) i X i i . Financial, i
R . . Assist UTA management and State Auditors with the FY 2024 Statewide Single Finance, Student
Statewide Single Audit (Student 80 . . . . Regulatory, Cyber
X . K Audit (Student Financial Aid). i Success
Financial Aid) Security
Texas Education Code 51.9337 requirement that the Chief Audit Executive (CAE
Texas Education Code 51.9337(h) - . .q o ( ) . .
. . annually certify to the state auditor that the Institution has procurement Financial, .
Annual Reporting Requirement on 40 L K R i Finance
0 policies in place that comply with the Texas Education Code requirements for Regulatory
Procurement Policies . L
higher education institutions.
Subtotal - Hours and Percent of 39
Plan 335 °

Investigations

Reserves
Reserve for Unanticipated Audits

Allowance for special requests and/or emerging risks. Provides flexibility for

Reserve for Investigations 120 All All
8 orinstitution policies have occurred. Thisincludes SAO and UTA Hotline
research.
Subtotal - Hours and Percent of
1%
Plan 120

150 All All
or Other Activities time reviews of high-risk/impact requests made by UTA leaders, Audit
Subtotal - Hours and Percent of
2%
Plan 150

Follow-up on Open Audits

Quarter 1 60 Follow up of prior management action plans. All All

Quarter 2 60 Follow up of prior management action plans. All All

Quarter 3 60 Follow up of prior management action plans. All All

Quarter4 60 Follow up of prior management action plans. All All

Subtotal - Hours and Percent of 29 o
Plan 240




Instructions & Validation

		RISK ASSESSMENT & AUDIT PLAN (RAAP) INSTRUCTIONS & DATA VALIDATION CHECKS



		Yellow tabs are required.

		Green tabs contain information to use as a reference.



		Instructions & Validation																				Click for:		Recording		PPT Slides

		This tab contains general instructions and reference information for completing this RAAP Migration Tool. Additionally, the RAAP webinar recording and PowerPoint presentation slides can be found on the UT Systemwide Internal Audit website.

		Tabs A-C have data validation checks to help guide users in completing this tool. In general, cells with missing or mismatched data will be highlighted in yellow to indicate that they should be reviewed.

		Click on the highlighted cells in this column to travel to the respective tabs in this workbook.

		Risk Scoring

		Click the link above to travel to the 'Risk Scoring' tab, which explains the new UT System risk scoring formulas and definitions that are the result of the Risk Assessment Work Group and Crowe team.

		Taxonomy Definitions

		Click the link above to travel to the 'Taxonomy Defs' tab, which describes the updated UT System Taxonomy that is the result of the Risk Assessment Work Group and Crowe team.

		A – Fiscal Year Plan Tab (previously called 'Risk List & Scoring')

		Institution: Drop-down is populated with the listing of UT System institutions. Select one choice.

		Objective at Risk: Enter a strategic initiative or functional/operational objective impacted by the risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

				FYI: For engagements on the Audit Plan that are not typically tied to an Objective at Risk, System Audit will add a general Objective at Risk for each of the IV, FL, OP, IE, and XX categories so such engagements (see below, under 'B - Engagements' tab) can be originated within eCase Audit.

		Objective Details (optional): Use, as needed, to expand description of the concise Objective at Risk.

		Objective Addressed on Audit Plan: Drop-down is populated with Yes and No. However, in eCase Audit, if an Engagement is originated from an Objective at Risk, workflow rules will automatically record a Yes, so leave blank for now.

		Risk Statement:  Enter a risk that could impact achievement of the related Objective at Risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

		Risk Details (optional): Use, as needed, to expand description of the concise Risk Statement.

		Primary & Sub-Taxonomy: Select the Primary Taxonomy from the first drop-down and then the corresponding Sub-Taxonomy from the second drop-down (both are required).

		Probability: Drop-down is populated with numerical values ranging from 1-4 (Low-Certain) and conditionally formatted with the corresponding colors.  Select one choice.

		Impact: Drop-down is populated with numerical values ranging from 1-4 (Minor-Major) and conditionally formatted with the corresponding colors.  Select one choice.

		Risk Score & Risk Rank: No entry needed. Automatically calculates the Risk Score based on Probability/Impact rankings (35/65%) and displays the associated Risk Rank (and conditionally formatted with the corresponding colors). DO NOT OVERWRITE. See 'Risk Scoring' tab for details.

		Calibrated Risk Score: No entry needed. Automatically calculates the Calibrated Risk Score (CRS) based on the Risk Score multiplied by a calibration weight.  Only IT-related Sub-Taxonomies from any Primary Taxonomy will have a CRS (and be conditionally formatted using a color scale, or grey for those without CRSs).

		Risk Statement Addressed On Audit Plan: Drop-down is populated with Yes and No. If Risk Rank is Critical or High, this cell will be highlighted if left empty. Select one choice.

		Engagement Title: Enter Engagement Title, as appropriate. If On the Audit Plan? is marked Yes, this cell will be highlighted if left empty. 

		Risk Mitigating Factor: Enter Mitigating Factor, as appropriate. If Risk Score is Critical or High and On the Audit Plan? is marked No, this cell will be highlighted if left empty.

		B – Engagements Tab (previously called 'Audit Plan')

		Institution & Audit Plan Category: Drop-down for each is populated with the selections in the legend below. Select one choice for each.

						Institution												Audit Plan Category

				ARL		UT Arlington										AS		Assurance Engagement

				AUS		UT Austin										ASCF		Assurance Carryforward

				DAL		UT Dallas										AD		Advisory Engagement

				ELP		UT El Paso										ADCF		Advisory Carryforward

				PRB		UT Permian Basin										RQ		Required Engagement

				RGV		UT Rio Grande Valley										RQCF		Required Carryforward

				SAN		UT San Antonio										IV		Investigation

				SFA		Stephen F. Austin										IVCF		Investigation Carryforward

				TYL		UT Tyler										FL		Follow-Up

				SMC		UT Southwestern										OP		Operations

				MBG		UT Medical Branch										IE		Initiatives and Education

				HSC		UT HSC-Houston										XX		Reserve

				HSA		UT HSC-San Antonio

				MDA		UT MD Anderson

				SYS		UT System Administration

		Engagement Title: Drop-down will be populated with entries made in the Engagement Title column in the ‘A - FiscalYearPlan’ tab. Select one choice. Or, enter Title for Engagements not tied to a Risk Statement by typing directly in cell (e.g., items in Follow-Up, Reserve, Investigations, Operations, and Initiatives & Education Categories).

		Budgeted Hours: Enter the original budgeted hours based on the approved audit plan. Use whole numbers only.

				SUM of Budgeted Hours now found in header row (far right; see Column K) due to eCase formatting needs


				SUM checks against Total Audit Hours from Tab C - Available Audit Hours (Column O)


		Engagement Risk Ranking: Drop-down is populated with N/A, Critical, High, Medium, and Low. Select one choice that is most applicable based on related Risk Statement Ranking(s).

		Primary Taxonomy: Drop-down is populated with the 13 Primary Taxonomy selections. Select one choice that is most applicable based on related Risk Statement Taxonomy(ies).

		Engagement Objective: Enter a short description of the Engagement Objective.

		C – Available Audit Hours Tab

		Enter details to compute Available Audit Hours.

		Total Audit Hours will be highlighted yellow if it does not match the Total Budgeted Hours on the ‘B – Engagement’ tab.

		Percent of Audit Hours (compared to Total Available Hours) will be highlighted yellow if outside the range of 70% to 80%.

		Note: NEW formula will auto-calculate Net FTE (based off Total Available Hours, less co-source).  Vacancies (# of Net FTEs) should still be entered, which will then add up to the Gross FTE (now also calculates).



https://utsystemadmin.sharepoint.com/sites/UTSystemwideAudit/SitePages/Annual-Audit-Plan.aspxhttps://utsystemadmin.sharepoint.com/:v:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY25%20RAAP%20Webinar%20-%2003.01.24.mp4?csf=1&web=1&e=QEZ4tbhttps://utsystemadmin.sharepoint.com/:b:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY%202025%20Risk%20Assessment%20Process%20%E2%80%93%2003_01_24%20Webinar%20Slides.pdf?csf=1&web=1&e=UEX7ko

A - Fiscal Year Plan

		Fiscal Year		Institution		Unique ID Objective		Objective at Risk		Objective Details (optional)		Objective Addressed on Audit Plan (Y/N)		Unique ID Risk State.		Risk Statement		Risk Details (optional)		Primary Taxonomy		Sub-Taxonomy		Probability		Impact		Risk Score		Risk Rank		Calibrated Risk Score		Risk Statement Addressed On Audit Plan (Y/N)		Linked Engagement ID		Engagement Title		Risk Mitigating Factor

		2025		UT Arlington				Assist Baker Tilly with completion of FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office).								Failure to accurately report financial activities per NCAA requirements for Athletics. 				Athletics		Athletics Revenues		2		2		2.00		Medium				Yes				FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)						Athletics

				UT Arlington				Assist Deloitte with completion of FY 2024 Annual Financial Report (AFR) Audit.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2024 Annual Financial Report (AFR) Audit						CFO		Required

				UT Arlington				Assist Deloitte with completion of FY 2025 Annual Financial Report (AFR) Interim Work.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2025 Annual Financial Report (AFR) Interim Work						CFO		Required

				UT Arlington				Determine whether award requirements were followed by the University. 								Failure to follow THECB requirements for the administration of NRSP awards. 				Finance		Grants		2		2		2.00		Medium				Yes				Nursing Shortage Reduction Program Awards Audit

				UT Arlington				Assist the SAO with information needed to complete the annual Student Financial Aid audit. 								Failure to distribute Student Financial Aid as required. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

				UT Arlington				Evaluate compliance with Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies.								Failure to follow requirements established by Texas Education Code 51.9337(h).				Finance		Purchasing/Supply Chain		1		1		1.00		Low				Yes				Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies						CFO		Required

				UT Arlington				International Student Applicants are decreasing.								Lack of ability to recruit from a variety of countries. 				Student Services & Enrollment Management		Recruitment & Orientation		3		2		2.35		Medium				No										CFO

				UT Arlington				Ability to efficiently, effectively and timely distribute scholarships to students. 								Lack of consistency in distributing merit based scholarships due to decentralization of the process.		The scholarship system Mav ScholarShop is not being consistently utilized by the colleges.  		Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Scholarships						CFO

				UT Arlington				Increase revenue at College Park Center 								Failure to attract more outside events, such as concerts, which are a large revenue sources. 				Facilities Management		Special Events		2		2		2.00		Medium				No										CFO

				UT Arlington				HUB vendors are not being utilized by all departments.  								Failure of larger departments of the university to utilize HUB vendors as required by policy. 				Finance		Purchasing/Supply Chain		1		2		1.65		Low				No										CFO

				UT Arlington				Overlap in functionality between software applications being purchased/utilized.  								Lack of an inventory of software utilized at the university.  		The university may have multiple software that performs the same task; or the same software being purchased by multiple areas which increases costs.  		Information Technology		Hardware & Software Inventory Management		3		2		2.35		Medium		3.64		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				CFO

				UT Arlington				Ensuring donor related events are communicated to the respective parties. 								Lack of collaboration between Academic Units and Development Office on events that involve donors. 				Development & External Relations		Gifts & Endowments		2		2		2.00		Medium				No										VP Development

				UT Arlington				Determine whether software licenses purchased by the department are being utilized.  								Lack of an inventory of software utilized at the department.				Information Technology		Hardware & Software Inventory Management		2		2		2.00		Medium		3.10		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				VP Enrollment

				UT Arlington				The course catalog does not serve as a repository of information. It should be the official source. 								Admission standards differ between the catalog, website and actual admissions processes. 				Student Services & Enrollment Management		Admissions		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Utilize Slate (UTA's CRM solution) effectively.								Lack of ownership for Slate leads to underutilization of the product. 		Slate needs ownership that is not a CRM committee.  		Student Services & Enrollment Management		Application Systems - Academic		3		2		2.35		Medium		2.59		No										VP Enrollment

				UT Arlington				Current processes result in a conflict of interest in residency classifications and reclassifications. 								A conflict of interest exists as one person does the initial and reclassification residency determinations for all of UTA.  		Initial determinations should be completed by Admissions and the reclassifications by Registrar. 		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Succession plan is not in place. 								Risk of losing key staff members in the next legislative session, with no clear plan for their replacement.		A niche unit with a very different talent pool to pull applicants from. 		Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				The number of staff or resources may cause some small rule making to be overlooked. 								Insufficient resources to hire and maintain staff, which affects the ability to comply with state agency rules.		Not having resources could result in missed opportunities for UTA.		Enterprise Activities		Organizational Structure & Accountability		1		4		2.95		Medium				No										Govt Relations

				UT Arlington				Small Police force may impact Campus Security & Safety.								UTA has a relatively small police force and a hard time recruiting.				Risk Management & Compliance		Campus Security & Safety		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				Timely submission of eForms for both hiring and termination. 								Lack of efficiency and effectiveness in completing eForms for hires and terminations. 		When eForms are late being processed, the employee is not active which impacts computer access, receiving payroll, etc. 		Human Resources		Employee Records		2		3		2.65		Medium				No										VP TCE

				UT Arlington				Clearance processes not consistently followed. 								Ensure new offboarding processes are operating effectively and efficiently.				Human Resources		Employee Records		2		1		1.35		Low				No										VP TCE

				UT Arlington				International Student Worker Payroll.								Ensure appropriate processes and controls are in place to maintain compliance for new international employees who start working at UTA without an SSN.		Employees can be hired and start working at UTA without an SSN.  While these employees do not get paid until they have an SSN, this could trigger a Wage and Hour audit.		Finance		Payroll		1		2		1.65		Low				No										VP TCE

				UT Arlington				Lack of compliance with TCP processes. 								Ensure the accuracy of TCP records for employees whose managers do not sign off on their time.		Some managers are not signing off on their employees time in TCP.  As a result, Payroll is signing off on them to ensure employees receive their paycheck, but this is causing some time records to be approved that are not accurate.		Finance		Payroll		3		3		3.00		High				Yes				Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		This will also be addressed in the Fast Start For Deans - FY 2025 and Fast Start for Leadership Council Members - FY 2025				VP TCE

				UT Arlington				Policy not followed for vacation leave.								Lack of understanding of policies related to vacation use by managers who are approving use before allowable time to use.  				Finance		Payroll		2		2		2.00		Medium				No										VP TCE

				UT Arlington				Accessibility to buildings for disabled persons. 								Lack of functioning automatic doors for use by persons with disabilities. 				Risk Management & Compliance		Americans with Disabilities Act		2		3		2.65		Medium				Yes				Safety - Part II						VP TCE

				UT Arlington				Safety announcements for the hearing impaired.								Lack of an effective form of communication for hearing impaired persons for emergency notices disseminated by UTA.  				Risk Management & Compliance		Americans with Disabilities Act		2		4		3.30		High				Yes				Safety - Part II						VP TCE

				UT Arlington				IDT billing is not accurate or timely.  								Ensure effectiveness of policies and processes related to IDT (Inter-departmental Transfer) billing. 		Utility billing may not happen for months at a time which results in a department receiving a large bill that was unexpected.  Duplicate billing has also been occurring.  		Finance		Financial Management System		2		1		1.35		Low		1.69		No										VP A & ED

				UT Arlington				Lack of adequate documentation and accounting for in-house renovation projects. 								Ensure in-house renovation projects are adequately documented and adhere to accounting processes.  				Facilities Management		Construction		2		2		2.00		Medium				No										VP A & ED

				UT Arlington				Event ticketing processes through the Box Office may not be adequate.								Failure to have effective and efficient policies and procedures for handling ticketing sales at the Box Office.  		AXS is the vendor. A lot of cash goes through the Box Office.  		Facilities Management		Special Events		2		3		2.65		Medium				No										VP A & ED

				UT Arlington				Retiree premiums are paid to deceased retirees.  								Ineffective procedures for determining when retirees have died so that premium payments are stopped.  				Human Resources		Employee Records		1		2		1.65		Low				No										VP A & ED

				UT Arlington				Lack of effective customer service provided by the TCE Compensation Team.								Lack of a strategic approach by the Compensation Team to understand Campus management's compensation and hiring needs. 		Frustration across campus in dealing with the Compensation Team.  The team generally says "no" and does not respect unit level competitive analysis or any input other than their own data.		Human Resources		Compensation		3		2		2.35		Medium				No										VP A & ED and VPR

				UT Arlington				Large contracts, such as the Bookstore, have risks related to contract compliance and cost overcharges.								Risks associated with not having a person review and enforce contract terms. 				Enterprise Activities		Legal		3		3		3.00		High				Yes				Bookstore Contract Review						VP A & ED

				UT Arlington				Corrections associated with FAFSA changes.								Risks associated with the recent FAFSA changes has caused Financial Aid to have to go back and make a lot of corrections. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Financial Aid Prep Review for SAO Audit						VP A & ED

				UT Arlington				Ensuring the university is in compliance with Title IX and Title VII regulations & requirements. 								Risks associated with procedures related to Title IX and Title VII not being consistently followed, and processes not performed in an efficient and effective manner, as well as in accordance with legislative rules. 		Hearings are taking a long time to be processed; HR policies may be in conflict with Title IX issues; Disparities may exist between Women's and Men's sports. Not following the law can place Financial Aid funds in jeopardy.  		Risk Management & Compliance		Title IX		3		3		3.00		High				Yes				Title IX and Title VII						CLO

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to Student Conduct. 								Risks associated with turn over in the department and new leadership of the area. 				Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										CLO

				UT Arlington				Assist in initiatives related to compliance with Senate Bill 17/ TEC 51.3525.  								Risks associated with diligence not being kept to help ensure compliance with the requirements of SB 17/TEC 51.3525. 				Enterprise Activities		Legal		2		3		2.65		Medium				Yes				TEC 51.3525 Assist - New Rules Related to DEI						CLO

				UT Arlington				Ensuring campus safety protocols and procedures are adequately communicated to all students, faculty, and staff.								Risks associated with safety of the campus community during protests, civil activism, political rally's, etc.  				Risk Management & Compliance		Campus Security & Safety		3		3		3.00		High				Yes				Safety - Part II						CLO

				UT Arlington				Ensuring the university as the right agreements and protections in place for sharing data with 3rd parties. 								Risks associated with sharing data with 3rd parties - concerns whether the least amount of data is shared and deidentified as much as possible.				Risk Management & Compliance		Privacy		2		3		2.65		Medium				No										CLO

				UT Arlington				Lack of security plan for major emergencies.								Risks associated with the campus community (faculty, staff, students, visitors, etc.) not knowing what to do and where to go in a major emergency (mass shooting, bomb threat, etc.). 				Risk Management & Compliance		Campus Security & Safety		2		4		3.30		High				Yes				Safety - Part II						VP MME

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to documentation, usage, accounting, etc., of Student Fees. 								Failure to have effective and efficient policies and procedures to ensure funds are collected and spent in accordance with applicable regulations and policies. 				Finance		Tuition & Fees Management		3		3		3.00		High				Yes				Student Fees Audit						Prez

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Prez

				UT Arlington				Ability to assist new Leadership Council Members to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start for Leadership Council Members - FY 2025						Prez

				UT Arlington				Ability to effectively use Enterprise Risk Management to help inform decisions and the institutions strategic plan.								After completion of the UTA Strategic Plan, re-align ERM efforts to support appropriate strategic initiatives.  Working closely with Strategic Planning and other key departments, document risks and follow-up on action plans where appropriate.				Risk Management & Compliance		Enterprise Risk Management		3		3		3.00		High				Yes				Enterprise Risk Management Consulting						ERM Risks

				UT Arlington				Cyber Threats and Data Security.								With increased reliance on technology, institutions face risks related to data breaches, phishing, accidental disclosure of personal data, ransomware, and hacking.  				Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Increasing and Dynamic Competition.								Risk that UTA will not maintain an advantage relative to emerging higher education competitors. This includes but is not limited to; community colleges converting to 4-year colleges, on-line degree offerings from out of state institutions, and other in-state institutions expanding into UTA’s market.				Student Services & Enrollment Management		Admissions		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Talent Management.								Risk of not being able to recruit, develop, and retain faculty/staff critical to the successful delivery of each institution’s mission, especially under increased competition in compensation, flexible workplace/schedules, and overall demand.				Human Resources		Employee Retention & Succession Planning		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Alumni Engagement and Community Connection.								Risk of not being able to grow private philanthropy as a critical revenue source and continue to develop strong relationships with donors.				Development & External Relations		Alumni Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Graduates Ready for Success in Careers or Next Steps.								Risk that UTA will not deliver valuable programs that meet the market expectations of Higher Education, prepare students to meet the workforce needs of society and differentiate graduates with prospective employers.				Instruction		Undergraduate Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Enhance, Amplify and Diversify Research, Innovation and Entrepreneurship.								Risk of not being able to protect, enhance and diversify research funding as competition for funding sources continues to grow.				Research		Research Compliance		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Foster Student Success Throughout the UTA Educational Journey.								Risks associated with addressing the unique needs of the UTA student population, which includes areas such as controlling student educational costs, strategically managing financial aid to consistently deliver outstanding value, and providing a safe learning environment.  				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Regulatory, Economic Environment, and Societal Currents and Changes. 								Ability to respond to changes in regulations, market conditions, demographic changes, and public opinion preferences. 				Risk Management & Compliance		Other Compliance & Regulatory Matters		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Meet Operational, Technological and Financial Needs Through Prioritization and Governance. 								Ability to fund strategic initiatives, ongoing operations, deferred maintenance, infrastructure and technology needs, as well as adequate funds to address business continuity needs. 				Enterprise Activities		Business Continuity		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Risks associated with concerns surrounding centralized processing, administrative turnover and employee complaints in COLA.  Needs to be a priority in the Fast Start Audits. 				Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Provost

				UT Arlington				Ability to keep up with the latest requirements and regulations from a policy standpoint. 								Failure to comply with current laws and regulations due to outdated policies and risks associated with non compliance (fines, penalties, etc.).				Enterprise Activities		Policy Management		2		3		2.65		Medium				No										Provost

				UT Arlington				Lack of policies associated with the use of AI. 								Failure to have effective and efficient policies and procedures for use of AI at the university. 				Enterprise Activities		Policy Management		2		2		2.00		Medium				No										VPR

				UT Arlington				Ensuring procedures are identified and communicated to Colleges for accurately recording salary dollars to research projects. 								Failure of colleges to accurately charge salary dollars to research projects. 				Research		Research Administration		2		2		2.00		Medium				No										VPR

				UT Arlington				Ability to effectively capture data required for reporting use. 								Risks associated with not having unification of data across campus, nor having consistent/clean data which can impact required reporting. 				Enterprise Activities		Institutional Research & Analysis		2		3		2.65		Medium				No										CAO

				UT Arlington				Determine whether the VBOC is efficiently and effectively following required polices, procedures, and regulations. 								Risks associated with recent change in leadership and concerns that regulatory, compliance and reputational risks may exist.  				Enterprise Activities		Strategic Planning & Metrics		2		3		2.65		Medium				Yes				Veterans Business Outreach Center (VBOC)						COB

				UT Arlington				Gain oversight and understanding as to how contracts are handled at the Center for Global Academic Initiatives (China EMBA Program).								Risks associated with whether policies and procedures are being effectively and efficiently followed by the team that has been managing the center for over 20 years. 				Enterprise Activities		Legal		2		3		2.65		Medium				No										COB

				UT Arlington				Lack of effective review of requirements for Doctorial degrees in the College of Education. 								Risks associated with not conducting a thorough review of the requirements necessary for completion of Doctorial degrees.  				Instruction		Graduate/PhD Programs		2		3		2.65		Medium				No										COE

				UT Arlington				Lack of effective tracking of services provided to students by the Advisory team.  								Risks associated with whether Advisors are meeting the needs of students (obtaining advising, length of time to see an advisor, quality of customer service provided, etc. ) since data is not available due to lack of tracking the information.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										COE

				UT Arlington				Ability to have an effective onboarding process. 								Failure to have an effectively organized onboarding process for new hires. 				Human Resources		Training		2		2		2.00		Medium				No										COLA

				UT Arlington				Ability to timely respond to the needs of the campus community for centralized services.  								Lack of a sense of urgency for centralized services (HR, Accounting, Facilities) when working with Deans. 				Enterprise Activities		Organizational Structure & Accountability		2		2		2.00		Medium				No										COLA

				UT Arlington				Enhance Student Success efforts so that students have a clear understanding of the processes and services provided. 								Failure to communicate student success elements to students.  Students have to "stumble" into the elements instead of having a well laid out plan to follow.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										LIB

				UT Arlington				Lack of advisors to assist students. 								Risks associated with having only 8 advisors for 2,000 students.  There is often a 3 week wait to see an advisor.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				Yes				Fast Start For Deans - FY 2025						SSW

				UT Arlington				Ability to understand the financials and related expenses for a department.  								Risks associated with difficulties noted by Principal Investigators in understanding financials - balances not up to date, delays in expense postings, etc. 				Finance		Financial Reporting		3		2		2.35		Medium				No										FS

				UT Arlington				Lack of independence in performing chemical inventories.  								Risks associated with having faculty perform their own chemical inventories versus EH&S performing them, which may result in a lack of independence and expertise.  				Risk Management & Compliance		Environmental Health & Safety		2		3		2.65		Medium				No										FS

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Failure to comply with employee and contractor cybersecurity training requirements (TGC 2054.5191 & 2054.5192) results in sanctions or increased oversight by legislative or regulatory agencies. 		Required Risk per UT System		Information Technology		Legal & Regulatory Compliance		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Ability to generate revenue through the acceptance of credit card payments is jeopardized if PCI exceptions exist.								Risk that UTA is not in compliance with PCI requirements.  Non-compliance may jeopardize UTA's ability to accept credit card payments, etc.		Information Security expressed concerns over UTA's compliance with PCI standards. Weaver was hired to do an assessment and help bring UTA in compliance		Information Technology		Legal & Regulatory Compliance		4		3		3.35		High		4.02		No						FY24 Fast Start CFO audit includes PCI compliance review. 				IT

				UT Arlington				Cyber and/or ransomware attacks can disrupt operations preventing effective and efficient operations.								Risk of a cyber or ransomware attack that would disrupt UTA's operations in a substantial way.		Security, integrity, confidentiality and availability of information resources is critical to achieving our strategic objectives.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Completed Cyber Back-Up and Recovery Audit in FY2024.  This covers a large portion of incident response.				IT

				UT Arlington				Provide leadership for Information Technology and Information Resources strategy and planning.								Risk that Artificial Intelligence (AI) Technologies/Applications may be misused and policies may not be adequate to address inappropriate usage.		ChatGPT and other AI applications are gaining wider acceptance in the workplace and classrooms.  Risks associated with inappropriate usage exist. A workgroup has started discussions on governance and acceptable use.		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				IT AI Governance and Backup & Recovery Consulting		We are represented on the Leadership Council.  AI is a regular topic discussed.  Decisions are being made in these meetings for UTA.  				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Risk that IT access controls are not adequate allowing inappropriate access.		External and internal threats must be considered in evaluating access controls.  Of interest, UTA is migrating towards a role based access control platform, rather than the current individual based platform. Department of Financial Aid has implemented this and there are additional areas in process.		Information Technology		IT Operations		3		3		3.00		High		3.60		Yes				IT Audit - Administrative/ Privileged Rights		We are reviewing access controls in the Dean's Fast Start audits scheduled for FY 2025.  We've also reviewed access controls in many of the audits in FY 2024 including Financial Aid, and Student Affairs Fast Start Audits.   As a result, although we are not covering in a separate audit, coverage is being provided.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Unauthorized access results from misconfiguration of Network Access Control (NAC) tools. 		As an Action Plan to a prior audit finding, UTA separated employee and student networks.  Overall, this will likely improve security.  The risk is ensuring the new NAC is set up properly to efficiently and effectively manage access to the network.		Information Technology		Network Administration		2		2		2.00		Medium		3.50		No						We are on the Senior Leadership Committee for the NAC implementation.  CAE is involved.  This provides coverage related to progress being made and acceptance testing.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Incidence Response Plan may not provide the detail needed to respond to a cyber or ransomware attack.		With leadership turnover, there is risk that UTA does not have adequate experience on staff to handle a response.  UTA does contract with a third party to help manage and the risk is somewhat lessened.  The Information Security Office is working with appropriate leadership to proactively improve UTA's incident response. Audit will continue to discuss this issue and progress made in our monthly meetings with IT and IS.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Our FY 2024 backup and recovery audit identified significant opportunities in this area which are being addressed.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Non-compliance With Senate Bill 475 - implementation of sound data management, security, and data governance processes may not be in place.		Risk that UTA is not in compliance with Senate Bill 475. First assessment was completed by P&N in FY 2023. Overall, results were fairly good.  Analytics team is working on further strengthening compliance.		Information Technology		Data Governance, Management, & Protection		2		2		2.00		Medium		3.40		No						FY24 Fast Start CFO audit includes the SB 475 compliance review.				IT

				UT Arlington				Implement data structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Data may not be capture, retained, protected or shared appropriately due to the decentralized environment and non-existent data governance program.		Decentralized data that are not managed by University Analytics was a concern. Flags and fields may not always be required or available to complete when people enter data. Examples include country of origin is not consistently stated correctly, or students that are performing undergraduate research.		Information Technology		Data Governance, Management, & Protection		3		2		2.35		Medium		4.00		No						FY24 Fast Start CFO audit includes the SB 475 compliance review for data governance.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Failure to confirm vendor certification under the TX-RAMP (TGC 2054.0593) prior to 
purchase results in acquisition of insecure cloud services		Required Risk per UT System		Information Technology		Third Party Security & Risk Management		2		2		2.00		Medium		3.60		No										IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Having multiple software for the same work or the same software purchased by multiple areas can increase cost or lower efficiency.		During RA meeting was brought up that we have too many software tools.  Many software tools are likely duplications of each other.  Overlaps exist.  Software is an expense that goes up every year.  We sign up for the software and the annual price goes up and up.  Inflationary expense for UTA.  Need to better control.  		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Projects and initiatives may not be completed due to lack of resources from inadequate planning and project prioritization.		Difficulty of competition for OIT resources in completing the 2030 strategic plan. OIT team is involved in every initiative.  May not deliver on all fronts.  Must have governance and prioritization.  Must decide which comes first and which get funding, etc. Same with unfunded mandates such as state requirements.		Information Technology		IT Operations		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Users or groups with administrative IT rights may not limited to as needed basis and increase the risk of inappropriate intentional or unintentional going undetected. 		Employees can have administrative rights to their own devices, which increases the risk that employees can download any applications on they computers. Administrative access was also brought up as a concern from UT system across institutions.		Information Technology		Identity & Access Management		3		3		3.00		High		5.40		Yes				IT Audit - Administrative/ Privileged Rights						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Lack of IT General Controls and cyber security operations increases vulnerabilities and risk of disrupting operations.		Risk Assessment meeting comments: Lack of General IT controls. Risk cannot be assessed if controls are not established. Security Operations are the first line of defense. Two areas to consider are overall IT controls and deep dive in Security Operations. NTT audit in February 2024 did not have favorable results and the recommendations are being discussed with the CFO to determine next steps. There is not a mechanism for direct visibility of alerts and incidents for the ISO team. 		Information Technology		Cyber Vulnerability Management & Incident Response		3		2		2.35		Medium		4.58		No						FY24 Fast Start CFO audit includes high level review of IT General Controls and Security Operations				IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Technology vendors are not managed in the decentralized environment, which increases the risk of purchasing the same applications or not evaluating how an application fits into the overall network or business objectives.		Inventory and third party vendors are high risk because of the decentralized environment. An architecture review board is not in place. Relationship with the vendor is at the department level. Same for SOC reports and PCI attestations reviews.		Information Technology		Third Party Security & Risk Management		3		3		3.00		High		5.40		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT
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B - Engagements

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						9,760		Over/Under Budget

										Assurance Audits

				ARL		Blank Template (TBD)		AS		Fast Start For Deans - FY 2025		2100		High		Enterprise Activities		UTA has 6 of 11 (55 percent) of all Deans are new to UTA.  Leadership transition presents unique challenges and risks.  We plan to perform these "transitional" audits for each of the new Deans.  We will also include any Deans added in 2025.  The scope will be risk based and determined in the preliminary survey but will likely include:  financial controls (P-Card, SAHARA, etc.), software and data access controls, student recruiting/retention/advising controls, software utilization (Time Clock Plus, SLATE, etc.), research productivity controls, larger and software contract management controls, SB 17 compliance, etc.  The budgeted hours will cover 6 Deans.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Fast Start for Leadership Council Members - FY 2025		700		High		Enterprise Activities		UTA has 10 of 18 (55 percent) of Leadership Council members who are fairly new.  We have completed the majority of the Fast Start Audits for Leadership Council;  however, we have two remaining.  Fast Start Audits are risk based.  The scope will be determined during the preliminary survey phase based on analytics, department needs, existing risks.  These hours will cover the two remaining audits.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Scholarships		350		High		Student Services & Enrollment Management		Perform a review of scholarship and waiver strategy, governance and administration to help ensure they adequately support strategic enrollment initiatives, result in the efficiency and effective distribution of funds to UTA students, as well as comply with applicable policies and procedures. 		Competition, Student Success, Financial		Student Success, Alumni and Engagement, Finance

				ARL				AS		Bookstore Contract Review		350		High		Enterprise Activities		To help ensure appropriate compliance with contract management, we will complete this audit.  The book store is one of UTA's larger contracts.  The review will focus on contract compliance, expense control as well as ROI opportunities.  As stated in our Audit Strategic Plan, we perform one large contract review each year.  This is a part of UTA Audit's Strategic Plan.  		Financial		Finance

				ARL				AS		Title IX and Title VII		400		High		Risk Management & Compliance		Review the Title VII and IX processes to help ensure UTA's procedures are consistently followed, and processes are performed in an efficient and effective manner.  Ensure participation requirements meet at least one of the three tests in Athletics.		Student Success, Regulatory		Student Success 

				ARL				AS		IT Audit - Administrative/ Privileged Rights		400		High		Information Technology		Audit the users or groups with administrative IT rights (sample from centralized and decentralized IT applications) to help ensure appropriateness and adequacy of controls to risk exposure.		Cyber Security 		Finance and Infrastructure

				ARL				AS		Student Fees Audit		400		High		Finance		Review student fees including approval, documentation, usage, balances, classification, and accounting practices.  Ensure funds are collected and spent in accordance with applicable regulations and policies.		Regulartory, Financial		Finance and Student Success

				ARL				ASCF		FY 2024 Carry Forward Audits		360		High		N/A		Complete the open FY 2024 audits.		All		All

										Subtotal - Hours and Percent of Plan		5060						52%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						7		Over/Under Budget

										Advisory Audits/Projects

				ARL				AD		Enterprise Risk Management Consulting		100		High		Risk Management & Compliance		Assist Strategic Planning with Enterprise Risk Management initiatives.		All		All

				ARL				AD		Veterans Business Outreach Center (VBOC)		90		Medium		Enterprise Activities		Leadership for this unit was recently changed.  Additionally, the areas of responsibility will increase in FY 2025.  Reputational, compliance and regulatory risks exist. 		Regulatory, Talent, Engagement, 		People and Culture, Community Engagement

				ARL				AD		Safety - Part II		400		High		Risk Management & Compliance		Part II - Help ensure UTA's safety programs, initiatives, plans and training are adequate to protect students, faculty and staff.   This may include focus on student and employee mental health.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Financial Aid Prep Review for SAO Audit		120		High		Student Services & Enrollment Management		Perform testwork and advisory services to help UTA adequately prepare for the FY2025 SAO review.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		50		High		Finance		Perform data analysis and follow-up research on higher risk transactions in these areas.		All		All

				ARL				AD		TEC 51.3525 Assist - New Rules Related to DEI		40		Medium		Enterprise Activities		Assist in initiatives related to compliance with TEC 51.3525.		Regulatory, Talent, Engagement, 		People and Culture, Finance

								AD		IT AI Governance and Backup & Recovery Consulting		40		High		Information Technology		Hours reserved for consulting on governance and acceptable use of AI, and Backup & Recovery. 		Cyber Security, Financial, People and Culture, Research, Student Success		Finance, Research, Student Success

				ARL				AD		Reserve for Advisory 		360		N/A		N/A		Hours reserved for specific advisory and consulting projects requested by management or Audit Committee.  Includes audit tracking of different agencies audit efforts across campus.		All		All

				ARL				AD		Participation on University Committees 		160		N/A		Enterprise Activities		Participate in institutional committees, President's Leadership Council, Employee Engagement Survey Committee, HOP committee, Development/Endowments Committee, CARE Committee, End Point Management Committee, Data Management Officer Council, Title IX cases volunteer efforts, and other ad hoc committees that arise during the year.  Hours also includes regular check-in meetings with the second lines of defense organizations across campus.		All		All

				ARL				AD		Responding to Institutional Requests for Information and Advice		40		N/A		Enterprise Activities		Hours reserved for responding to requests and inquiries from the campus community.		All		All

										Subtotal - Hours and Percent of Plan          		1400						14%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Required Audits

				ARL				RQ		FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)		50		Medium		Athletics		Assist co-sourcing team engaged by UT System Audit Office in their audit of the Statement of Revenue and Expenses for Fiscal 2024 (Required by the NCAA.).		Financial, Regulatory		Finance

				ARL				RQ		FY 2024 Annual Financial Report (AFR) Audit		15		Medium		Finance		Under the direction of Deloitte, perform a risk-based audit of financial information for the fiscal 2024 AFR.		Financial		Finance

				ARL				RQ		FY 2025 Annual Financial Report (AFR) Interim Work		10		Medium		Finance		Perform interim fieldwork in preparation of the FY 2025 AFR Audit.		Financial		Finance

				ARL				RQ		Nursing Shortage Reduction Program Awards Audit		140		Medium		Finance		Provide assurance that the University is complying with the requirements as specified with the awards granted.  		Financial, Regulatory		Finance

				ARL				RQ		State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)		80		High		Student Services & Enrollment Management		Assist UTA management and State Auditors with the FY 2024 Statewide Single Audit (Student Financial Aid).		Financial, Regulatory, Cyber Security		Finance, Student Success

				ARL				RQ		Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies		40		Low		Finance		Texas Education Code 51.9337 requirement that the Chief Audit Executive (CAE) annually certify to the state auditor that the Institution has procurement policies in place that comply with the Texas Education Code requirements for higher education institutions. 		Financial, Regulatory		Finance

										Subtotal - Hours and Percent of Plan		335						3%

										Investigations

				ARL				IV		Reserve for Investigations		120		N/A		N/A		Perform reviews of any alleged, irregular conduct to determine whether civil or criminal violations of state or federal laws have occurred, or violation of system or institution policies have occurred.  This includes SAO and UTA Hotline research.		All		All

										Subtotal - Hours and Percent of Plan		120						1%

										Reserves

				ARL				XX		Reserve for Unanticipated Audits or Other Activities		150		N/A		N/A		Allowance for special requests and/or emerging risks.  Provides flexibility for time reviews of high-risk/impact requests made by UTA leaders, Audit Committee, etc.		All		All

										Subtotal - Hours and Percent of Plan		150						2%

										Follow-up on Open Audits

				ARL				FL		Quarter 1		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 2		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 3		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 4		60		N/A		N/A		Follow up of prior management action plans.		All		All

										Subtotal - Hours and Percent of Plan		240						2%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Operations

				ARL				OP		UT System, SAO, etc., Reporting/Requests 		100		N/A		N/A		Responding to requests made by the UT System Audit Office, SAO, etc., including periodic reports, metrics, and responding to significant findings, time summaries, CAE bi-weekly calls, Internal Audit Council meetings, TM calls, etc.		N/A		N/A

				ARL				OP		Annual Internal Audit Report		30		N/A		N/A		Required report of Internal Audit Activity - Texas Internal Auditing Act.  Report due November 1, 2024 to State Auditor's Office.		N/A		N/A

				ARL				OP		Audit Committee Preparation and Participation		300		N/A		N/A		Preparation, participation and attendance at Audit Committee meetings.		N/A		N/A

				ARL				OP		Quality Assurance Review - or other internal processes and activities		40		N/A		N/A		Participation in QAIP management and activities. Ongoing quality improvement of the department.  A big part of the FY 2025 review will relate to ensuring we comply with the New Global IIA guidance.		N/A		N/A

				ARL				OP		FY 2026 Annual Work Plan Development & Risk Assessment Process		300		N/A		N/A		Preparation of the FY 2026 Audit Plan, including risk assessments.		N/A		N/A

				ARL				OP		Implementation of eCase		300		N/A		N/A		Implementation, transition, maintenance, training, adopting best practices and user support for the new eCase tool.		N/A		N/A

				ARL				OP		Executive Management and Leadership of the IA Department		370		N/A		N/A		Includes hiring, development, budgeting, performance appraisals, administrative duties, leadership, managing outsourcing activities, promoting the internal audit department, executive meetings, and all other responsibilities of the CAE and/or Asst. Director that are not directly attributable to a specific audit project.		N/A		N/A

				ARL				OP		Project Status Staff Meetings		370		N/A		N/A		Staff meetings to discuss updates/status of multiple audit projects.  This includes staff bi-weekly 1:1s with the CAE.		N/A		N/A

										Subtotal - Hours and Percent of Plan		1810						19%

										Development

				ARL				IE		UT System Audit Office Initiatives and Participation		100		N/A		N/A		Participation in UT System requested committees, workgroups, research activities, etc. 		N/A		N/A

				ARL				IE		Audit Strategic Plan		25		N/A		N/A		Ensure the audit strategic plan is up to date and aligned with UTA's 2030 plan.		N/A		N/A

				ARL				IE		Professional Organization and Association Participation		100		N/A		N/A		Preparation and participation as a volunteer in professional associations such as IIA, ACUA, TACUA, ISACA, etc.  David runs the CAE Roundtable for the Dallas Chapter of the IIA and serves on their Board of Governors. Dana serves as a board member of TACUA. 		N/A		N/A

				ARL				IE		Individual Continuing Professional Education (CPE) Training (including related travel)		320		N/A		N/A		Preparation and participation in professional associations such as IIA, ACUA, TACUA, ISACA, etc.		N/A		N/A

				ARL				IE		Non CPE related training		100		N/A		N/A		New hire training, as well as participation in training that enhances development but where CPE is not earned (i.e. University required Compliance training; UTShare training, etc.).		N/A		N/A

										Subtotal - Hours and Percent of Plan		645						7%























































































C - Available Audit Hours

		Calculation of Available Hours		CAE		Management				Co-source

				Director		Team		Staff		(as applicable)		Total		%										Auditors		FTE		Hours		Vacation/Sick		Holidays		Exams/Jury Duty		G&A		Total Audit Hours

																								David Price (CAE)		1		2,080		204		120		20		300		1,436

		Audit Hours*		1,436		4,432		3,892		0		9,760		72%				-9,760		Over/Under Budget				Dana Nuber (AD)		1		2,080		256		120		20		300		1,384

																								Nick Pappas (Audit Manager)		1		2,080		216		120		20		200		1,524

		Non-Audit Hours:																						Angeliki Marko (IT Audit Manager)		1		2,080		216		120		20		200		1,524

		General Administration		320		760		474				1,554		11%										Cynthia Pittman (Senior II)		1		2,080		204		120		20		175		1,561

		Holidays		120		360		300				780		6%										Chinh Cao (Senior II)		1		2,080		228		120		20		175		1,537

		Vacation & Sick Leave		204		688		534				1,426		11%										Swapna Reddy (Staff )		1		2,080		204		120		20		148		1,588

																								Anticipated Turnover		-0.5		-1040		-102		-60		-10		-74		-794

		Total Available Hours		2,080		6,240		5,200				13,520		100%

																								Total		6.5		13,520		1,426		780		130		1,424		9,760

		Gross Budgeted Positions (# of FTEs)										7.00

		Vacancies (# of Net FTEs) 										0.50												Percentage						15%		8%		1%		15%		72%

		Net Positions (# of FTEs)										6.50



		*Reminders: 																												46		104				-10		140

		AUDIT HOURS SHOULD BE EQUAL TO TOTAL BUDGETED HOURS ON TAB B - ENGAGEMENTS								<>		19,520

		Audit Hours SHOULD include co-source staffing for engagements that are on the audit plan in Tab B

		Audit Hours SHOULD NOT include students/interns unless they will be tracking time in TimeXpress (non-typical)

		Audit Hours SHOULD include Training/CPE hours in Initiatives & Education category



&"Arial,Bold"&12The University of Texas at Arlington
FY 2025 Annual Audit Plan
Available Audit Hours	




Risk Scoring

		Risk Scoring & Calibration

		Risks will continue to be ranked by both Probability and Impact, weighted at 35% and 65% respectively. The analysis of risk weighting below illustrates a larger spread of risk scoring and more accurate risk prioritization when using the weights:

		35%		65%

		Risk Probability		Risk Impact		Risk Score 				Overall Risk Score (applies with calibration factor):

		4		4		4.00				Critical		Above 3.64

		3		4		3.65				High 		3.00-3.64

		4		3		3.35				Medium		2.00-2.99

		2		4		3.30				Low		Below 2.00

		3		3		3.00

		1		4		2.95

		4		2		2.70				Calibration Factor:

		2		3		2.65				Range of 0.05 - 2.00, used as a multiplier from Risk Score base. Represents inherent risk area. The calibration factor will continue to be used for IT risks to stratify the overall risk score. In future phases of risk assessment, calibration scores will likely be rolled out to other prioritized taxonomy areas.

		3		2		2.35

		1		3		2.30

		4		1		2.05

		2		2		2.00				Taxonomy areas with applicable calibration factors (weights):		'Taxonomy Defs' tab

		3		1		1.70

		1		2		1.65

		2		1		1.35

		1		1		1.00

						Define Risk Probability:

						The likelihood that a risk will occur over a predefined time period or frequency due to inadequacy in internal control systems; and/or the likelihood that an external threat or systemic issue will cause the risk to occur.  



						4		Almost Certain		This risk is extremely likely to occur due to internal control conditions, or, is currently ongoing due to external conditions.

						3		High		This risk is very likely to occur due to internal control conditions, or, will occur quickly due to external conditions.

						2		Moderate		This risk is likely to occur due to internal control conditions, or, will occur in the near future due to external conditions.

						1		Low		This risk marginally likely or unlikely to occur due to internal control conditions, or, may occur, but not in the foreseeable future.

						Define Risk Impact:

						The expected harm or adverse effect that may occur due to exposure to the risk. Impact will be rated based on the following Impact Factors:

										Financial, Legal/Compliance, Reputational, Operational, Strategic, and Emerging Risks

						See table below for ranking definitions: 4-Major, 3-Significant, 2-Moderate, 1-Minor



										Impact

										4 (Major)		3 (Significant)		2 (Moderate)		1 (Minor)

				Impact Factors		IT / Systems Factors		Financial		Highly significantly impact to the organization fiscally.  
- Causes new expenses greater than 3% of total budgets.
- Reduces incoming financial resources by more than 3% of total expectations.
- Impairs asset value by more than 3%.
- Introduces adverse expenses beyond the means of local resources.
- Disruption to financial systems that would significantly impact our ability to operate, or achieve financial objectives.		Significant fiscal impact to the organization.  
- Causes new expenses from than 2% - 3% of total budgets.
- Reduces incoming financial resources from 2% - 3% of total expectations.
- Impairs asset value from 2% - 3%.
- Introduces adverse expenses potentially beyond the means of local resources.		Minor to moderate fiscal impact the organization.
- Causes new expenses from 1% - 2% of total budgets.
- Reduces incoming financial resources from 1% - 2% of total expectations.
- Impairs asset value from 1%- 2%.
- Introduces adverse expenses potentially absorbed within the scope of local resources.		Has minor fiscal impact to the organization.
- Causes new expenses less than 1% of total budgets.
- Reduces incoming financial resources by less than 1% of total expectations.
- Impairs asset value by less than 1%.
- Introduces adverse expenses easily absorbed within the scope of local resources.

								Legal/Compliance		Clear failure to meet regulatory compliance.
- Potential to result in large fines or endangerment of health and safety of students, faculty, staff, and/or patients.
- Likely to result in criminal/civil action against the organization.
- Related data is considered highly confidential. Unauthorized disclosure would result in significant fines/penalties.		Moderate potential for fines or criminal/civil action. Related data is considered restricted and protected.
		Low potential for legal implication or impact on safety. Low potential for fines or criminal/civil action.  Unauthorized disclosure of related data would have minimal impact.		Little to no legal implication or impact on safety. Little to no potential for fines or criminal/civil action. Related data is considered public.

								Reputational		Drastic or long-term effect on public or stakeholder image.
- State or national front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information causes donors to withdraw or withhold funding.
- Students no longer see UT Institutions in a favorable light.
- Students impacted by negative news, that may cause them to change their school choices.
- Unauthorized disclosure or destruction of data result in long-term loss of critical campus services/systems and potential widespread identify theft.		Potential long-term effect on public or stakeholder image.
- State front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Students no longer see UT Institutions in a favorable light.
- Unauthorized disclosure or destruction of data could result in potential long-term loss of critical campus services/systems.
		Short-term effect on public or stakeholder image.
- Local front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Unauthorized disclosure or destruction of data could result in short-term loss of critical campus services/systems.		Little or no effect on public or stakeholder image.
- Stakeholders would not view negative news as important or systemic.
- Lost data can be replicated with little to no disruption and thus not a concern for stakeholders.

								Operational 		Critical or core operational failure.
Critical or core technical failure.
- The effect would significantly impact our ability to operate, or achieve operational objectives.
- The effect would significantly impact our ability to serve patients or students as expected. 
- The effect would dramatically impact our ability to conduct quality research.
- Highly complex systems and/or data is shared outside of the organization.		Important operational failure.
- The effect would limit our ability to achieve operational objectives. 
- The effect would limit our ability to provide quality service to patients or students as expected. 
- The effect would limit our ability to conduct quality research.
- Failure affects availability of systems/processes of primary business data records throughout the organization. 
- Third parties are involved with managing systems and information is shared.
		Lower-level operational impact.
 - The effect would limit our ability to operate, or achieve lower level objectives. 
- The effect may disrupt some components of quality service to patients or students as expected. 
- The effect would limit lesser components of quality in research.
- Failure affects a single system, does not interface to other systems.		Little to no operational impact.
 - The effect would not noticeably limit our ability to operate, or achieve operational objectives. 
- The effect would not noticeably disrupt components of quality service to patients or students as expected. 
- Failure would result in minimal disruption of systems/processes.



								Strategic		Major strategic impact.
- The effect would significantly impact our ability to achieve critical strategies / strategic and IT objectives. 
- The effect would significantly harm other stakeholders, such as Texas.		Important strategic initiative impact.
- The effect would limit our ability to achieve important strategies / strategic and IT objectives. 
-The effect would concern other stakeholders, such as Texas.		Lower-level strategic impact.
 - The effect would limit our ability achieve supporting strategic initiatives,  or lower level strategic / IT objectives. 
- The effect may be noticed by stakeholders, such as Texas.		Little to no strategic impact.
 - The effect would not materially limit our ability achieve strategic and/or IT initiatives or objectives. 
- The effect would not be noticed by stakeholders, such as Texas.

								Emerging Risk		Emerging risks are expected, complex and are likely to be a major challenge and/or threat to the organization.  New cyber vulnerability leads to disruption for significant systems/processes. 		Emerging risks are expected and might be signficant challenge to the organization.		Emerging risks are expected but are not considered to be a threat to the organization.		No emerging risks are on the horizon, virtually no concern of threatening the organization.





Taxonomy Defs

		Disclaimer: 		The Definitions and Examples for the Sub-Taxonomies were provided by Crowe LLP based on information about UT System obtained during the risk assessment methodology review process. While they have undergone some updates from preliminary review, continued efforts will be made to refine them.  Feedback received during the annual plan presentations in summer 2024 will be considered as part of the future review.

		# Ref.		Primary Taxonomy		Sub-Taxonomy		Calibration Weight		Definition		Example Risks/Risk Areas (not all inclusive)

		1.1		Enterprise Activities		Business Continuity				Business continuity is an organization's level of readiness to maintain critical functions after an emergency or disruption. 

Common areas included in this Sub-Taxonomy are Preventive (Mitigation) Strategies, Business Impact Analysis, Crisis Response Strategies, Communications, Awareness and Training.		Accidental, intentional human-caused, cyber/technological, meteorological, etc. interruptions.

		1.2		Enterprise Activities		Ethics & Standards of Conduct				Ethics and Standards of Conduct represent core values, principles and ideals of an organization, including specific practices and behaviors that are followed or restricted under the organization.
 
Common areas included in this Sub-Taxonomy are Conflict of Interest, Disclosure Forms/Statements, Management and Reporting. 		Lack of education and/or awareness regarding applicability of conflict/ethics standards.

		1.3		Enterprise Activities		Institutional Research & Analysis				Research conducted to provide information which supports institutional planning, policy formation and decision making. 

Common areas included in this Sub-Taxonomy are Institutional Effectiveness, Tracking - Assessment Reporting, Data Collection, Analyzing and Interpretation of Data and Information. 		Financial challenges, misuse and/or misinterpretation of information.

		1.4		Enterprise Activities		Internal Audit				Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. 

Common areas included in this Sub-Taxonomy are compliance audits and operational audits. Closely related items excluded from this taxonomy because they are housed within another Sub-Taxonomy are Risk Management and Compliance Analysis.		Ineffective audits, technology/skills gaps, and internal relationship issues.  

		1.5		Enterprise Activities		Joint Ventures				Non-physician Joint Ventures -  The Joint Venture category includes both formal joint venture agreements and strategic alliances where two or more parties share markets, assets, knowledge, etc. to accomplish a specific business goal, including Public-Private Partnerships.  

Common areas included in this Sub-Taxonomy are Joint Venture Contracting, Operations, Information/data sharing and security, Accounting and Monitoring.		Compatibility issues, funding, problems with the Joint Venture Agreement,  differing profit/outcome expectations, lack of communication and unclear accountability. Other types of arrangements that could be considered in this taxonomy would be partnerships, cooperative agreements, strategic alliances and affiliation agreements. 

		1.6		Enterprise Activities		Legal				Legal is responsible for keeping the organization's operations compliant with all the relevant laws and regulations. 

Common areas included in this Sub-Taxonomy are Litigation Support, Open Records and Records Retention, Contract Management, Organizational Design.		Financial or reputational loss via lack of awareness or misunderstanding of how laws and regulations apply to the organization, its relationships, processes, products and services. 

		1.7		Enterprise Activities		Organizational Structure & Accountability				Organizational structure defines how an organization operates. It outlines the relationships and interactions among governing boards, departments, faculty, students, external organizations, etc. 

Common areas included in this Sub-Taxonomy are Board of Regents, Board Subcommittees, Institutional Audit Committee, Faculty Senate/Governance. 		Lack of communication and feedback, board/key executive turnover, lack of vision and succession planning, and a failure to develop key competencies and behaviors. 

		1.8		Enterprise Activities		Policy Management				Policy Management is the process of creating, maintaining and enforcing policies. It is a critical part of IT Governance, Risk Management and Governance. 

Common areas included in this Sub-Taxonomy are Governance Policies and Administrative Policies.		Inadequate policy design, review and approval processes. 

		1.9		Enterprise Activities		Strategic Planning & Metrics				Strategic Planning is the process in which an organization's leaders define their vision for the future and identify the organization's goals and objectives. Metrics assist in measuring progress against defined strategic goals.

Common areas included in this Sub-Taxonomy are governance, executive leadership, organizational changes, and oversight.		Changes in senior leadership, unsuccessful mergers or acquisitions, evolving customer/student/faculty demands, poor cash flows and other financial challenges.  

		2.1		Finance		Accounts Payable/ Disbursements				Accounts payable (A/P) is money owed by an organization to its vendors, contractors and suppliers. It is distinct from notes payable liabilities, which are debts created by formal legal instrument documents.

Common areas included in this Sub-Taxonomy are short-term obligations owed, documenting A/P transactions, recording payments, payment processing, cash disbursements, positive pay/electronic data interchange (EDI), manual checks, vendor discounts and credits.		Internal fraud/collusion, missing and late payments, conflicts of interest, no segregation of duties between A/P and vendor creation, duplicate payments, lack of an audit trail, poor visibility into invoice payments, overpayment (kickbacks), errant payments, human error.

		2.2		Finance		Accounts Receivable				Accounts receivable (A/R), are legally enforceable claims for payment held by an organization for goods supplied or services rendered that customers have ordered but not paid for.

Common areas included in this Sub-Taxonomy are Cash Handling, Invoice Management, Payment Collections, Cash Applications, Credit Risk, A/R Valuation, A/R Allowances (e.g., bad debts and write offs, etc.)		Receivables do not exist/are void, recorded receivable balances are inaccurate, it may not be possible to collect A/R, the derivation  of the allowance for doubtful accounts may not properly reflect bad debt experience, detailed calculations do not exist to support general ledger balances, write-off detail (history) used in estimating/analyzing allowances is incorrect, reliance on complex spreadsheets may result in calculation errors, large account balances may not be appropriately evaluated due to the unique circumstances of each account.

		2.3		Finance		Budgeting/ Decision Support				Planning hospital or institution expenses and revenues for a time period. Budgets set forth the plans of management in financial terms. This includes planning/anticipating financial resources and identifying available cash flows for required spending.

Common areas included in this Sub-Taxonomy are operating budget, capital budget, cash budget, budget process oversight, fund management within budget process (academic allowance funds, state and governmental grants/funds, research rebate funds). 		Actual expenditures may exceed budgeted funds, unexpected major budget adjustments, absence of historical analysis to create projections, failure to comply with state/federal and donor guidelines relating to funding sources.

		2.4		Finance		Cash Management/ Treasury & Investments				Cash management is the monitoring and maintaining of cash flow to ensure that an organization has enough funds to function. Investments, bill payments, and unexpected liabilities can affect an organization’s inflows and outflows, and in turn their cash management. In order for organizations to function autonomously, they need to establish a system that maximizes liquid assets while minimizing outgoing operational and logistical costs. In other words, cash management helps companies ensure that their cash flow covers their financial obligations.

Common areas included in this Sub-Taxonomy are cashier services, payment information services, management of investments (including idle cash and controlling cash flows),  banking operations (e.g., electronic transfer of funds, credit card transactions monitoring) and banking relationships.		Lack of controls over cash management which could lead to fraud, error, and inefficiency, intentionally overstated cash, misstated cash due to errors in the bank reconciliation, lack of cash available to dispense to employees, creditors, and vendors.

		2.5		Finance		Debt Service				Management of amounts on outstanding credit, including unpaid charges, extended by or on behalf of an institution.

Common areas included in this Sub-Taxonomy are debt structuring, debt issuance, bond issuance and management of related covenants, debt management. 		Failure to properly manage the System's internal lending portfolio could lead to financial loss, increased borrowing cost, credit rating downgrades and reputational damage.

		2.6		Finance		Financial Management System		1.25		A FMS processes and manages financial transactions, handling the funds that come in and out of an organization, helping view and manage the income, expenses and assets.

		Application system workflow does not align with established business processes.
Data entry controls do not support data integrity.
Reporting does not meet business needs.
Third-party interfaces are unmanaged or expose the system to external threats.
Processing errors result in damage to data or erroneous reporting.

		2.7		Finance		Financial Reporting				Financial reporting includes communication of financial information to management and outside users including press releases, stakeholder minutes, management letters and analysis, auditor reports, and notes of the financial statements. 

Common areas included in this Sub-Taxonomy are Annual, Quarterly and Monthly Financial Reports produced via the Financial Close Process.		Inaccurate, incomplete and untimely financial information, human error, bad operational decisions, reputation damage, economic loss, penalties, fines, and legal action. 

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation				A fixed asset is a long-term tangible piece of property or equipment that an organization owns and uses in its operations to generate income. Fixed assets are not expected to be consumed or converted into cash within a year. Fixed assets most commonly appear on the balance sheet as property, plant, and equipment (PP&E).  

Common areas considered within this Sub-Taxonomy are acquisitions and disposals, assignment of asset types and useful lives, capital project management, construction in progress (CIP), depreciation calculations.		Capital expenditures are not properly approved, capital expenditures are inaccurately classified as capital vs. expense, depreciation/amortization is inaccurately calculated, not placed in service timely, or become impaired. Processes may not be in place to effectively prioritize, evaluate and monitor the capital plan, which could result in dissatisfaction and misallocation of funds, misappropriation of funds (to be used for capital) and equipment and/or misuse of equipment/inventory.

		2.9		Finance		Grants				Grants (federal/state grants, research grants, corporate, philanthropic) are financial awards given to an institution by an entity, such as a company, foundation, or government, to facilitate a goal or incentivize performance. Grants are also awarded to student financial aid.

Common areas included in this Sub-Taxonomy are grant oversight, grant compliance, grant financial management.


		Failure to identify all federal and state grant awards received, not appropriately account for expenditures of grants, non-compliance with internal controls, grantor/donor requirements and accounting resulting in disbarment, inappropriately awarding grants. 

		2.10		Finance		Leasing Property				A lease is a contract between an owner and a user of property. In business lease agreements, the owner (lessor) receives financial compensation and in exchange, the tenant (lessee) is given the right to operate on the property. Institutions lease property, owned property and ground leased property for university campuses, medical centers and office buildings.

Common areas included in this Sub-Taxonomy are lease transactions, contract management, easements, acquisitions, disposition, and third party real estate partners management.		Lease payments are not received timely and/or are for amounts that are not supported by the lease agreement, resulting in the potential for financial, legal, and reputational damages.  Rental payments to/from are occurring without current, written lease agreements that comply with regulatory requirements and/or are more than allowed under the agreements, resulting in the potential for financial, legal and reputational damages. Processes which are not completed to identify leases with conflicts of interest, resulting in the potential for financial, legal or reputational damages.   

		2.11		Finance		Other Cost Recovery Departments				Other cost recovery departments are those departments that do not function to generate fees within University of Texas System (and are not included elsewhere). These departments are necessary as campus-wide investments in infrastructure, administration and management.

Common areas included in this Sub-Taxonomy are non-direct revenue generating department such as: utilities, custodial services, general administration, the libraries, accounting, and purchasing.		Failure to ensure that costs of operations are covered, incorrect cost classification, failure to include all allowable costs, clerical error, math errors, and allocation methodology.

		2.12		Finance		Payroll				Processing payroll to compensate employees for their work involves calculating total wage earnings, withholding deductions, filing payroll taxes and delivering payment.

Common areas included in this Sub-Taxonomy are processing of various pay types (e.g., regular, on-call, overtime, etc.), deductions (e.g., retirement plans, insurance premiums, etc.), management of employee data, managing W2s and W4s for employees including deductions, withholdings, allowances and compliance with IRS and payroll taxes.		Inaccurate or incorrectly entered employee pay and/or employee status or in the HR/Payroll system: nonexistent/fictitious employees are added to the payroll; terminations are not timely entered into the HR/Payroll system resulting in inappropriate payments to terminated employees; quarterly and end-of-year reporting and/or record retention is not compliant with federal and state requirements; payroll is recorded in the wrong period resulting in incomplete or inaccurate accruals made for financial reporting; terminated or deceased employees were not removed from payroll master-data rolls.  Inadequate segregation of duties or inappropriate access to timekeeping/payroll systems.

		2.13		Finance		Purchasing/ Supply Chain				Purchasing / Supply Chain describes the processes for sourcing, negotiating and translating a requisition into a purchase order (PO), as well as reviewing, executing, receiving, storing and managing orders for the organization. Orders may include purchases of tangible products or services. Supply Chain often has responsibility for managing relationships with vendors and managing the Vendor Master File. Materials management generally refers to the procurement and distribution of required supplies, office supplies and equipment, computers and related peripherals, and similar items throughout an organization. Materials management commonly consists of the procurement, contract management, purchasing, receiving, and inventory control functions.

Common areas included in this Sub-Taxonomy are Materials Management, Procurement, Purchasing Cards (P-Cards), Vendor Master File, Vendor Management, Inventory Receiving & Warehouse, Bidding,  Agreements, HUB Initiatives, Supply Chain/Materials Management - Procurement, and Invoicing Fraud.		Inventory misappropriation: supply vendors having unfettered access to inventory areas leading to opportunities for theft; falsely overstating inventory value to cover shrinkage; physical inventory counts not being monitored by individuals independent of the inventory area leading to false counts; misuse of purchasing cards; controls over high cost inventory may be inadequate to ensure those assets are protected. Utilization of vendors included on excluded individuals and entities listings creating a higher risk of loss to the organization. Vendors who replenish inventory areas as part of a just-in-time inventory system not making adjustments for shortages in shipments.

		2.14		Finance		Travel & Entertainment				Business travel and/or entertainment include expenses that are incurred for employees, including Dues and Memberships, Relocation Expenses, Travel Advances, Expense Reimbursements via Accounts Payable (A/P).

Common areas included in this Sub-Taxonomy are Travel and Entertainment policy & process enforcement, expense report verification and approval.		Inefficient cumbersome processes, lack of policy enforcement, late report submission, slow employee reimbursement, inefficient receipt management, false Travel and Entertainment report submission, increased spend in Travel and Entertainment.

		2.15		Finance		Tuition & Fees Management				Tuition and fees management includes planning for and tracking expected revenues from various sources, such as formula funding, course fees, and other external sources.  Course revenues may be based on the academic program, the number of credit hours, in-state, out-of-state, etc. 

Common areas included in this Sub-Taxonomy are Tuition/fees collected by programs (e.g., regular or summer session, university extension, etc.), tuition/fees categories (e.g., resident/non-resident, graduate/undergraduate, professional), number of fees assessed, results of recent internal or external reviews, recent changes in organizational structure, policies or procedures, laws or regulatory requirements, etc., pending litigation or actions.		Processes and/or information systems that are not well designed or implemented and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations, policies, and procedures. Inadequate monitoring of tuition and fees could result in non-adherence to established requirements or controls and financial loss.

		3.1		Information Technology		Business Intelligence/Data Transformation		1		Business intelligence (BI) tools ingest business data and present it in user-friendly views such as reports, dashboards, charts and graphs, and facilitate management decision-making.

Common technologies included in this Sub-Taxonomy are Power BI and Tableau, data warehouse tools, and reporting tools built in ERP systems such as PeopleSoft.		Poor data quality.
Timeliness of data.
Unintended disclosure or breach of data (security and privacy).
Tools failing to meet user needs.
Inaccurate or misleading information because of limited user knowledge or misuse of data.

		3.2		Information Technology		Communication, Awareness, & Training		1.1		Information Technology policies and procedures must be communicated clearly and regularly to employees. A strong and supportive "tone at the top" and organizational culture, and communication of strategic objectives, standards, and expectations are needed.  Oversight and guidance for securing all information assets should be established through communicated and enforced policies, standards, and procedures.  Management should be informed of the effectiveness of security measures in place.  (O - Security culture or security awareness)

Common areas included in this Sub-Taxonomy are communication and training on policies and expectations, security awareness training and ongoing threat awareness campaigns, and reporting on the effectiveness of protection strategies.		Management's expectations are not clearly determined and communicated, resulting in ineffective allocation of resources towards non-strategic activities.
Information resources are exposed because security policies are not sufficiently communicated or understood, and/or are not enforced.
Insufficient resources are allocated to security programs because leadership is not informed of current risk levels.

		3.3		Information Technology		Communication/Collaboration Technologies		1.3		Communication technologies include email, virtual meeting rooms, instant messaging, and VoIP (a technology that makes it possible to have a voice conversation over a network instead of over dedicated voice transmission lines).

Common tools included in this Sub-Taxonomy are Outlook, Google Mail, MS Teams, Zoom, and VoIP technologies.		Employee communication needs are not met.
Usage restrictions, configuration/connection, and implementation guidance is not established or documented.
Remote meeting and collaborative technologies do not have sufficient capacity, availability, and/or security to accommodate a predominately remote workforce. 
Employees are not advised on allowable use of collaboration technologies and disallowed tools for sharing or discussion of sensitive information.

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95		Organizations must know and address their network and device vulnerabilities, and respond quickly to security incidents that may significantly affect the enterprise, its people, or its ability to function productively. (B - Vulnerability and Patch Management; I - Threat Management; K -Incident response plans; P - Data management and protection)  

Common areas included in this Sub-Taxonomy are intrusion detection and response, firewall management, incident management and reporting, and device configuration monitoring.		Undetected vulnerabilities on the network.
Operating system vulnerabilities.
Insecure web-facing applications.
Procedures are not in place to log, investigate, escalate, and resolve security incidents timely.
IT assets are not monitored to protect from malicious code. 
Security incidents are not documented, communicated, and reported such that trends can be identified and inform strategic planning.  
Testing of security posture (penetration testing) is not performed.
Information security staff do not monitor industry news and trends to ensure up-to-date knowledge of new vulnerabilities and mitigation strategies.
Communication activities are not in place to inform users of imminent threats and instructions for protecting the IT resources under their control.

		3.5		Information Technology		Data Governance, Management, & Protection		1.7		Data Governance, Data Security, and Data Management work in tandem to maintain confidentiality, integrity and availability of information. Sensitive data must be handled with greater restrictions. (P - Data management and protection)

Common areas included in this Sub-Taxonomy are Data Classification, Ownership, and Governance; Data Loss Prevention (for data while at rest, in use, and in transit); and Information Rights Management.		Data is not classified according to enterprise policy or protected in accordance with its classification.
Data ownership is not assigned, communicated, and enforced.
Guidelines are not in place to define data management.
Data models do not exist to catalog enterprise data attributes, or enterprise data catalogs or models are not secure. 

		3.6		Information Technology		Decentralized IT Operations		1.4		Decentralized IT operations allow for greater flexibility at the local level; however, some decentralized IT operations may lead to deviations from established policies and authorized processes that put the organization at risk.  Management should vet and approve exceptions to centralized IT processes.		Rogue processes lead to vulnerabilities, network exposure, inefficiencies, and unnecessary duplicative costs. 
Standards are not established and communicated for operations to ensure alignment with IT strategy and organization policy,
Decentralized solutions do not comply with enterprise standards.
Monitoring has not been established, and governance structure does not provide effective oversight of decentralized operations. 

		3.7		Information Technology		Disaster Recovery		1.5		Disaster Recovery encompasses the activities designed to return technology resources to an acceptable condition such that critical business operations can resume if a disruption occurs. Business Continuity is a business activity rather than IT activity, but coordination between responsible parties is critical if a disaster recovery plan must be activated to ensure impact on business operations is minimized.

Common areas included in this Sub-Taxonomy are system and data backup, offsite or immutable data storage, offsite work locations in the event of a disaster, and robust Disaster Recovery / Business Continuity Programs.  		Business downtime due to the unavailability of IT systems. 
Plans are not in place to ensure electronic data can be recovered and made available to support critical business operations following an unexpected interruption.  
Backups are not sufficiently protected to ensure integrity and availability when needed.
A documented plan does not exist to continue/restore critical IT services following an unexpected interruption, or does not prioritize IT services in accordance with business requirements and expectations. 
Activities are not in place to ensure key stakeholders are aware of recovery and continuity testing and results in order to improve the plan and/or process. 
Availability requirements are not established and monitored. 
Critical roles have not been assigned for restoration of IT services.

		3.8		Information Technology		Hardware & Software Inventory Management		1.55		IT Asset Management (ITAM) is a system of business practices that seeks to maximize value and protect IT equipment within an organization by combining financial, contractual, and inventory data to track the status of IT assets across their lifecycle and ensure their compliance with established standards..  (N - Inventory information)

Common areas included in this Sub-Taxonomy are inventory processes and systems, IT asset ownership and assignments, transfers, and terminations, license management, and device configuration management.		Activities are not in place to ensure newly acquired IT assets comply with established standards.
IT assets in use are not appropriately identified and monitored,
Assets containing sensitive or confidential data are not properly disposed of. 
Security requirements and acceptance criteria do not align with organizational policies.
Software (including hosted and cloud) is not risk-assessed prior to purchase to ensure security standards are met.
Standard contractual terms do not include provisions for enforcement of information security requirements and monitoring of vendor performance related to these requirements, 
Standard contractual terms do not include recourse in the event of a security breach. 
Maintenance is not performed per vendor recommendation or contractual requirement.
Assets cannot be physically located.

		3.9		Information Technology		Identity & Access Management		1.8		Identity and Access Management (J - Access control management) encapsulates people, processes and products to authorize and authenticate users and grant or deny access rights to data and system resources based on the principle of minimum-necessary access. The goal of IAM is to provide appropriate access to enterprise resources.

Common areas included in this Sub-Taxonomy are authorized user onboarding and offboarding, privileged access management, periodic user access reviews, and timely user termination and credential deactivation.		Unauthorized access, unnecessary access, privilege escalation, and inappropriate use of administrator ("superuser") access. 
Procedures are not in place to verify an individual's identity to an appropriate assurance level prior to granting access credentials. 
Activities are not in place to manage access entitlements at each level (network, server, database, application), based on the classification of data to be accessed.  
Access provisioning procedures are not in place to help prevent unauthorized access to applications, system software, information, and configuration abilities. 
Login credentials are not encrypted in transmission and/or in storage. 
Activities are not in place to manage account privileges to ensure no more than the minimum privileges necessary are allowed and segregation of duties is enforced.

		3.10		Information Technology		Information Technology Security Configuration		1.65		Information systems and infrastructure must have strong technology-enabled controls protect IT assets and data.  

Common areas included in this Sub-Taxonomy are infrastructure and application system security settings, encryption, and cloud security (including security configuration of third party cloud services).  This Sub-Taxonomy does not include access administration.		Server configuration standards are not established or enforced to ensure compliance with operational and security requirements
Security requirements are not considered in application design and configuration, or existing security features are not fully utilized.
Security configuration changes do not follow an established change management process.
Security configuration requirements have not been established.
Cryptographic solutions are not in place where appropriate, or are not effectively managed to prevent access by unauthorized parties.
Known technical vulnerabilities are not addressed timely.

		3.11		Information Technology		IT Operations		1.2		IT Operations are the ongoing support activities to implement, manage, monitor, and support IT systems that meet the business needs of internal and external users.

Common areas included in this Sub-Taxonomy are IT support services (help desk), performance metrics, project management, capacity planning, and service failure response and reporting.		Business downtime and frustration due to IT system errors.
Activities are not in place to ensure business needs are understood in prioritization and planning.
Responsibilities, requirements, and performance criteria are not defined, or performance measures are not monitored.
Project schedules are not monitored, project goals are not clearly defined, and activities are not in place to ensure cost-effectiveness.  
Service Level Agreements (SLAs) either do not define expectations and metrics or the defined expectations and metrics are not measured/monitored/enforced.
No consideration for future capacity needs. 

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1		IT operations must align with the organization’s strategy and be governed accordingly. Deviations from strategic objectives may result in duplication of technology, infrastructure conflicts, and wasted resources. Financial allocation decisions are made by accountable parties with consideration for organization strategy, user needs, and protection of information resources.  (C - Funds for necessary equipment or application upgrades; E - Overall security strategy; H - Security and/or IT staff).		Insufficient IT resources to protect the organization's information.
Unnecessary or wasteful IT expenses.
Unmitigated risks due to conflicts between Business Management and IT Management
Policies and procedures not in alignment with management objectives, reviewed, and communicated to employees, 
Institution strategic planning does not consider the IT infrastructure and support needed to meet strategic goals.
There is no strategic plan for IT.
Planning does not consider long term goals, and strategic planning does not occur at an appropriate frequency.
Information Security Officer does not have sufficient independence, 
Leadership doesn't maintain contact with authorities and regulatory bodies, 
Accountability is not clearly defined and communicated for guidance on decision making.
Insufficient IT Funding process as the budget processes are not appropriately prioritized, or leadership does not place appropriate emphasis commensurate with strategic needs.

		3.13		Information Technology		Legal & Regulatory Compliance		1.2		Legal and regulatory compliance is necessary for an organization to avoid regulatory penalties, reputation loss, increased regulatory oversight, and litigation.

Common areas included in this Sub-Taxonomy are privacy violations and PHI data leakage/exposure due to improperly secured systems and lack of compliance with State or Federal information security rules.		Violations of employee and patient rights due to system configuration or insufficient information security.
Federal/State regulatory violations such as HIPAA violations, TAC202 information security control standards, GDPR regulations, FERPA violations, and other directives on restricted technologies (e.g., TikTok ban), 
Security leadership is not aware of changing legal and regulatory requirements.
Policies and procedures are not regularly reviewed and updated to ensure continued compliance. 
Regulatory gaps are not identified and resolved, and reporting of gaps does not occur at appropriate frequency.

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6		Data is often stored on mobile phones, USB storage devices, handheld devices, biomedical devices, medical equipment, etc.  The pervasiveness of mobile device use increases the risk of data leakage.

Common areas included in this Sub-Taxonomy are Mobile Device Management (MDM), removable media controls, and biomedical device management, Network Connectivity and Security.		Downloading sensitive data onto personal or unencrypted USB storage devices.
Use of insecure personal mobile devices to handle sensitive or confidential information.
Lack of patching and data sanitization for mobile biomedical devices. 
Personally-owned devices are not prevented from, or are not detected when, connected to the organization's network and IT services. 
Monitoring activities are not in place to detect (and prevent if appropriate) transfer of critical or sensitive institutional data to personally-owned or portable data storage devices.
Activities are not in place to ensure that mobile or medical devices access to network resources occurs in a secure fashion without unnecessary risk to sensitive institutional data during transmission.  
Quality assurance activities are not in place to ensure new changes, new systems, or configurations don't adversely affect users' allowed access to data via mobile devices. 
Restrictions on use of personally-owned and/or portable data storage devices are not communicated to users and enforced consistently.
Inadequate safeguards surrounding the electronic Protected Health Information (ePHI) stored on biomedical devices, malicious software / viruses causing harm to patients.
Inadequate backup and recovery processes resulting in a loss of data / ePHI

		3.15		Information Technology		Network Administration		1.75		Network administration involves a wide array of operational tasks that help a network to run smoothly and efficiently.  Network administration includes management of firewalls and wireless infrastructure.		Misconfigurations and change management, resulting in network vulnerabilities and exploitation of access and data.
Policies are not in place to address security requirements for wireless networks.
Activities in place do not allow for the wireless network to meet organizational security standards and policies, 
Monitoring of all wireless access points are not in accordance with security requirements.
Monitoring doesn't occur to make sure that bandwidth and speed meet business needs.
Strategic planning activities don't consider wireless capabilities for new or expanding services, locations, or constituents
Guest access is not appropriately restricted or segmented to ensure systems and data are not accessible.

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15		IT Assets must be protected with physical controls and environmental safeguards, such as restricted access, video surveillance, and fire suppression. (R - Physical and environmental security around critical IT infrastructure)

Common areas included in this Sub-Taxonomy are badge access, security guards, sign-in system, escorted visitors, CCTV, backup power generators, floor levels not prone to flooding, and non-conductive gas fire suppression.		Equipment and data is exposed to loss because physical access is not restricted to only authorized parties.
Equipment is irreparably damaged and data lost from environmental hazards such as fire or flood. 
Transportable media could not be secured and protected from environmental hazards both in transit and in storage, and integrity is not maintained.

		3.17		Information Technology		System Development & Change Management		1.3		System Development involves phases deployed in the development or acquisition of a system, including how to plan, design, develop, test and implement a system or a major modification to a system. Typical phases of the System Development Lifecycle (SDLC) include a feasibility study, requirements definition, detailed design, programming, testing, installation and post-implementation review.  Changes to systems must also be controlled to ensure changes do not result in loss of functionality, availability, data integrity, or data security. (M - IT lifecycle processes)
		Key stakeholders are not involved in developing and validating technical requirements, to prevent invalid or inappropriate design assumptions.  
Activities are not in place to effectively identify requirements, so that business needs are being fulfilled?.
Security needs are not considered during requirements development.
Operational procedures do not include activities to assess requests for changes for strategic alignment, prioritization, and impact on interconnected systems. 
Activities are not in place to ensure emergency and/or critical changes are addressed in a timely manner.  
Change requests are not monitored to prevent unintentionally delayed or unfulfilled requests.  Maintenance/upgrade/non-emergency patch windows do not consider business scheduling requirements, to ensure down-time impact to the organization is minimized.  
Activities are not in place to ensure source code versions are maintained and managed to ensure code integrity.  

		3.18		Information Technology		Third Party Security & Risk Management		1.8		Third-party security and risk management aims to manage risks that come with forming business relationships with third-party vendors and service providers, and keep risks at an acceptable level for the organization. These risks include vendor vulnerabilities that could carry cybersecurity risk, compliance risks, and operational risks that could arise from supplier delays or provider outages. (L - Third Party Risk Management Process; G - Security risk assessments)

Common areas included in this Sub-Taxonomy are Third Party Lifecycle Management (Onboarding, Monitoring, and Offboarding), Third Party Risk Assessment, and Third Party Connections/Interfaces.		Third party business failures result in unavailable services.
Third party network vulnerabilities and breaches, and sensitive data exposure. 
A program is not in place to assess information security risk related to 3rd party IT service providers, both before acquisition and ongoing.  
Preventive and monitoring activities are not in place to ensure compliance with  3rd Party Risk Assessment requirements and related contractual requirements. 
Activities are not in place to ensure that gaps in the 3rd Party Risk Assessment process are identified, escalated, and resolved.

		4.1		Research		Animal Research Program				Animal Research Programs are programs that involve the research of vertebrates and primates. 

Common areas included in this Sub-Taxonomy are Institutional Animal Care and Use Committee, and, Protection of Animal Subjects, Security,  Safety.		Reputational damage based on unpopularity of animal testing; failure to maintain Association for Assessment and Accreditation of Laboratory Animal Care (AAALAC) Accreditation;  animals, staff or students are injured due to inadequate protocols and procedures during research & teaching activities. 

		4.2		Research		Application Systems - Research		1		Research systems include those systems designed exclusively for the support of the research enterprise, including but not limited to, clinical trial management, research data warehouses, high capacity storage for use in research, high performance computing, sponsored research systems (from proposal to award to financial management throughout the project), grant management, payroll and effort certification, conflict of interest management, and lab safety.		Research data is corrupted or lost.
Applicable clinical trials are not identified when appropriate, or participant information is not managed and protected.
Clinical trial results are not accurate and complete.
High capacity storage and high performance computing capabilities are not available for researcher use or do not provide sufficient space or processing capabilities.
Conflicts of interest are not documented and managed.
Sponsored research awards are not recorded accurately and/ expenses are not applied correctly, resulting in erroneous reporting and/or erroneous billing to the sponsor.

		4.3		Research		Biosafety				Biosafety provides policies and practices to prevent the unintentional or accidental release of specific biological agents and toxins. Biosafety relates to the precautions and protocols that reduce risk of harm within research labs or healthcare environments when handling biological or toxic materials. 

Common areas included in this Sub-Taxonomy are chemical disposal, chemical storage, lab protocols, safe handling of infectious agents. 		Labs and other areas not adequately managed, research projects involving selective reagents that are not safely managed, lack of process for approving biosafety grants. 

Exposure to potentially infectious agents or biohazards; inappropriate disposal of biohazardous waste.

		4.4		Research		Clinical Trials & Human Subjects Research Program				Clinical Trials are research studies that test medical, surgical or behavioral intervention in people while Human Subject research programs are scientific investigations that either interventional or observational and involves humans as research subjects. 

Common areas included in this Sub-Taxonomy are Institutional Review Board and Protection of Human Subjects.		Inaccurate billing process/capture and failure to comply with clinical trial requirements. 

		4.5		Research		Medical Centers & Programs				Research programs collaborate with medical centers to establish mutually beneficial access to patients and to advance treatment options. Research programs receive access to patients across a variety of demographics in order to fully vet new medical treatments and innovation.

Common areas included in this Sub-Taxonomy are Medical Center Collaboration Agreements, Research Protocols and Commitment to Ethics in Research.		Failure to align with medical centers and programs that are fully cooperative with researchers with regard to compliance with research protocols, ethics and eligibility can lead to invalidation of research, regulatory challenges and reputational damages.

		4.6		Research		Publications & Intellectual Property				Publications and Intellectual Property are works or inventories that are a result of creativity and/or written works for public consumption. 

Common areas included in this Sub-Taxonomy are Patents, Copyrights, Trademarks, Trade Secrets, Literary and Artistic Works, Inventions, Computer Code, and Educational Research.		Lack of security to intellectual property, unauthorized access to intellectual property, failure to comply with reporting. 

		4.7		Research		Research Administration				Research Administration is the development, review, and management of sponsored projects. 

Common areas included in this Sub-Taxonomy are Subrecipient monitoring, Time & Effort Reporting, Post-award, Cooperative Agreements, and Sponsored Grant Programs.		Failure to sustain research environment, reduced Federal funding, externally funded research does not adhere to necessary requirements, scientific misconduct, lack of controls over research expenditure reporting. 

		4.8		Research		Research Compliance				Research Compliance includes adherence to rules, regulations, polices and standards that oversee research. 

Common areas included in this Sub-Taxonomy are Export Controls, Research Conflict of Interest, Research Misconduct, Research Data Security.		Non-disclosure of conflict of interests, licensee does not adhere to research license terms, and research misconduct. 

		4.9		Research		Research Partners & Co-/Sub-Investigators				Research Partners and Co-/Sub-Investigators relates to the different partners and investigators that the institution works with. 		Unethical people/organization partners negatively impacts the institution's reputation.  Other parties do not adhere to safe research practices. 

		5.1		Human Resources		Benefits				Employee benefits are any forms of perks or compensation that are provided to employees in addition to their base salaries and wages. A complete employee benefits package may include a health insurance plan, life insurance, paid time off (PTO), retirement benefits, and more.

Common areas included in this Sub-Taxonomy are oversight of health and welfare benefits, unemployment benefits, COBRA, FMLA, pension plans or retirement programs.		Lack of compliance with state and federal benefit regulations, inaccurate and untimely benefit calculations could lead to financial loss, paid time off changes may not be operationalized properly causing overpayments. 

		5.2		Human Resources		Compensation				Employee compensation includes salaries and wages, in addition to incentives, bonuses, etc.

Common areas included in this Sub-Taxonomy are salary structure, compensation committee, compensation market analysis, position review, position classification.		Inadequate support or inappropriate metrics for determining incentive payments, faculty and physician compensation plans may not be aligned increasing retention risk, administrative burden, and reducing effectiveness.

		5.3		Human Resources		Employee Records				Employee records are a compilation of all information pertaining to an employee, from hire date to termination date. This information may include, but is not limited to, the employee's name, social security number, address, date of birth, position, salary, and benefits.

Common areas included in this Sub-Taxonomy are maintaining the security and confidentiality of Employee Records (e.g., basic contact information, employment details, qualifications, payroll information, disciplinary history, awards and achievements).		Failure to accurately maintain information in HR system, financial risks and loss of assets due to not terminating staff appropriately. Failure to perform the background checks could result in the hiring of an individual with an undisclosed issue that could lead to patient safety issues, regulatory sanctions, penalties, and expulsion from federal healthcare programs. 

		5.4		Human Resources		Employee Relations				Employee relations concerns the building of positive relationships and interactions among employers and employees, and at a broader level helps foster a sense of community within an organization. This could entail initiating transparent workplace communication or supporting the emotional, physical and psychological health of employees. Ultimately, the goal of employee relations is to create a positive relationship between employers and employees that leads to an increase in employee retention, happiness and productivity.

Common areas included in this Sub-Taxonomy are union activities, employee grievance process, labor relations, legal compliance.		Decentralization of HR resulting in employee concerns that may not be addressed leading to higher than anticipated turnover. Non-existent or ineffective application of staffing models can lead to inadequate or excessive hiring of the wrong type of workers at the wrong time, excessive costs, and lost productivity. 

		5.5		Human Resources		Employee Retention & Succession Planning				Employee retention and succession planning is the ability of a company to maintain its employees.  Employee retention also refers to the strategies that a organization uses to try and retain top-performing employees. Succession planning is the process of ensuring that an organization can replace key personnel in the event of their departure. It includes developing a pool of potential candidates, assessing their skills and qualifications, and preparing them for future leadership positions. 

Common areas included in this Sub-Taxonomy are active recruitment, mentorship/sponsorship programs, training and development, strategic succession plan for key personnel.		Staff gaps in the workforce through employee separation. Low morale and disruption to campus operations due to staffing shortage, negative impacts to control structures within the education system and shortage of trained capable clinical staff.

		5.6		Human Resources		Equal Employment Opportunity				Equal Employment Opportunity (EEO) is fair treatment in employment, promotion, training, and other personnel actions without regard to race, color, religion, sex, age, national origin, and physical or mental disability.

Common areas included in this Sub-Taxonomy are traits listed in other statutes (e.g., Age Discrimination in Employment Act, etc.).		Damage to brand, loss of key personnel, and negative effect on enrollment and hiring due to lack of compliance with EEO.

		5.7		Human Resources		Human Resource Management System		1		The HRMS stores and processes all employment related information including but not limited to position information, applicant recruiting and selection, employee information, employment history, compensation, performance, and benefits.		Inadequate IT controls in the human resources application can lead to errors, exposure of confidential employment information, incorrect compensation or benefits billing, and inability to meet regulatory requirements related to employment.

		5.8		Human Resources		Recruiting				The process of identifying, attracting, interviewing, selecting, hiring and onboarding employees.

Common areas included in this Sub-Taxonomy are recruiting and hiring policies and procedures, HR job descriptions, interview guidelines, background checks.		Poorly defined recruiting and hiring practices can result in inconsistent application, noncompliance with regulatory requirements, litigation, and negative publicity.

		5.9		Human Resources		Training				Employee training is a program that helps employees learn specific knowledge or skills to improve performance in their current roles.

Common areas included in this Sub-Taxonomy are onboarding, orientation materials, licensure and certification administration, education, performance appraisals.		Incomplete training and/or monitoring of compliance with policies results in lack of understanding of key employee policies and complex regulatory requirements. Effective and relevant training and individual development is not provided to faculty and staff on an ongoing basis leading to errors, financial and reputational risks.

		6.1		Facilities Management		Construction				Construction processes include general construction management and oversight, construction close-out, budgeting and financing, and bid invitations. 

Common areas included in this Sub-Taxonomy are construction change orders, facility additions, management and oversight, and bidding processes.  		Budget overruns, schedule delays, non-compliance with regulations, quality control issues, supply chain disruptions, contractual disputes, and unsafe conditions for employees, students, and contracted employees. 

		6.2		Facilities Management		Facility Management Systems		0.75		Facilities Work Order System refers to the system which logs and prioritizes facility repairs and maintenance items on campus or other facilities used by the organization.
		Lack of responsibility and accountability for facility work orders.
Improper prioritization of maintenance/repair events.
Failure to manage security, availability, and integrity of work order systems may lead to unusable facilities and inappropriate building access. 

		6.3		Facilities Management		Maintenance				Facilities maintenance includes preventative and deferred maintenance, facility repairs, groundskeeping, routine inspections, energy management, facility upgrades, and waste management. 

Common areas included in this Sub-Taxonomy are facility improvements and accessibility improvements within campus academic, medical, and athletic facilities.		Lack of preventative maintenance, safety and environmental hazards, failure to adhere to regulatory requirements, disruption to operations, budget and time constraints, and inadequate funding.

		6.4		Facilities Management		Motor Pool				A motor pool refers to a centralized fleet of motor vehicles that are owned, operated, licensed, tracked, and maintained by the institution to serve various needs. 

Common areas included in this Sub-Taxonomy are management and oversight of vehicles and management of employees utilizing campus vehicles. 		Inadequate processes for appropriate driver authorization and compliance with safety regulations and campus policies. 

		6.5		Facilities Management		Parking Office				Parking offices are responsible for managing and overseeing parking-related matters on campus including efficient use of parking facilities, addressing the parking needs of students, faculty, staff, and visitors, enforcing parking regulations, issuing permits, providing revenue oversight and management, and providing information about parking policies and procedures. 

Common areas included in this Sub-Taxonomy are parking revenue, parking security, and parking policy enforcement. 		Improper budgeting, managing, and utilizing parking fees and fines; Unsafe conditions and inadequate number of parking facilities; Inappropriate financial reporting of revenue from parking. 

		6.6		Facilities Management		Planning & Design				Planning and Designing includes identification of project needs and goals, conceptual drawings, schedules, and cost estimates. 

Common areas included in this Sub-Taxonomy are designing and planning of academic, medical, and athletic facilities. 		Inadequate planning and design expertise and budgeting. 

		6.7		Facilities Management		Special Events				Special events refer to organized activities, occasions, or gatherings that are distinct from regular academic and administrative functions. 

Common areas included in this Sub-Taxonomy are special event planning, funding, and compliance. 

Use Risk Management & Compliance - Campus Security & Safety Sub-Taxonomy for other security matters. 		Unsafe environment for staff, students, and visitors; logistical complexities; alcohol and substance abuse; legal and regulatory non-compliance, and non-adherence to contractual agreements. 

		6.8		Facilities Management		Utilities				Utilities include telephone, water, electricity, etc. as well as back up plans for lost utilities. 

Common areas included in this Sub-Taxonomy are utilities management, disaster recovery, and business continuity. 		Long term loss of power and utilities, interruption to utility services due to outdated infrastructure, and weather event strain on institutional power sources resulting in inability to reside in student residences, delayed operations and compromised data.

		7.1		Risk Management & Compliance		Americans with Disabilities Act				The Americans with Disabilities Act (ADA) is civil rights law that protects individuals with disabilities in the areas of employment, state and local government services, transportation, telecommunication, and public and private places that are open to the general public. 

Common areas included in this Sub-Taxonomy are accessibility of online content, available resources and safety. 		Inadequate or unsafe access to facilities and resources, inability to meet needs or provide appropriate accommodations to disabled students, employees, patients, and visitors, inability to provide accessibility to electronic resources.

		7.2		Risk Management & Compliance		Campus Security & Safety				Campus Security and Safety provides a safe environment for faculty, student, staff and patients.

Common areas included in this Sub-Taxonomy are Emergency Medical Services (e.g., ambulance services), Crime Prevention, Fire Prevention, Facility Access, Campus Police, Faculty/Staff/Student Safety. 		Endangerment of health and safety of students, faculty, staff, and/or patients.

		7.3		Risk Management & Compliance		Clery Act				The Clery Act requires educational institutions that participate in the federal student financial aid program to disclose information about crime on campus or nearby. 

Common areas included in this Sub-Taxonomy are domestic violence, physical security breach, active shooter.		Negative effects on public image, information cause donors/students to no longer see institutions in a favorable light, inaccurate reporting resulting in regulatory issues/review. 

		7.4		Risk Management & Compliance		Compliance Program				A compliance program is a set of internal policies, procedures and training modules employed by a organization designed to identify and reduce risk. Compliance programs help organizations protect themselves from scandal and lawsuits. 

Common areas included in this Sub-Taxonomy are Compliance Standards/Procedures, Compliance Oversight, Education and Training, Monitoring and Auditing, Reporting, Investigation, Background Checks, Enforcement and Discipline, Response and Prevention, Compliance Analysis.  

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to athletics compliance.		Failure to comply with state/federal reporting requirements, loss of funds, missed opportunities, and discredited reputation.

		7.5		Risk Management & Compliance		Emergency Preparedness				Emergency Preparedness involves the steps taken to ensure safety before, during and after an emergency or natural disaster. An Emergency Preparedness Program is an institution's comprehensive approach to meeting the health and safety needs of their population and provides facilities with guidance on how to respond to emergency situations. 

Common areas included in this Sub-Taxonomy are Hazard Vulnerability Assessment, Disaster Preparedness Committee, and Disaster Drills.  

Use IT - Disaster Recovery  Sub-Taxonomy for matters disaster recovery.		Fractured command and control structures, communication systems failures, delayed or inefficient deployment of resources. 

		7.6		Risk Management & Compliance		Enterprise Risk Management				Enterprise Risk Management (ERM) is a structured,  consistent and continuous process across the whole organization for identifying, assessing, deciding on responses to and reporting on opportunities and threats that affect the achievement of its objectives. 

Common areas included in this Sub-Taxonomy are Goal Setting, Risk Tolerance, Event Identification, Risk Assessment, Risk Response, Program Monitoring, Reporting Tools, Risk Mitigation Monitoring, Risk Management.  
		Failure to establish a consistent and commonly applied risk nomenclature, assess risk consistently, and report risk across the enterprise.

		7.7		Risk Management & Compliance		Environmental Health & Safety				Environmental Health & Safety (EHS) is an area that focuses on protecting people and the surrounding community from harm.

Common areas included in this Sub-Taxonomy are Occupational Safety, Fire and Life Safety, Chemical Safety, Biological Safety, Radiation Safety, Environmental Affairs, and Emergency Management. 		Failure to comply with laws and regulations to manage occupational hazards and natural disasters negatively impacts employee health and wellness and environment.

		7.8		Risk Management & Compliance		Insurance				Insurance is a legal agreement in which an insured receives financial protection from an insurer for losses suffered under specific circumstances.

Common areas included in this Sub-Taxonomy are General, Employment Practices, Professional Medical and Hospital Liabilities; Premium Collection; Claim Payments and Self-Insured Program Management. 
		Incidents of data breaches, property damage, and professional service mistakes may result in financial or human capital loss; failure to provide notice to insurers of potential or probable loss/damage events timely.

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters				Institutions are subject to a multitude of emerging or less common Compliance and Regulatory Matters. 

Common areas included in this Sub-Taxonomy are compliance with Title IV related to administration of student financial aid programs, Office of Foreign Assets Control Sanction controls,  Currency transaction reports for currency transactions exceeding $10,000, and compliance with the Foreign Corrupt Practices Act.
		Non-compliance with various regulatory matters could result in monetary fines, loss of federal funds, reputational damage and more depending on the severity.

		7.10		Risk Management & Compliance		Privacy				Privacy is essential for protecting personal information, establishing trust, complying with regulations, maintaining ethical practices, driving innovation, and preserving individual autonomy.
  
Common areas included in this Sub-Taxonomy are Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act (HIPAA), General Data Protection Regulation (GDPR) and other international privacy regulations (such as China's Personal Information Protection Law, "PIPL", and Brazil's General Personal Data Protection Law, "LGPD"), Gramm-Leach-Bliley Act (GLBA), Personal Information Protection Law, and state consumer privacy regulations. 		Non-compliance can range from financial penalties to civil or criminal prosecution, loss of student/patient/consumer financial and personal information resulting in erosion of an organization's reputation. 

		7.11		Risk Management & Compliance		Title IX				Title IX/Equal Opportunity Services (EOS) prohibits sex (including pregnancy, sexual orientation, and gender identity) discrimination in any education program or activity receiving federal financial assistance. 

Common area included in this Sub-Taxonomy is sex-based harassment.

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to NCAA athletics.		Non-compliance with regulations results in negative publicity, disenfranchisement of students, financial penalties, or withdrawal of federal funds. 

		7.12		Risk Management & Compliance		Youth Protection				The youth protection program intends to identify events and activities that serve, or otherwise engage youth (defined as minors less than 18 on campus), and establish standards and protocols for their safety and protection. It also intends to guide staff and volunteer conduct, and to facilitate the identification of high-risk interactions and program characteristics.

Common areas included in this Sub-Taxonomy are Minor Education and Training, Prevention Programs, Safety and Supervision.		Harm coming to minors on campus, inappropriate one on one interactions with minors, federal and state regulatory violations through failure to report (e.g., instances of abuse) and access to alcohol/illegal drugs.

		8.1		Development & External Relations		Alumni Programs				An Alumni Program is an association, which brings former students together to maintain connection with their university and fellow graduates for professional and career development and networking. 

Common areas included in this Sub-Taxonomy are alumni events, professional development, and career services.		Lack of alumni development, insufficient revenue, and hindered ability to contact alumni about university operational needs. 

		8.2		Development & External Relations		Capital Campaigns				Capital campaigns are strategic fundraising initiatives designed to raise significant financial resources to support specific capital projects, often involving the construction, renovation, or expansion of buildings and infrastructure, including land, equipment, and technology. These campaigns aim to secure substantial donations from a variety of sources, including alumni, philanthropists, corporations, and foundations. The funds raised are typically earmarked for capital expenditures rather than ongoing operational expenses. 
		Limited pool of donors, tarnished donor involved in naming opportunities, fundraising goals not met, inappropriate use of capital campaign donations, non-compliance with regulations and tax law, and inaccurate financial reporting. 

		8.3		Development & External Relations		Community Outreach Programs				Community outreach programs are initiatives that aim to engage with and contribute positively to the surrounding community. These programs involve reaching out to local residents, organizations, and institutions to address community needs, foster collaboration, and enhance the overall well-being of the community. The goals of community outreach programs often include social responsibility, building positive relationships, and creating mutually beneficial partnerships. 

Common areas included in this Sub-Taxonomy are program planning, funding, and oversight. 		Non-compliance with state requirements, unsafe conditions for visitors on campus, decreased funding, and 'bad actors' due to inadequate onboarding of volunteers.

		8.4		Development & External Relations		Extended Education				Extended Education refers to educational programs and courses offered beyond traditional undergraduate and graduate degree programs. These programs are designed to meet the diverse learning needs at various stages of life and career. 

Common areas included in this Sub-Taxonomy are certification and continuing education programs. 		Decreased funding due to reduction in enrollment, non-compliance with academic procedures, fraudulent behavior due to inappropriate usage of program fees, and reputational damage.

		8.5		Development & External Relations		Foundations				Foundations refer to organizations that exist to support and advance the mission and goals of the university. These foundations typically operate separately from the institution but are closely aligned with it. The primary purpose is to secure and manage financial resources, often through fundraising efforts, to provide support for scholarships, research academic, programs, capital projects, and other initiatives. 

Use Development & External Relations - Gifts & Endowments Sub-Taxonomy for gifts since they are different from donations (e.g., charitable context, legal requirements, and tax implications). 		Non-compliance with policies and regulations to properly track, report, record and use foundation funds results in inability to support institution's strategic initiatives.

		8.6		Development & External Relations		Gifts & Endowments				Long-term gifts and endowments are used by institutions to earn investment income to fund campus operations and other activities. 

Common areas included in this Sub-Taxonomy are endowment management, bequests/estates, true endowments, terms endowments and quasi-endowments. 

Use Development & External Relations - Capital Campaigns Sub-Taxonomy for matters related to capital campaigns. 		Inappropriate or incomplete use of funds, incorrect valuation of gifts and failure to follow appraisal requirements, unsecure donor data, failure to collect pledges, incorrect recording and reporting, tarnished/tainted endowment donors, mismanagement of donor/endowment relationship, and failure to realize sufficient return on investment. 

		8.7		Development & External Relations		Government Affairs				Government affairs include how the institution interacts with agencies, regulators, legislatures, and other functions of the government. 

Common areas included in this Sub-Taxonomy are development of public policies and programs, generation of support for formal legislation, and management of public relations. 
		Failure to be apprised of changing legislative landscape; legal repercussions for inappropriate sharing of data with international collaborations; damaged brand integrity; fines or decreased appropriations due to improper implementation of new legislation; and negative legislative actions due to inadequate relations with legislative stakeholders.

		8.8		Development & External Relations		Public Affairs/Marketing & Communications				Public Affairs, Marketing, and Communications pay crucial roles in managing the institution's image, promoting its brand, and engaging with various stakeholders through brand and reputational management, internal and external communications, and social media management. 

Common areas included in this Sub-Taxonomy are social media, reputation management, and branding.		Failure to manage media presence results in adverse publicity, inconsistent messaging, and negative student and employee relations. 

		8.9		Development & External Relations		Stewardship Activities				Stewardship activities involve the responsible and ethical management of and planning for initiatives related to philanthropic resources. 
		Inappropriate investment management and use of funds, lack of donor record confidentiality, and inaccurate financial reporting. 

		9.1		Student Services & Enrollment Management		Academic Advising				Academic Advising is a collaborative educational process where students work with their advisors to meet essential learning outcomes, ensure student success, and outline the steps for achieving long-term academic, personal, and career goals. 

Common areas included in this Sub-Taxonomy are course selection, monitoring progress toward educational/career goals, Career Development Center referrals.		Failure to meet/exceed the institution's targeted retention and graduation rates, to achieve timely degree completion, to satisfy students with effective academic advice, and to obtain employment after graduation. 

		9.2		Student Services & Enrollment Management		Admissions				The goal of student admissions is to admit students who will contribute to challenging academics, a rich cultural environment, strong athletic programs, and varied extra-curricular activities.

Common areas included in this Sub-Taxonomy are Maintenance of Admission Eligibility Criteria.		Inability to maintain admission integrity, lack of control/mishandling of student records, applications not processed in timely manner, lack of controls to prevent override of existing admission policies, and failure to deliver a well-rounded student body. 

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1		Academic applications include the different systems, technology, and software that are used throughout the university to maintain academic program and catalog information, course schedules, student enrollment and registration, and student academic progress. 

Common systems in this Sub-Taxonomy are PeopleSoft Campus Solutions or Banner.		Exposure of protected FERPA student data.
Erroneous catalog data, preventing advising staff from service students.
Erroneous academic progress data.

		9.4		Student Services & Enrollment Management		Bookstore				The University bookstore serves to provide students with crucial learning tools to facilitate their educational mission, along with other goods and services.

Common areas included in this Sub-Taxonomy include management of sales revenue and purchases; management of employee data, supplier data, and customer data.		Unreported income, inability to effectively use limited space and resources to provide customer service, inability to manage costs and contracts, theft of merchandise, and failure to have course materials available for students.

		9.5		Student Services & Enrollment Management		Career Centers				Career Centers assist students and employers in finding/filling employment opportunities and developing professional skills. 

Common areas included in this Sub-Taxonomy are Employer Information Sessions, Career Advising, Professional Development Workshops, Networking Events, Mentorships.		Lack of monitoring and accountability for employers on campus, ineffective career assistance for students to obtain job opportunities after matriculation. 

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar				The Registrar on campus maintains student records and course data from when a student determines to enroll in the university through provision of transcripts after graduation. 

Common areas included in this Sub-Taxonomy are Class Registration, Graduation Requirements, Commencement Ceremonies, Transcript Preparation, and Academic Data Maintenance.		Enrollment errors causing cancellation of classes or overfilled classes, errors in student academic records, inaccurate awarding of degrees and honors, and failure to comply with transcript requests resulting in alumni passed over for employment opportunities. 

		9.7		Student Services & Enrollment Management		Financial Aid				Financial aid is the monetary aid the university is able to offer to some of their students. 

Common areas included in this Sub-Taxonomy are Financial Grants, Loans, Scholarships, and Work-study.		Non-compliance with scholarship criteria, awards/nonresident tuition waivers given to ineligible students, non-compliance with financial aid regulations. 

		9.8		Student Services & Enrollment Management		Food Services				Food Services provide on-campus cash and meal plan based dining options, which is an element of student satisfaction.

Common areas included in this Sub-Taxonomy are Cafeterias, Catering Operations, Meal Plan Options, Grocery Stores, and Campus Restaurants.		Failure of vendors to perform in accordance with existing contracts, to ensure costs of operations are covered, to maintain food safety, to meet student satisfaction, and to comply with alcoholic beverage regulations. 

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health				Healthcare/Mental Health include those healthcare services provided to students on campus as well as dissemination of healthcare educational material on campus, from medical to mental health. 

Common areas included in this Sub-Taxonomy are University/Clinic Setting -  Health and Wellness Education, Vaccines and Immunizations, Medical Treatments, and Mental Health Outreach Programs.		Failure to deliver students satisfactory and timely care, to provide accurate health information, to refer seriously ill students to higher levels of care. 

		9.10		Student Services & Enrollment Management		Library Services				Library Services supports the process of research and education by helping users find information (print or electronic) and ascertain its value.

Common areas included in this Sub-Taxonomy are dissemination of information and promotion of knowledge.		Inaccurate oversight over library operations resulting in mismanaging the budget, lack of planning and negotiating to acquire materials, insufficient stacks maintenance, non-collection of fees, and mishandling events. 

		9.11		Student Services & Enrollment Management		Recreation & Activities				Recreation and Activities provide students with an outlet for spare time, increased retention, and improved health and wellness. 

Common areas included in this Sub-Taxonomy are include student recreational centers, intramural and club sports, and other recreational activities

Use a Sub-Taxonomy from the Athletics Taxonomy for matters related to NCAA athletics.		Unsafe conditions resulting in injury to students or staff, unauthorized access to locker rooms, failure to provide students with satisfactory activities. 

		9.12		Student Services & Enrollment Management		Recruitment & Orientation				Recruitment and orientation attracts and encourages new students to apply for admission to the university and provide orientation through campus tours, ambassadors and outreach.

Common areas included in this Sub-Taxonomy are attracting enrollment candidates, student onboarding, networking, relationship building and orientation.		Declining enrollment, insufficiently enrolled classes, inability to attract students to attend university, inadequate campus financing. 

		9.13		Student Services & Enrollment Management		Student Conduct				Student conduct is governed by the rules and regulations put in place for students to abide by when attending the university. This may be overseen by Judicial Affairs or similar office. 

Common areas included in this Sub-Taxonomy are resolution of misconduct charges, and promoting high standards of behavior, safety, and welfare.		Disciplinary hearings that fail to follow due process or failure to provide students with appropriate notice to defend themselves, lack of understanding student conduct code, and failure to uphold the Student Code of Conduct. 

		9.14		Student Services & Enrollment Management		Student Counseling Center				Student Counseling Centers provide students with one-on-one access to crisis support, behavioral counseling, sexual assault support, and assistance with alcohol and drug addiction. 

Common areas included within this Sub-Taxonomy are Individual and Group Therapy, Consultation, and Crisis Intervention.

Use Student Services & Enrollment Management - Healthcare/Mental Health Sub-Taxonomy for matters related to mental health outreach and prevention.		Incidents on campus resulting in harm to students and institutional reputation/financial damages; lack of student well-being/satisfaction leading to decreased retention and lower graduation rates; failure to provide resources to prevent student self-harm.

		9.15		Student Services & Enrollment Management		Student Housing				Student housing can be the first opportunity to live away from home with a goal of enhancing the living and learning environment and providing a social network and infrastructure for campus daily living.

Common areas included in this Sub-Taxonomy are Residence Halls and Campus Facilities.		Failure to maintain safe and sufficient on-campus housing, unsafe living environments on-campus, inability to contend with off-campus offerings, poor housing assignments leading to student dissatisfaction.

		9.16		Student Services & Enrollment Management		Student Organizations				Student Organizations and associations provide students with opportunities to meet each other, develop leadership skills, manage activities/events, find their place at school, and grow as individuals. 

Common areas included in this Sub-Taxonomy include academic clubs and teams, Greek life, and other student run organizations.  		Theft of organization funds, inability to locate faculty sponsor, failure to follow charter, hazing, possibility of negative press/reputation.

		9.17		Student Services & Enrollment Management		Student Retention & Graduation				Student Retention and Graduation serves to assist with defining success for each student at university, cultivate relationships and build a sense of belonging through graduation and advanced degree programs.

Common areas included in this Sub-Taxonomy are engagement and connection programs.		Failure to retain students results in transfers, decreased graduation rates, and decreased alumni engagement.

		9.18		Student Services & Enrollment Management		Veteran/Military Services				Veterans and military members may require additional services and have additional rights as they either return to civilian life or are called to duty. Universities frequently offer special orientation and recruitment programs, financial aid, counseling, academic support and housing to those who have served. 

Common areas included in this Sub-Taxonomy are GI Bill and Hazelwood Benefits.		Failure to support students who are deployed, failure to coordinate veterans benefits or have programs specialized for veteran/military students, lack of preparation for students called to active duty, inaccurate tracking of tuition hour/fee benefits, and non-compliance with federal and state laws related to veterans' rights and benefits. 

		10.1		Instruction		Accreditation				Accreditation is an independent third-party evaluation of a program or institution to see if it meets established standards and is able to provide students a quality education. 

Common areas included in this Sub-Taxonomy are institutional fiscal stability, curricular quality, student support resources, faculty and student outcomes.

Use Patient Care Operations - Accreditation & Attestation Sub-Taxonomy for matters related to healthcare facility accreditation (such as The Joint Commission).		Failure to maintain certain accreditations and standards results in reputational damage, loss of federal funding, and inability to operate. 

		10.2		Instruction		Application Systems - Instruction		0.9		Application Systems for Instruction include the software and technology tools used to deliver the academic programs of the institution.

Common areas included in this Sub-Taxonomy are learning management and course delivery system such as Canvas, testing and evaluation systems such as Bluebook, and others.		Lack of access by students to necessary learning materials.
Academic integrity issues caused by insecure testing systems.
Inability to deliver online instruction.

		10.3		Instruction		Faculty Productivity				Faculty Productivity includes establishing expectations for faculty in the areas of teaching, research, service obligations, publishing, and administration needs. 
		Lack of appropriate monitoring/targets, misalignment of compensation with productivity expectations, inefficient use of resources, inability to satisfy student demand for courses, and inadequate time for research/publication.

		10.4		Instruction		Faculty Recruitment				Faculty Recruitment includes attracting qualified educators to be faculty and researchers at the institution. 

Common areas included in this Sub-Taxonomy are Search Coordination and Process of Appointing Teaching Candidates.		Failure to achieve faculty hiring goals, failure to increase tenure track faculty, inadequate faculty to teach offered courses, inability to attract and retain quality faculty and research funding.

		10.5		Instruction		Faculty Tenure & Promotion				Faculty Tenure and Promotion offers educators opportunities to progress through their careers from instructor through full (tenure) professor based on multiple criteria. Tenure generally provides professors with a guaranteed position through retirement, even in the face of disagreements with administration. It is based on their accomplishments in the areas of research, teaching, and service. 
		Ineffective process for tenure review, faculty misconduct impact on funding and reputation, and loss of top academic talent to other universities.

		10.6		Instruction		Graduate Medical Education				Graduate Medical Education (GME) refers to the period of education in a particular specialty (residency) or subspecialty (fellowship) following medical school. Common GME Program Requirements include oversight, program leadership, resident appointments, educational components, program evaluation, and a learning and working environment that includes programs designed to keep patients safe, maintain professionalism, well-being, mitigate fatigue, designate clinical responsibilities and gain clinical experience.

Common areas included in this Sub-Taxonomy include program oversight and leadership, resident appointments, educational components, program evaluation, professionalism, resident well-being, designation of clinical responsibilities and clinical experience, and a learning and working environment that includes elements designed to keep patients safe.		Failure to comply with Accreditation Council for GME programs requirements result in reputational damage and loss of federal funding. 

		10.7		Instruction		Graduate/PhD Programs				Graduate/PhD Programs offer advanced degrees to candidates looking to further their education, often in search of career advancement. 

Common areas included in this Sub-Taxonomy are Advanced Degree Course Development/Academic Programs, Degree Program Development, Grading Practices.		Lack of student preparation for advanced degree program, misalignment of undergraduate course work with graduate school prerequisites, lack of accredited program, lack of assistance for graduate/PhD students, graduate programs are not evolving with the changes in their respective areas, lack of assistance with career development, poor reputation of program, lack of digital approach to learning, and student lack of access to classes due to competing priorities.

		10.8		Instruction		International Programs 				International Programs add a global dimension to the education of students by hosting programs at overseas campuses and supplementing the institution's domestic talent with international talent. These programs must meet governmental requirements, including immigration sponsorships and work visas.  This may be overseen by International Affairs or similar office. 
		Failure to comply with federal regulations for hiring, failure to properly manage I9/visa process, non-compliance with federal funding requirements, lack of monitoring of visa status, exposure to unsafe conditions during travel.

		10.9		Instruction		Medical Professions Schools				Medical Professions Schools involves students taking part in classroom and practical training to enhance knowledge of healthcare practices. Depending on the medical profession, students complete clinical rotations where they work with patients, collaborate with healthcare professionals and gain experience in medical specialties. 

Common areas included in this Sub-Taxonomy are Academic Administration, Strategic Planning, Continuing Education - Review, and Personnel Management.		Inadequate funding, poor oversight requirements, inadequately prepared medical students, student burnout and stress. 

		10.10		Instruction		Undergraduate Programs				Undergraduate Programs are the core offering of universities and include a multitude of majors, certificates and programs offered to students. 

Common areas included in this Sub-Taxonomy are Undergraduate Course Development/Academic Programs, Degree Program Development, Grading Practices.		Loss of standing against other universities based upon negative course/degree experiences, decrease in students pursuing specific majors or programs, lack of access to desired programs/majors, and grading practices that do not follow guidelines. 

		11.1		Patient Care Operations		Accreditation & Attestation				Accreditation & Attestation in healthcare is an objective evaluation process that helps organizations measure, assess, and improve performance in order to provide safe, high quality care for patients.  These standards are set by private, nationally recognized groups that check on the quality of care at healthcare facilities and organizations (most commonly, The Joint Commission). 

Common areas included in this Sub-Taxonomy are compliance with National Patient Safety Goals, Field Reviews, compliance with Universal Protocols.		Failing to meet safety, academic and/or quality standards, inconsistent processes, and inadequate documentation.

		11.2		Patient Care Operations		Biomedical Device Management				Biomedical Device Management of medical devices that contribute to improving patient safety and patient care.  

Common areas included in this Sub-Taxonomy are Disinfection, Equipment Safety, Equipment Maintenance and Lifecycle, Regulatory Requirements, and Inventory Tracking. 		Lack of cleaning spreads disease/infection, lack of maintenance to ensure equipment works properly, non-compliance with regulatory requirements. 

		11.3		Patient Care Operations		Case Management				Case management is a healthcare process in which a professional helps a patient develop a plan that coordinates and integrates the support services that the patient needs to optimize the healthcare and psychosocial possible goals and outcomes. 

Common areas included in this Sub-Taxonomy include Treatment Planning, Monitoring and Advocacy. 		Ineffective collaboration, lack of visibility, time management issues, and inappropriate patient hospital admission/discharge decisions.

		11.4		Patient Care Operations		Census Management				Census management is the process by which doctors, advanced practice providers, and their support staff keep track of which patients are in different units of the hospital/facility (such as ICU, ED, Telemetry). It is particularly important for facilities to conduct accurate census counts as a revenue tool and because Medicare and Medicaid use these results to determine their funding distributions.

Common areas included in this Sub-Taxonomy are Patient Tracking and Provider Trade-offs. 		Failure to manage the census can jeopardize availability of care for individuals requiring specific monitoring or inappropriate resource consumption.

		11.5		Patient Care Operations		Clinics				Clinics are locations where outpatients are given medical treatment/advice. 

Common areas included in this Sub-Taxonomy are urgent care clinics, cardiovascular clinics and wound care.		Operational ineffectiveness resulting from poorly trained staff or inadequate resources. 

		11.6		Patient Care Operations		Dental Services				Dental services include diagnostic, preventive, or corrective procedures furnished by or under the supervision of a dentist. 

Common areas included in this Sub-Taxonomy are General Services, Pediatric Services, Cosmetic Services, Endodontic Procedures, Orthodontic Services, Periodontal Treatment, Oral Surgery and Dental Sedation. 		Negligence in dental procedures, lack of proper sterilization of dental equipment, exposure to bloodborne pathogens/chemical agents, inappropriate safeguards while under sedation.

		11.7		Patient Care Operations		Emergency Department				The Emergency Department (ED) provides immediate treatment for acute illnesses and trauma. 

Common areas included in this Sub-Taxonomy are ED Registration, ED Staffing, ED Turnaround Times, Chart Management, Charge Capture, and Emergency Medical Treatment and Active Labor Act (EMTALA).		Lack of capacity, high length of stay, declining reimbursements, long wait times for treatment, and inability to meet staffing demands.

		11.8		Patient Care Operations		Laboratory				Laboratories provide physicians and patients with a variant of diagnostic tests important biological values to support patient care and treatment. 

Common areas included in this Sub-Taxonomy are  Specimen Processing, Outreach, Blood Bank, Pathology, Related Billing Compliance and Charge Capture.		Chemical, biological, physical and radioactive hazards; delay in communicating critical values to patients/physicians; errors/miscalculations. 

		11.9		Patient Care Operations		Medical Procedures				Hospitals are the primary care setting for medical procedures which require a high level of monitoring.

Common areas included in this Sub-Taxonomy are medical procedures such as Surgery, Orthopedic, Endoscopy,  Interventional Radiology, and Oncology. 

Use Patient Care Operations Sub-Taxonomies Radiology/Advanced Imaging, Pharmacy, and Laboratory for related procedures.		Performed without sufficient attention to protocols due to communication errors, staffing issues, etc. which result in malpractice, reputational damage, and negative healthcare consumer feedback. Not scheduled appropriately.

		11.10		Patient Care Operations		Patient Care Risk Management				Patient Care Risk Management is the prevention of errors and adverse effects to patients associated with healthcare. 

Common areas included in this Sub-Taxonomy are surgical safety, device disinfection, perinatal safety, and healthcare associated infections.		Medication, surgical, and diagnostic errors; sepsis; patient falls; and patient harm.

		11.11		Patient Care Operations		Pharmacy				Pharmacies prepare and dispense medications.

Common areas included in this Sub-Taxonomy are Inpatient, Compounding, Outpatient, Specialty and Retail Pharmacy.		Dispensing errors, adverse drug effects on patients, compounding of drugs in unsterile/unsafe areas, lack of access to specialty medications, unsafe working conditions for pharmacy workers, and loss/theft of controlled substances.

		11.12		Patient Care Operations		Physician & Staffing Management				Physician and Staffing management consists of the processes, tactics, and strategies that are needed to identify, recruit, and retain physicians/employees within an organization to deliver healthcare services to patients and further the healthcare educational environment.

Common areas included in this Sub-Taxonomy are Credentialing, Recruitment and Staffing, Performance, and Staff Training. 		Making negligent hires, lack of investigation into false credentials or misconduct reports, failure to meet productivity standards, ineffectively trained healthcare team members, and employee turnover.

		11.13		Patient Care Operations		Practice Acquisitions				Practice Acquisitions and relationships are necessary to provide a system of healthcare to patients. Health systems may contract to build physician practices to serve patients due to labor shortages; university affiliated health systems must have a complete suite of physician specialties for medical students to gain experiential learning. Health systems commonly enter into joint ventures and strategic alliances to partner in sharing revenues, markets, assets, knowledge, etc. to address needs of specific patient care. 

Common areas included in this Sub-Taxonomy are Physician Contracting, Operations, Accounting and Monitoring. 		Electronic health record (HER) compatibility issues, inadequate funding, non-compliance with the Joint Venture Agreement, differing profit/outcome expectations, lack of communication, non-compliance with Stark Regulations and unclear accountability.

		11.14		Patient Care Operations		Practice Plan Bylaws				Practice Plan Bylaws serve as the formal self-governance structure of the physicians and, if applicable, other licensed and credentialed providers, as delegated by the Board of Regents (applicable for both practice plan and hospital).
		Non-compliance with regulatory standards, poorly constructed bylaws, lack of periodic review, and selective enforcement of bylaw requirements.

		11.15		Patient Care Operations		Practice Plan Financial Performance				Practice Plan Financial Performance requires a comprehensive understanding of its revenues, expenses, profitability and cash flows. Physician practices operating as part of a health system often generate losses funded through positive earning elsewhere in the health system. This is done to be able to offer a full spectrum of care to patients or offer experience to medical students. 
		Inability to manage excess of expenses over revenues, lack of alignment with profitable strategies elsewhere in the health system, and physician dissatisfaction through inadequate compensation.

		11.16		Patient Care Operations		Practice Plan Physician Appointments				Practice Plan Physician Appointments include placement of medical students/faculty to doctors' offices, certain committees and leadership roles/various specialties. 
		Inability to recruit and retain faculty to achieve institutional mission, inability of students to obtain experiential learning, and decreased customer satisfaction/patient loss.

		11.17		Patient Care Operations		Practice Plan Physician Relations				Practice Plan Physician Relations is the process of proactively developing and nurturing physician relationships in order to generate new referrals and improve patient outcomes.

Common area included in this taxonomy are Managing Referrals, Reporting of New Referrals and Physician Contracting. 		Non-compliance with regulations regarding referrals and Stark regulations, and physician dissatisfaction.

		11.18		Patient Care Operations		Quality				Quality standards are tools for helping healthcare systems deliver consistent, high-quality care to support the health of patients and the population. They describe key aspects of high-quality services for a condition or topic to guide opportunities for improvement that can lead to better health outcomes. The standard of care is the benchmark that determines whether professional obligations to patients have been met. 

Common areas included in this Sub-Taxonomy are standard reporting, healthcare consumer advocacy metrics and quality scores.		Failure to meet the standard of care due to negligence, malpractice, etc.; reputational damage through patient harm events; and negative consumer reporting of healthcare services received. 

		11.19		Patient Care Operations		Radiology/Advanced Imaging				Radiology/Advanced Imaging is the science dealing with X-rays and other high-energy radiation for the diagnosis and treatment of disease and includes services such as CT Scans, MRIs, X-Rays and Ultrasounds. 

Common areas included in this Sub-Taxonomy are Chart Management/Quality Control, Hazardous Materials/Waste Management, Film/Image Storage.  		Incorrectly read or reported images allowing progression of disease, delays in providing results to patient-facing physicians, overexposure to radiation causing harm (e.g., skin burns, loss of hair, and increased incidence of cancer).

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05		Application used to track patient care episodes from registration and appointment scheduling (i.e., front end)  to the final payment of a balance (i.e., back end). 

Common areas included in this Sub-Taxonomy are technologies used in Patient Scheduling, Patient Collections, Insurance Follow up, Charge Capture, Claims Coding, Claim Submission, Remittance Processing.		Challenges with  technology integration, regulatory compliance,  financial management and staff training and education.
Insufficient security leading to exposure of patient health information.
Inaccurate billing and unrealized revenue.

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle				Back-End Revenue Cycle consists of billing and collecting for patient treatment, which involves the tasks performed after discharge to the time it takes for final account resolution, including billing, collections, insurance/claims follow up, cash posting, bad debt/charity write-offs and denials management. 

Common areas included in this taxonomy are Claims Billing, Collections, Investigation of/Follow-up on Reimbursement Differences, and Claims Denials Management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting, decision making, and dissatisfied patients. 

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle				Front-End Revenue Cycle encompasses all Patient Access services, which involves the tasks performed pre-arrival to the time of admission, including scheduling, authorizations, pre-registration, insurance verification, financial counseling, upfront collections, medical necessity, notification of admissions and registration. 

Common areas included in this Sub-Taxonomy are patient scheduling, registration, admitting/patient access.		Lack of preventative practices in place prior to patient visits that would help providers reduce the likelihood of denied claims (e.g., missing or incorrect information, outdated insurance, no prior authorization, not medically necessary, etc.).  Errors, delays, and inefficiencies within these processes can compromise the timeliness of revenue, financial reporting and decision making.

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle				Mid-Revenue Cycle occurs during or after a patient receives medical treatment but before a billing claim is generated, including coding diagnoses and procedures, capturing charges, verifying that clinical documentation/medical records supports the services rendered (Health Information Management). 

Common areas included in this Sub-Taxonomy are departmental charging, coding, and medical record management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting and decision making along with denials of payment by insurance/governmental payors.

		13.1		Athletics		Academic Services				Academic Services are provided to student athletes to assist them with class success in order to stay academically eligible, while traveling, practicing and participating in team events. 

Common areas included in this Sub-Taxonomy are Athletics Tutors, Athletics Academic Advisors, and Academic Integrity.		Academic dishonesty, athlete academic ineligibility, loss of athletes due to transfers, and decreased graduations rates for athletes. 

		13.2		Athletics		Athletics Compliance				Athletics Compliance involves conducting competitive athletics programs with integrity and in compliance with the NCAA and member school rules and regulations. 

Common areas included in this Sub-Taxonomy are Eligibility, Athletics Recruitment, Athletics Financial Aid, Title IX, Conference Compliance.		Non-compliance with NCAA and Conference rules and regulations, including Title IX. 

		13.3		Athletics		Athletics Revenues				Athletic Revenue arises from merchandising, television/streaming revenue, ticket sales for different athletic events, and other goods and services. 

Common areas included in this Sub-Taxonomy are individual tickets, fundraising/sponsorships, TV, and season tickets.		Inaccurate measurement of viewership, non-renewal of season tickets/decreased fundraising due to poor experience or facilities, theft of cash ticket/food sales, ineffective revenue collection procedures and controls.

		13.4		Athletics		Boosters & Related Activities				Boosters and Related Activities support athletics through volunteering and raising funds. The NCAA Name, Image & Likeness (NIL) policy allows student athletes to earn benefits and be compensated for using their image and name, which affects the rules around compensation of non-professional athletes.

Common areas included in this Sub-Taxonomy are Booster Payments, Booster Events, and, Name, Image, Likeness Agreements.		Inappropriate gifts and opportunities offered to students, failure to follow conference NIL reporting requirements and exposure of donor information.

		13.5		Athletics		Event Management				Event Management relates to planning of events that are put on by the athletics department, including any outside vendors that may be needed for the events. 

Common areas included in this Sub-Taxonomy are Catering, Planning/Coordinating Events, and Event Payments.		Non-compliance with vendor contracts, lost revenue via collection/payment misappropriation. 

		13.6		Athletics		Financial Management				Financial Management includes other financial items such as expenses, financial reporting activities, budgetary oversight, contracting and procurement, etc. related to athletics.

Common areas within this Sub-Taxonomy are coaches contracts, travel.		Budget shortfalls, lack of operational controls, improper purchasing and travel practices, non-compliance with financial reporting requirements.

		13.7		Athletics		Operations				Operations of athletic programs require top notch facilities and agile operations staff to provide competitive teams and game day experience. 

Common areas included in this Sub-Taxonomy are Facilities, Practice Facilities, Game Day, Travel, Camps and Clinics.		Facilities do not meet standards, inadequate travel arrangement leading to poor athletic performance, transfer/exit of student athletes and poor game day experience for guests. 

		13.8		Athletics		Safety & Security				Safety and security is necessary for visitors, students, athletes and faculty when they are in the different athletic department venues as well as when they are participating in athletic games/events. Athletes also require unique medical care.

Common areas included in this Sub-Taxonomy are Sports Medicine, Medical Care, Building and Venue, Security.		Staff or athlete injuries, non-compliance with safety regulations, failure to appropriately chaperone student athletes during medical visits/procedures, harm to campus visitors/staff/students through acts of violence during competitions, and failure to support athlete mental health. 
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		9.7		Student Services & Enrollment Management		Financial Aid

		9.8		Student Services & Enrollment Management		Food Services

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health

		9.10		Student Services & Enrollment Management		Library Services

		9.11		Student Services & Enrollment Management		Recreation & Activities

		9.12		Student Services & Enrollment Management		Recruitment & Orientation

		9.13		Student Services & Enrollment Management		Student Conduct

		9.14		Student Services & Enrollment Management		Student Counseling Center

		9.15		Student Services & Enrollment Management		Student Housing

		9.16		Student Services & Enrollment Management		Student Organizations

		9.17		Student Services & Enrollment Management		Student Retention & Graduation

		9.18		Student Services & Enrollment Management		Veteran/Military Services

		10.1		Instruction		Accreditation

		10.2		Instruction		Application Systems - Instruction		0.9

		10.3		Instruction		Faculty Productivity

		10.4		Instruction		Faculty Recruitment

		10.5		Instruction		Faculty Tenure & Promotion

		10.6		Instruction		Graduate Medical Education

		10.7		Instruction		Graduate/PhD Programs

		10.8		Instruction		International Programs

		10.9		Instruction		Medical Professions Schools

		10.10		Instruction		Undergraduate Programs

		11.1		Patient Care Operations		Accreditation & Attestation

		11.2		Patient Care Operations		Biomedical Device Management

		11.3		Patient Care Operations		Case Management

		11.4		Patient Care Operations		Census Management

		11.5		Patient Care Operations		Clinics

		11.6		Patient Care Operations		Dental Services

		11.7		Patient Care Operations		Emergency Department

		11.8		Patient Care Operations		Laboratory

		11.9		Patient Care Operations		Medical Procedures

		11.10		Patient Care Operations		Patient Care Risk Management

		11.11		Patient Care Operations		Pharmacy

		11.12		Patient Care Operations		Physician & Staffing Management

		11.13		Patient Care Operations		Practice Acquisitions

		11.14		Patient Care Operations		Practice Plan Bylaws

		11.15		Patient Care Operations		Practice Plan Financial Performance

		11.16		Patient Care Operations		Practice Plan Physician Appointments

		11.17		Patient Care Operations		Practice Plan Physician Relations

		11.18		Patient Care Operations		Quality

		11.19		Patient Care Operations		Radiology/Advanced Imaging

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle

		13.1		Athletics		Academic Services

		13.2		Athletics		Athletics Compliance

		13.3		Athletics		Athletics Revenues

		13.4		Athletics		Boosters & Related Activities

		13.5		Athletics		Event Management

		13.6		Athletics		Financial Management

		13.7		Athletics		Operations

		13.8		Athletics		Safety & Security






Exhibit B — FY 2025 Audit Work Plan

Engagement Title

Operations

Budgeted Hours

Engagement Objective

Responding to requests made by the UT System Audit Office, SAO, etc., including

ERM Risk

2030 Strategic Plan

UT System Audit Office Initiatives

Participation in UT System requested committees, workgroups, research activities,

UT System, SAO, etc., L. . . L - X .
. 100 periodic reports, metrics, and responding to significant findings, time summaries, CAE N/A N/A
Reporting/Requests . . . .
bi-weekly calls, Internal Audit Council meetings, TM calls, etc.
Required report of Internal Audit Activity - Texas Internal Auditing Act. Report due
Annual Internal Audit Report 30 aul P Y _I chv! y xas uarting Ac P Y N/A N/A
November 1, 2024 to State Auditor's Office.
Audit Committee Preparation and
R P 300 Preparation, participation and attendance at Audit Committee meetings. N/A N/A
Participation
Quality Assurance Review - or other Participation in QAIP management and act.ivities.. Ongoing qualitY improvement of the
. . 40 department. A big part of the FY 2025 review will relate to ensuring we comply with N/A N/A
internal processes and activities .
the New Global IIA guidance.
FY 2026 Annual Work Plan
Development & Risk Assessment 300 Preparation of the FY 2026 Audit Plan, including risk assessments. N/A N/A
Process
Implementation of eCase 300 Implementation, transition, maintenance, training, adopting best practices and user N/A N/A
support for the new eCase tool.
Includes hiring, development, budgeting, performance appraisals, administrative
Executive Management and 370 duties, leadership, managing outsourcing activities, promoting the internal audit N/A N/A
Leadership of the IA Department department, executive meetings, and all other responsibilities of the CAE and/or Asst.
Director that are not directly attributable to a specific audit project.
Staff meetings to discuss updates/status of multiple audit projects. This includes staff
Project Status Staff Meetings 370 ; Ing ] Iscuss up /statu ultiple audit proj s Inciu N/A N/A
bi-weekly 1:1s with the CAE.
Subtotal - Hours and Percent of Plan 1810 19%

Development

and Participation 100 etc. N/A N/A

Audit Strategic Plan 25 Ensure the audit strategic plan is up to date and aligned with UTA's 2030 plan. N/A N/A
Preparation and participation as a volunteer in professional associations such as IIA,

Professional Organization and 100 ACUA, TACUA, ISACA, etc. David runs the CAE Roundtable for the Dallas Chapter of N/A N/A

Association Participation the IIA and serves on their Board of Governors. Dana serves as a board member of
TACUA.

Ind|V|d.uaI Cont|num.g.Prof.e55|on.aI Preparation and participation in professional associations such as IIA, ACUA, TACUA,

Education (CPE) Training (including 320 N/A N/A
ISACA, etc.

related travel)
New hire training, as well as participation in training that enhances development but

Non CPE related training 100 where CPE is not earned (i.e. University required Compliance training; UTShare N/A N/A
training, etc.).

Subtotal - Hours and Percent of Plan 645 7%
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Instructions & Validation

		RISK ASSESSMENT & AUDIT PLAN (RAAP) INSTRUCTIONS & DATA VALIDATION CHECKS



		Yellow tabs are required.

		Green tabs contain information to use as a reference.



		Instructions & Validation																				Click for:		Recording		PPT Slides

		This tab contains general instructions and reference information for completing this RAAP Migration Tool. Additionally, the RAAP webinar recording and PowerPoint presentation slides can be found on the UT Systemwide Internal Audit website.

		Tabs A-C have data validation checks to help guide users in completing this tool. In general, cells with missing or mismatched data will be highlighted in yellow to indicate that they should be reviewed.

		Click on the highlighted cells in this column to travel to the respective tabs in this workbook.

		Risk Scoring

		Click the link above to travel to the 'Risk Scoring' tab, which explains the new UT System risk scoring formulas and definitions that are the result of the Risk Assessment Work Group and Crowe team.

		Taxonomy Definitions

		Click the link above to travel to the 'Taxonomy Defs' tab, which describes the updated UT System Taxonomy that is the result of the Risk Assessment Work Group and Crowe team.

		A – Fiscal Year Plan Tab (previously called 'Risk List & Scoring')

		Institution: Drop-down is populated with the listing of UT System institutions. Select one choice.

		Objective at Risk: Enter a strategic initiative or functional/operational objective impacted by the risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

				FYI: For engagements on the Audit Plan that are not typically tied to an Objective at Risk, System Audit will add a general Objective at Risk for each of the IV, FL, OP, IE, and XX categories so such engagements (see below, under 'B - Engagements' tab) can be originated within eCase Audit.

		Objective Details (optional): Use, as needed, to expand description of the concise Objective at Risk.

		Objective Addressed on Audit Plan: Drop-down is populated with Yes and No. However, in eCase Audit, if an Engagement is originated from an Objective at Risk, workflow rules will automatically record a Yes, so leave blank for now.

		Risk Statement:  Enter a risk that could impact achievement of the related Objective at Risk. Note that this is a smaller text field in eCase Audit, so describe concisely.

		Risk Details (optional): Use, as needed, to expand description of the concise Risk Statement.

		Primary & Sub-Taxonomy: Select the Primary Taxonomy from the first drop-down and then the corresponding Sub-Taxonomy from the second drop-down (both are required).

		Probability: Drop-down is populated with numerical values ranging from 1-4 (Low-Certain) and conditionally formatted with the corresponding colors.  Select one choice.

		Impact: Drop-down is populated with numerical values ranging from 1-4 (Minor-Major) and conditionally formatted with the corresponding colors.  Select one choice.

		Risk Score & Risk Rank: No entry needed. Automatically calculates the Risk Score based on Probability/Impact rankings (35/65%) and displays the associated Risk Rank (and conditionally formatted with the corresponding colors). DO NOT OVERWRITE. See 'Risk Scoring' tab for details.

		Calibrated Risk Score: No entry needed. Automatically calculates the Calibrated Risk Score (CRS) based on the Risk Score multiplied by a calibration weight.  Only IT-related Sub-Taxonomies from any Primary Taxonomy will have a CRS (and be conditionally formatted using a color scale, or grey for those without CRSs).

		Risk Statement Addressed On Audit Plan: Drop-down is populated with Yes and No. If Risk Rank is Critical or High, this cell will be highlighted if left empty. Select one choice.

		Engagement Title: Enter Engagement Title, as appropriate. If On the Audit Plan? is marked Yes, this cell will be highlighted if left empty. 

		Risk Mitigating Factor: Enter Mitigating Factor, as appropriate. If Risk Score is Critical or High and On the Audit Plan? is marked No, this cell will be highlighted if left empty.

		B – Engagements Tab (previously called 'Audit Plan')

		Institution & Audit Plan Category: Drop-down for each is populated with the selections in the legend below. Select one choice for each.

						Institution												Audit Plan Category

				ARL		UT Arlington										AS		Assurance Engagement

				AUS		UT Austin										ASCF		Assurance Carryforward

				DAL		UT Dallas										AD		Advisory Engagement

				ELP		UT El Paso										ADCF		Advisory Carryforward

				PRB		UT Permian Basin										RQ		Required Engagement

				RGV		UT Rio Grande Valley										RQCF		Required Carryforward

				SAN		UT San Antonio										IV		Investigation

				SFA		Stephen F. Austin										IVCF		Investigation Carryforward

				TYL		UT Tyler										FL		Follow-Up

				SMC		UT Southwestern										OP		Operations

				MBG		UT Medical Branch										IE		Initiatives and Education

				HSC		UT HSC-Houston										XX		Reserve

				HSA		UT HSC-San Antonio

				MDA		UT MD Anderson

				SYS		UT System Administration

		Engagement Title: Drop-down will be populated with entries made in the Engagement Title column in the ‘A - FiscalYearPlan’ tab. Select one choice. Or, enter Title for Engagements not tied to a Risk Statement by typing directly in cell (e.g., items in Follow-Up, Reserve, Investigations, Operations, and Initiatives & Education Categories).

		Budgeted Hours: Enter the original budgeted hours based on the approved audit plan. Use whole numbers only.

				SUM of Budgeted Hours now found in header row (far right; see Column K) due to eCase formatting needs


				SUM checks against Total Audit Hours from Tab C - Available Audit Hours (Column O)


		Engagement Risk Ranking: Drop-down is populated with N/A, Critical, High, Medium, and Low. Select one choice that is most applicable based on related Risk Statement Ranking(s).

		Primary Taxonomy: Drop-down is populated with the 13 Primary Taxonomy selections. Select one choice that is most applicable based on related Risk Statement Taxonomy(ies).

		Engagement Objective: Enter a short description of the Engagement Objective.

		C – Available Audit Hours Tab

		Enter details to compute Available Audit Hours.

		Total Audit Hours will be highlighted yellow if it does not match the Total Budgeted Hours on the ‘B – Engagement’ tab.

		Percent of Audit Hours (compared to Total Available Hours) will be highlighted yellow if outside the range of 70% to 80%.

		Note: NEW formula will auto-calculate Net FTE (based off Total Available Hours, less co-source).  Vacancies (# of Net FTEs) should still be entered, which will then add up to the Gross FTE (now also calculates).



https://utsystemadmin.sharepoint.com/sites/UTSystemwideAudit/SitePages/Annual-Audit-Plan.aspxhttps://utsystemadmin.sharepoint.com/:v:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY25%20RAAP%20Webinar%20-%2003.01.24.mp4?csf=1&web=1&e=QEZ4tbhttps://utsystemadmin.sharepoint.com/:b:/r/sites/UTSystemwideAudit/Document%20Library/Annual%20Risk%20Assessment%20%26%20Audit%20Plan/FY%202025%20Risk%20Assessment%20Process%20%E2%80%93%2003_01_24%20Webinar%20Slides.pdf?csf=1&web=1&e=UEX7ko

A - Fiscal Year Plan

		Fiscal Year		Institution		Unique ID Objective		Objective at Risk		Objective Details (optional)		Objective Addressed on Audit Plan (Y/N)		Unique ID Risk State.		Risk Statement		Risk Details (optional)		Primary Taxonomy		Sub-Taxonomy		Probability		Impact		Risk Score		Risk Rank		Calibrated Risk Score		Risk Statement Addressed On Audit Plan (Y/N)		Linked Engagement ID		Engagement Title		Risk Mitigating Factor

		2025		UT Arlington				Assist Baker Tilly with completion of FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office).								Failure to accurately report financial activities per NCAA requirements for Athletics. 				Athletics		Athletics Revenues		2		2		2.00		Medium				Yes				FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)						Athletics

				UT Arlington				Assist Deloitte with completion of FY 2024 Annual Financial Report (AFR) Audit.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2024 Annual Financial Report (AFR) Audit						CFO		Required

				UT Arlington				Assist Deloitte with completion of FY 2025 Annual Financial Report (AFR) Interim Work.								Failure to accurately report financial activities for the University as a whole. 				Finance		Financial Reporting		2		2		2.00		Medium				Yes				FY 2025 Annual Financial Report (AFR) Interim Work						CFO		Required

				UT Arlington				Determine whether award requirements were followed by the University. 								Failure to follow THECB requirements for the administration of NRSP awards. 				Finance		Grants		2		2		2.00		Medium				Yes				Nursing Shortage Reduction Program Awards Audit

				UT Arlington				Assist the SAO with information needed to complete the annual Student Financial Aid audit. 								Failure to distribute Student Financial Aid as required. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

				UT Arlington				Evaluate compliance with Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies.								Failure to follow requirements established by Texas Education Code 51.9337(h).				Finance		Purchasing/Supply Chain		1		1		1.00		Low				Yes				Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies						CFO		Required

				UT Arlington				International Student Applicants are decreasing.								Lack of ability to recruit from a variety of countries. 				Student Services & Enrollment Management		Recruitment & Orientation		3		2		2.35		Medium				No										CFO

				UT Arlington				Ability to efficiently, effectively and timely distribute scholarships to students. 								Lack of consistency in distributing merit based scholarships due to decentralization of the process.		The scholarship system Mav ScholarShop is not being consistently utilized by the colleges.  		Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Scholarships						CFO

				UT Arlington				Increase revenue at College Park Center 								Failure to attract more outside events, such as concerts, which are a large revenue sources. 				Facilities Management		Special Events		2		2		2.00		Medium				No										CFO

				UT Arlington				HUB vendors are not being utilized by all departments.  								Failure of larger departments of the university to utilize HUB vendors as required by policy. 				Finance		Purchasing/Supply Chain		1		2		1.65		Low				No										CFO

				UT Arlington				Overlap in functionality between software applications being purchased/utilized.  								Lack of an inventory of software utilized at the university.  		The university may have multiple software that performs the same task; or the same software being purchased by multiple areas which increases costs.  		Information Technology		Hardware & Software Inventory Management		3		2		2.35		Medium		3.64		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				CFO

				UT Arlington				Ensuring donor related events are communicated to the respective parties. 								Lack of collaboration between Academic Units and Development Office on events that involve donors. 				Development & External Relations		Gifts & Endowments		2		2		2.00		Medium				No										VP Development

				UT Arlington				Determine whether software licenses purchased by the department are being utilized.  								Lack of an inventory of software utilized at the department.				Information Technology		Hardware & Software Inventory Management		2		2		2.00		Medium		3.10		Yes				Fast Start For Deans - FY 2025		Software inventory will be evaluated as part of these audits. 				VP Enrollment

				UT Arlington				The course catalog does not serve as a repository of information. It should be the official source. 								Admission standards differ between the catalog, website and actual admissions processes. 				Student Services & Enrollment Management		Admissions		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Utilize Slate (UTA's CRM solution) effectively.								Lack of ownership for Slate leads to underutilization of the product. 		Slate needs ownership that is not a CRM committee.  		Student Services & Enrollment Management		Application Systems - Academic		3		2		2.35		Medium		2.59		No										VP Enrollment

				UT Arlington				Current processes result in a conflict of interest in residency classifications and reclassifications. 								A conflict of interest exists as one person does the initial and reclassification residency determinations for all of UTA.  		Initial determinations should be completed by Admissions and the reclassifications by Registrar. 		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar		2		2		2.00		Medium				No										VP Enrollment

				UT Arlington				Succession plan is not in place. 								Risk of losing key staff members in the next legislative session, with no clear plan for their replacement.		A niche unit with a very different talent pool to pull applicants from. 		Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				The number of staff or resources may cause some small rule making to be overlooked. 								Insufficient resources to hire and maintain staff, which affects the ability to comply with state agency rules.		Not having resources could result in missed opportunities for UTA.		Enterprise Activities		Organizational Structure & Accountability		1		4		2.95		Medium				No										Govt Relations

				UT Arlington				Small Police force may impact Campus Security & Safety.								UTA has a relatively small police force and a hard time recruiting.				Risk Management & Compliance		Campus Security & Safety		2		3		2.65		Medium				No										Govt Relations

				UT Arlington				Timely submission of eForms for both hiring and termination. 								Lack of efficiency and effectiveness in completing eForms for hires and terminations. 		When eForms are late being processed, the employee is not active which impacts computer access, receiving payroll, etc. 		Human Resources		Employee Records		2		3		2.65		Medium				No										VP TCE

				UT Arlington				Clearance processes not consistently followed. 								Ensure new offboarding processes are operating effectively and efficiently.				Human Resources		Employee Records		2		1		1.35		Low				No										VP TCE

				UT Arlington				International Student Worker Payroll.								Ensure appropriate processes and controls are in place to maintain compliance for new international employees who start working at UTA without an SSN.		Employees can be hired and start working at UTA without an SSN.  While these employees do not get paid until they have an SSN, this could trigger a Wage and Hour audit.		Finance		Payroll		1		2		1.65		Low				No										VP TCE

				UT Arlington				Lack of compliance with TCP processes. 								Ensure the accuracy of TCP records for employees whose managers do not sign off on their time.		Some managers are not signing off on their employees time in TCP.  As a result, Payroll is signing off on them to ensure employees receive their paycheck, but this is causing some time records to be approved that are not accurate.		Finance		Payroll		3		3		3.00		High				Yes				Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		This will also be addressed in the Fast Start For Deans - FY 2025 and Fast Start for Leadership Council Members - FY 2025				VP TCE

				UT Arlington				Policy not followed for vacation leave.								Lack of understanding of policies related to vacation use by managers who are approving use before allowable time to use.  				Finance		Payroll		2		2		2.00		Medium				No										VP TCE

				UT Arlington				Accessibility to buildings for disabled persons. 								Lack of functioning automatic doors for use by persons with disabilities. 				Risk Management & Compliance		Americans with Disabilities Act		2		3		2.65		Medium				Yes				Safety - Part II						VP TCE

				UT Arlington				Safety announcements for the hearing impaired.								Lack of an effective form of communication for hearing impaired persons for emergency notices disseminated by UTA.  				Risk Management & Compliance		Americans with Disabilities Act		2		4		3.30		High				Yes				Safety - Part II						VP TCE

				UT Arlington				IDT billing is not accurate or timely.  								Ensure effectiveness of policies and processes related to IDT (Inter-departmental Transfer) billing. 		Utility billing may not happen for months at a time which results in a department receiving a large bill that was unexpected.  Duplicate billing has also been occurring.  		Finance		Financial Management System		2		1		1.35		Low		1.69		No										VP A & ED

				UT Arlington				Lack of adequate documentation and accounting for in-house renovation projects. 								Ensure in-house renovation projects are adequately documented and adhere to accounting processes.  				Facilities Management		Construction		2		2		2.00		Medium				No										VP A & ED

				UT Arlington				Event ticketing processes through the Box Office may not be adequate.								Failure to have effective and efficient policies and procedures for handling ticketing sales at the Box Office.  		AXS is the vendor. A lot of cash goes through the Box Office.  		Facilities Management		Special Events		2		3		2.65		Medium				No										VP A & ED

				UT Arlington				Retiree premiums are paid to deceased retirees.  								Ineffective procedures for determining when retirees have died so that premium payments are stopped.  				Human Resources		Employee Records		1		2		1.65		Low				No										VP A & ED

				UT Arlington				Lack of effective customer service provided by the TCE Compensation Team.								Lack of a strategic approach by the Compensation Team to understand Campus management's compensation and hiring needs. 		Frustration across campus in dealing with the Compensation Team.  The team generally says "no" and does not respect unit level competitive analysis or any input other than their own data.		Human Resources		Compensation		3		2		2.35		Medium				No										VP A & ED and VPR

				UT Arlington				Large contracts, such as the Bookstore, have risks related to contract compliance and cost overcharges.								Risks associated with not having a person review and enforce contract terms. 				Enterprise Activities		Legal		3		3		3.00		High				Yes				Bookstore Contract Review						VP A & ED

				UT Arlington				Corrections associated with FAFSA changes.								Risks associated with the recent FAFSA changes has caused Financial Aid to have to go back and make a lot of corrections. 				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				Yes				Financial Aid Prep Review for SAO Audit						VP A & ED

				UT Arlington				Ensuring the university is in compliance with Title IX and Title VII regulations & requirements. 								Risks associated with procedures related to Title IX and Title VII not being consistently followed, and processes not performed in an efficient and effective manner, as well as in accordance with legislative rules. 		Hearings are taking a long time to be processed; HR policies may be in conflict with Title IX issues; Disparities may exist between Women's and Men's sports. Not following the law can place Financial Aid funds in jeopardy.  		Risk Management & Compliance		Title IX		3		3		3.00		High				Yes				Title IX and Title VII						CLO

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to Student Conduct. 								Risks associated with turn over in the department and new leadership of the area. 				Human Resources		Employee Retention & Succession Planning		2		3		2.65		Medium				No										CLO

				UT Arlington				Assist in initiatives related to compliance with Senate Bill 17/ TEC 51.3525.  								Risks associated with diligence not being kept to help ensure compliance with the requirements of SB 17/TEC 51.3525. 				Enterprise Activities		Legal		2		3		2.65		Medium				Yes				TEC 51.3525 Assist - New Rules Related to DEI						CLO

				UT Arlington				Ensuring campus safety protocols and procedures are adequately communicated to all students, faculty, and staff.								Risks associated with safety of the campus community during protests, civil activism, political rally's, etc.  				Risk Management & Compliance		Campus Security & Safety		3		3		3.00		High				Yes				Safety - Part II						CLO

				UT Arlington				Ensuring the university as the right agreements and protections in place for sharing data with 3rd parties. 								Risks associated with sharing data with 3rd parties - concerns whether the least amount of data is shared and deidentified as much as possible.				Risk Management & Compliance		Privacy		2		3		2.65		Medium				No										CLO

				UT Arlington				Lack of security plan for major emergencies.								Risks associated with the campus community (faculty, staff, students, visitors, etc.) not knowing what to do and where to go in a major emergency (mass shooting, bomb threat, etc.). 				Risk Management & Compliance		Campus Security & Safety		2		4		3.30		High				Yes				Safety - Part II						VP MME

				UT Arlington				Ensuring the university is in compliance with policies, procedures and practices as related to documentation, usage, accounting, etc., of Student Fees. 								Failure to have effective and efficient policies and procedures to ensure funds are collected and spent in accordance with applicable regulations and policies. 				Finance		Tuition & Fees Management		3		3		3.00		High				Yes				Student Fees Audit						Prez

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Prez

				UT Arlington				Ability to assist new Leadership Council Members to have assurance of the operational efficiencies of the areas in their units.								Assist new UTA leaders identify control and process effectiveness opportunities, as well as system security and unit specific concerns.  		UTA has a number of new key leaders across the organization.  Leadership transition presents unique challenges and risks.  We plan to continue the "transitional" audits from prior years. 		Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start for Leadership Council Members - FY 2025						Prez

				UT Arlington				Ability to effectively use Enterprise Risk Management to help inform decisions and the institutions strategic plan.								After completion of the UTA Strategic Plan, re-align ERM efforts to support appropriate strategic initiatives.  Working closely with Strategic Planning and other key departments, document risks and follow-up on action plans where appropriate.				Risk Management & Compliance		Enterprise Risk Management		3		3		3.00		High				Yes				Enterprise Risk Management Consulting						ERM Risks

				UT Arlington				Cyber Threats and Data Security.								With increased reliance on technology, institutions face risks related to data breaches, phishing, accidental disclosure of personal data, ransomware, and hacking.  				Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Increasing and Dynamic Competition.								Risk that UTA will not maintain an advantage relative to emerging higher education competitors. This includes but is not limited to; community colleges converting to 4-year colleges, on-line degree offerings from out of state institutions, and other in-state institutions expanding into UTA’s market.				Student Services & Enrollment Management		Admissions		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Talent Management.								Risk of not being able to recruit, develop, and retain faculty/staff critical to the successful delivery of each institution’s mission, especially under increased competition in compensation, flexible workplace/schedules, and overall demand.				Human Resources		Employee Retention & Succession Planning		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Alumni Engagement and Community Connection.								Risk of not being able to grow private philanthropy as a critical revenue source and continue to develop strong relationships with donors.				Development & External Relations		Alumni Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Graduates Ready for Success in Careers or Next Steps.								Risk that UTA will not deliver valuable programs that meet the market expectations of Higher Education, prepare students to meet the workforce needs of society and differentiate graduates with prospective employers.				Instruction		Undergraduate Programs		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Enhance, Amplify and Diversify Research, Innovation and Entrepreneurship.								Risk of not being able to protect, enhance and diversify research funding as competition for funding sources continues to grow.				Research		Research Compliance		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Foster Student Success Throughout the UTA Educational Journey.								Risks associated with addressing the unique needs of the UTA student population, which includes areas such as controlling student educational costs, strategically managing financial aid to consistently deliver outstanding value, and providing a safe learning environment.  				Student Services & Enrollment Management		Financial Aid		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Regulatory, Economic Environment, and Societal Currents and Changes. 								Ability to respond to changes in regulations, market conditions, demographic changes, and public opinion preferences. 				Risk Management & Compliance		Other Compliance & Regulatory Matters		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Meet Operational, Technological and Financial Needs Through Prioritization and Governance. 								Ability to fund strategic initiatives, ongoing operations, deferred maintenance, infrastructure and technology needs, as well as adequate funds to address business continuity needs. 				Enterprise Activities		Business Continuity		3		3		3.00		High				No						This is part of the ERM Consulting  initiative that is being managed by the Office of Audit and Consulting Services. 				ERM Risks

				UT Arlington				Ability to assist new Deans to have assurance of the operational efficiencies of the areas in their units.								Risks associated with concerns surrounding centralized processing, administrative turnover and employee complaints in COLA.  Needs to be a priority in the Fast Start Audits. 				Enterprise Activities		Strategic Planning & Metrics		3		3		3.00		High				Yes				Fast Start For Deans - FY 2025						Provost

				UT Arlington				Ability to keep up with the latest requirements and regulations from a policy standpoint. 								Failure to comply with current laws and regulations due to outdated policies and risks associated with non compliance (fines, penalties, etc.).				Enterprise Activities		Policy Management		2		3		2.65		Medium				No										Provost

				UT Arlington				Lack of policies associated with the use of AI. 								Failure to have effective and efficient policies and procedures for use of AI at the university. 				Enterprise Activities		Policy Management		2		2		2.00		Medium				No										VPR

				UT Arlington				Ensuring procedures are identified and communicated to Colleges for accurately recording salary dollars to research projects. 								Failure of colleges to accurately charge salary dollars to research projects. 				Research		Research Administration		2		2		2.00		Medium				No										VPR

				UT Arlington				Ability to effectively capture data required for reporting use. 								Risks associated with not having unification of data across campus, nor having consistent/clean data which can impact required reporting. 				Enterprise Activities		Institutional Research & Analysis		2		3		2.65		Medium				No										CAO

				UT Arlington				Determine whether the VBOC is efficiently and effectively following required polices, procedures, and regulations. 								Risks associated with recent change in leadership and concerns that regulatory, compliance and reputational risks may exist.  				Enterprise Activities		Strategic Planning & Metrics		2		3		2.65		Medium				Yes				Veterans Business Outreach Center (VBOC)						COB

				UT Arlington				Gain oversight and understanding as to how contracts are handled at the Center for Global Academic Initiatives (China EMBA Program).								Risks associated with whether policies and procedures are being effectively and efficiently followed by the team that has been managing the center for over 20 years. 				Enterprise Activities		Legal		2		3		2.65		Medium				No										COB

				UT Arlington				Lack of effective review of requirements for Doctorial degrees in the College of Education. 								Risks associated with not conducting a thorough review of the requirements necessary for completion of Doctorial degrees.  				Instruction		Graduate/PhD Programs		2		3		2.65		Medium				No										COE

				UT Arlington				Lack of effective tracking of services provided to students by the Advisory team.  								Risks associated with whether Advisors are meeting the needs of students (obtaining advising, length of time to see an advisor, quality of customer service provided, etc. ) since data is not available due to lack of tracking the information.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										COE

				UT Arlington				Ability to have an effective onboarding process. 								Failure to have an effectively organized onboarding process for new hires. 				Human Resources		Training		2		2		2.00		Medium				No										COLA

				UT Arlington				Ability to timely respond to the needs of the campus community for centralized services.  								Lack of a sense of urgency for centralized services (HR, Accounting, Facilities) when working with Deans. 				Enterprise Activities		Organizational Structure & Accountability		2		2		2.00		Medium				No										COLA

				UT Arlington				Enhance Student Success efforts so that students have a clear understanding of the processes and services provided. 								Failure to communicate student success elements to students.  Students have to "stumble" into the elements instead of having a well laid out plan to follow.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				No										LIB

				UT Arlington				Lack of advisors to assist students. 								Risks associated with having only 8 advisors for 2,000 students.  There is often a 3 week wait to see an advisor.  				Student Services & Enrollment Management		Academic Advising		2		3		2.65		Medium				Yes				Fast Start For Deans - FY 2025						SSW

				UT Arlington				Ability to understand the financials and related expenses for a department.  								Risks associated with difficulties noted by Principal Investigators in understanding financials - balances not up to date, delays in expense postings, etc. 				Finance		Financial Reporting		3		2		2.35		Medium				No										FS

				UT Arlington				Lack of independence in performing chemical inventories.  								Risks associated with having faculty perform their own chemical inventories versus EH&S performing them, which may result in a lack of independence and expertise.  				Risk Management & Compliance		Environmental Health & Safety		2		3		2.65		Medium				No										FS

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Failure to comply with employee and contractor cybersecurity training requirements (TGC 2054.5191 & 2054.5192) results in sanctions or increased oversight by legislative or regulatory agencies. 		Required Risk per UT System		Information Technology		Legal & Regulatory Compliance		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Ability to generate revenue through the acceptance of credit card payments is jeopardized if PCI exceptions exist.								Risk that UTA is not in compliance with PCI requirements.  Non-compliance may jeopardize UTA's ability to accept credit card payments, etc.		Information Security expressed concerns over UTA's compliance with PCI standards. Weaver was hired to do an assessment and help bring UTA in compliance		Information Technology		Legal & Regulatory Compliance		4		3		3.35		High		4.02		No						FY24 Fast Start CFO audit includes PCI compliance review. 				IT

				UT Arlington				Cyber and/or ransomware attacks can disrupt operations preventing effective and efficient operations.								Risk of a cyber or ransomware attack that would disrupt UTA's operations in a substantial way.		Security, integrity, confidentiality and availability of information resources is critical to achieving our strategic objectives.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Completed Cyber Back-Up and Recovery Audit in FY2024.  This covers a large portion of incident response.				IT

				UT Arlington				Provide leadership for Information Technology and Information Resources strategy and planning.								Risk that Artificial Intelligence (AI) Technologies/Applications may be misused and policies may not be adequate to address inappropriate usage.		ChatGPT and other AI applications are gaining wider acceptance in the workplace and classrooms.  Risks associated with inappropriate usage exist. A workgroup has started discussions on governance and acceptable use.		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				IT AI Governance and Backup & Recovery Consulting		We are represented on the Leadership Council.  AI is a regular topic discussed.  Decisions are being made in these meetings for UTA.  				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Risk that IT access controls are not adequate allowing inappropriate access.		External and internal threats must be considered in evaluating access controls.  Of interest, UTA is migrating towards a role based access control platform, rather than the current individual based platform. Department of Financial Aid has implemented this and there are additional areas in process.		Information Technology		IT Operations		3		3		3.00		High		3.60		Yes				IT Audit - Administrative/ Privileged Rights		We are reviewing access controls in the Dean's Fast Start audits scheduled for FY 2025.  We've also reviewed access controls in many of the audits in FY 2024 including Financial Aid, and Student Affairs Fast Start Audits.   As a result, although we are not covering in a separate audit, coverage is being provided.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Unauthorized access results from misconfiguration of Network Access Control (NAC) tools. 		As an Action Plan to a prior audit finding, UTA separated employee and student networks.  Overall, this will likely improve security.  The risk is ensuring the new NAC is set up properly to efficiently and effectively manage access to the network.		Information Technology		Network Administration		2		2		2.00		Medium		3.50		No						We are on the Senior Leadership Committee for the NAC implementation.  CAE is involved.  This provides coverage related to progress being made and acceptance testing.				IT

				UT Arlington				Ensure the security (integrity, confidentiality, and availability) of information resources. 								Incidence Response Plan may not provide the detail needed to respond to a cyber or ransomware attack.		With leadership turnover, there is risk that UTA does not have adequate experience on staff to handle a response.  UTA does contract with a third party to help manage and the risk is somewhat lessened.  The Information Security Office is working with appropriate leadership to proactively improve UTA's incident response. Audit will continue to discuss this issue and progress made in our monthly meetings with IT and IS.		Information Technology		Cyber Vulnerability Management & Incident Response		3		3		3.00		High		5.85		No						Will consider for FY2026 audit plan.  Our FY 2024 backup and recovery audit identified significant opportunities in this area which are being addressed.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Non-compliance With Senate Bill 475 - implementation of sound data management, security, and data governance processes may not be in place.		Risk that UTA is not in compliance with Senate Bill 475. First assessment was completed by P&N in FY 2023. Overall, results were fairly good.  Analytics team is working on further strengthening compliance.		Information Technology		Data Governance, Management, & Protection		2		2		2.00		Medium		3.40		No						FY24 Fast Start CFO audit includes the SB 475 compliance review.				IT

				UT Arlington				Implement data structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Data may not be capture, retained, protected or shared appropriately due to the decentralized environment and non-existent data governance program.		Decentralized data that are not managed by University Analytics was a concern. Flags and fields may not always be required or available to complete when people enter data. Examples include country of origin is not consistently stated correctly, or students that are performing undergraduate research.		Information Technology		Data Governance, Management, & Protection		3		2		2.35		Medium		4.00		No						FY24 Fast Start CFO audit includes the SB 475 compliance review for data governance.				IT

				UT Arlington				Implement structures and processes to ensure ongoing compliance with applicable technology regulations, rules, and policies.								Failure to confirm vendor certification under the TX-RAMP (TGC 2054.0593) prior to 
purchase results in acquisition of insecure cloud services		Required Risk per UT System		Information Technology		Third Party Security & Risk Management		2		2		2.00		Medium		3.60		No										IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Having multiple software for the same work or the same software purchased by multiple areas can increase cost or lower efficiency.		During RA meeting was brought up that we have too many software tools.  Many software tools are likely duplications of each other.  Overlaps exist.  Software is an expense that goes up every year.  We sign up for the software and the annual price goes up and up.  Inflationary expense for UTA.  Need to better control.  		Information Technology		IT/IS Governance & Strategic Planning		3		3		3.00		High		3.00		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Projects and initiatives may not be completed due to lack of resources from inadequate planning and project prioritization.		Difficulty of competition for OIT resources in completing the 2030 strategic plan. OIT team is involved in every initiative.  May not deliver on all fronts.  Must have governance and prioritization.  Must decide which comes first and which get funding, etc. Same with unfunded mandates such as state requirements.		Information Technology		IT Operations		2		2		2.00		Medium		2.40		No										IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Users or groups with administrative IT rights may not limited to as needed basis and increase the risk of inappropriate intentional or unintentional going undetected. 		Employees can have administrative rights to their own devices, which increases the risk that employees can download any applications on they computers. Administrative access was also brought up as a concern from UT system across institutions.		Information Technology		Identity & Access Management		3		3		3.00		High		5.40		Yes				IT Audit - Administrative/ Privileged Rights						IT

				UT Arlington				Provide the infrastructure enabling development and delivery of technology services to help students, faculty, and staff work effectively as a student-centered community.								Lack of IT General Controls and cyber security operations increases vulnerabilities and risk of disrupting operations.		Risk Assessment meeting comments: Lack of General IT controls. Risk cannot be assessed if controls are not established. Security Operations are the first line of defense. Two areas to consider are overall IT controls and deep dive in Security Operations. NTT audit in February 2024 did not have favorable results and the recommendations are being discussed with the CFO to determine next steps. There is not a mechanism for direct visibility of alerts and incidents for the ISO team. 		Information Technology		Cyber Vulnerability Management & Incident Response		3		2		2.35		Medium		4.58		No						FY24 Fast Start CFO audit includes high level review of IT General Controls and Security Operations				IT

				UT Arlington				Use of software, applications and technology to accomplish business objectives and milestones.								Technology vendors are not managed in the decentralized environment, which increases the risk of purchasing the same applications or not evaluating how an application fits into the overall network or business objectives.		Inventory and third party vendors are high risk because of the decentralized environment. An architecture review board is not in place. Relationship with the vendor is at the department level. Same for SOC reports and PCI attestations reviews.		Information Technology		Third Party Security & Risk Management		3		3		3.00		High		5.40		Yes				Fast Start For Deans - FY 2025 and
Fast Start for Leadership Council Members - FY 2025						IT
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B - Engagements

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						9,760		Over/Under Budget

										Assurance Audits

				ARL		Blank Template (TBD)		AS		Fast Start For Deans - FY 2025		2100		High		Enterprise Activities		UTA has 6 of 11 (55 percent) of all Deans are new to UTA.  Leadership transition presents unique challenges and risks.  We plan to perform these "transitional" audits for each of the new Deans.  We will also include any Deans added in 2025.  The scope will be risk based and determined in the preliminary survey but will likely include:  financial controls (P-Card, SAHARA, etc.), software and data access controls, student recruiting/retention/advising controls, software utilization (Time Clock Plus, SLATE, etc.), research productivity controls, larger and software contract management controls, SB 17 compliance, etc.  The budgeted hours will cover 6 Deans.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Fast Start for Leadership Council Members - FY 2025		700		High		Enterprise Activities		UTA has 10 of 18 (55 percent) of Leadership Council members who are fairly new.  We have completed the majority of the Fast Start Audits for Leadership Council;  however, we have two remaining.  Fast Start Audits are risk based.  The scope will be determined during the preliminary survey phase based on analytics, department needs, existing risks.  These hours will cover the two remaining audits.		Cyber Security,  Competition, Talent, Student Success, Regulatory, Financial		People and Culture, Student Success, Research and Innovation, Finance

				ARL				AS		Scholarships		350		High		Student Services & Enrollment Management		Perform a review of scholarship and waiver strategy, governance and administration to help ensure they adequately support strategic enrollment initiatives, result in the efficiency and effective distribution of funds to UTA students, as well as comply with applicable policies and procedures. 		Competition, Student Success, Financial		Student Success, Alumni and Engagement, Finance

				ARL				AS		Bookstore Contract Review		350		High		Enterprise Activities		To help ensure appropriate compliance with contract management, we will complete this audit.  The book store is one of UTA's larger contracts.  The review will focus on contract compliance, expense control as well as ROI opportunities.  As stated in our Audit Strategic Plan, we perform one large contract review each year.  This is a part of UTA Audit's Strategic Plan.  		Financial		Finance

				ARL				AS		Title IX and Title VII		400		High		Risk Management & Compliance		Review the Title VII and IX processes to help ensure UTA's procedures are consistently followed, and processes are performed in an efficient and effective manner.  Ensure participation requirements meet at least one of the three tests in Athletics.		Student Success, Regulatory		Student Success 

				ARL				AS		IT Audit - Administrative/ Privileged Rights		400		High		Information Technology		Audit the users or groups with administrative IT rights (sample from centralized and decentralized IT applications) to help ensure appropriateness and adequacy of controls to risk exposure.		Cyber Security 		Finance and Infrastructure

				ARL				AS		Student Fees Audit		400		High		Finance		Review student fees including approval, documentation, usage, balances, classification, and accounting practices.  Ensure funds are collected and spent in accordance with applicable regulations and policies.		Regulartory, Financial		Finance and Student Success

				ARL				ASCF		FY 2024 Carry Forward Audits		360		High		N/A		Complete the open FY 2024 audits.		All		All

										Subtotal - Hours and Percent of Plan		5060						52%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						7		Over/Under Budget

										Advisory Audits/Projects

				ARL				AD		Enterprise Risk Management Consulting		100		High		Risk Management & Compliance		Assist Strategic Planning with Enterprise Risk Management initiatives.		All		All

				ARL				AD		Veterans Business Outreach Center (VBOC)		90		Medium		Enterprise Activities		Leadership for this unit was recently changed.  Additionally, the areas of responsibility will increase in FY 2025.  Reputational, compliance and regulatory risks exist. 		Regulatory, Talent, Engagement, 		People and Culture, Community Engagement

				ARL				AD		Safety - Part II		400		High		Risk Management & Compliance		Part II - Help ensure UTA's safety programs, initiatives, plans and training are adequate to protect students, faculty and staff.   This may include focus on student and employee mental health.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Financial Aid Prep Review for SAO Audit		120		High		Student Services & Enrollment Management		Perform testwork and advisory services to help UTA adequately prepare for the FY2025 SAO review.		Student Success, Regulatory, Financial		Student Success, Finance

				ARL				AD		Data Analytics Project (P-Card, Timekeeping, Travel, Duplicate Payments, Departmental Expenses)		50		High		Finance		Perform data analysis and follow-up research on higher risk transactions in these areas.		All		All

				ARL				AD		TEC 51.3525 Assist - New Rules Related to DEI		40		Medium		Enterprise Activities		Assist in initiatives related to compliance with TEC 51.3525.		Regulatory, Talent, Engagement, 		People and Culture, Finance

								AD		IT AI Governance and Backup & Recovery Consulting		40		High		Information Technology		Hours reserved for consulting on governance and acceptable use of AI, and Backup & Recovery. 		Cyber Security, Financial, People and Culture, Research, Student Success		Finance, Research, Student Success

				ARL				AD		Reserve for Advisory 		360		N/A		N/A		Hours reserved for specific advisory and consulting projects requested by management or Audit Committee.  Includes audit tracking of different agencies audit efforts across campus.		All		All

				ARL				AD		Participation on University Committees 		160		N/A		Enterprise Activities		Participate in institutional committees, President's Leadership Council, Employee Engagement Survey Committee, HOP committee, Development/Endowments Committee, CARE Committee, End Point Management Committee, Data Management Officer Council, Title IX cases volunteer efforts, and other ad hoc committees that arise during the year.  Hours also includes regular check-in meetings with the second lines of defense organizations across campus.		All		All

				ARL				AD		Responding to Institutional Requests for Information and Advice		40		N/A		Enterprise Activities		Hours reserved for responding to requests and inquiries from the campus community.		All		All

										Subtotal - Hours and Percent of Plan          		1400						14%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Required Audits

				ARL				RQ		FY 2024 NCAA Annual Financial Audit (support for UT System Audit Office)		50		Medium		Athletics		Assist co-sourcing team engaged by UT System Audit Office in their audit of the Statement of Revenue and Expenses for Fiscal 2024 (Required by the NCAA.).		Financial, Regulatory		Finance

				ARL				RQ		FY 2024 Annual Financial Report (AFR) Audit		15		Medium		Finance		Under the direction of Deloitte, perform a risk-based audit of financial information for the fiscal 2024 AFR.		Financial		Finance

				ARL				RQ		FY 2025 Annual Financial Report (AFR) Interim Work		10		Medium		Finance		Perform interim fieldwork in preparation of the FY 2025 AFR Audit.		Financial		Finance

				ARL				RQ		Nursing Shortage Reduction Program Awards Audit		140		Medium		Finance		Provide assurance that the University is complying with the requirements as specified with the awards granted.  		Financial, Regulatory		Finance

				ARL				RQ		State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)		80		High		Student Services & Enrollment Management		Assist UTA management and State Auditors with the FY 2024 Statewide Single Audit (Student Financial Aid).		Financial, Regulatory, Cyber Security		Finance, Student Success

				ARL				RQ		Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies		40		Low		Finance		Texas Education Code 51.9337 requirement that the Chief Audit Executive (CAE) annually certify to the state auditor that the Institution has procurement policies in place that comply with the Texas Education Code requirements for higher education institutions. 		Financial, Regulatory		Finance

										Subtotal - Hours and Percent of Plan		335						3%

										Investigations

				ARL				IV		Reserve for Investigations		120		N/A		N/A		Perform reviews of any alleged, irregular conduct to determine whether civil or criminal violations of state or federal laws have occurred, or violation of system or institution policies have occurred.  This includes SAO and UTA Hotline research.		All		All

										Subtotal - Hours and Percent of Plan		120						1%

										Reserves

				ARL				XX		Reserve for Unanticipated Audits or Other Activities		150		N/A		N/A		Allowance for special requests and/or emerging risks.  Provides flexibility for time reviews of high-risk/impact requests made by UTA leaders, Audit Committee, etc.		All		All

										Subtotal - Hours and Percent of Plan		150						2%

										Follow-up on Open Audits

				ARL				FL		Quarter 1		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 2		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 3		60		N/A		N/A		Follow up of prior management action plans.		All		All

				ARL				FL		Quarter 4		60		N/A		N/A		Follow up of prior management action plans.		All		All

										Subtotal - Hours and Percent of Plan		240						2%

		Unique Engagement ID		Institution		Engagement Template		Audit Plan Category		Engagement Title		Budgeted Hours		Engagement Risk Ranking		Primary Taxonomy		Engagement Objective		ERM Risk		2030 Strategic Plan		0		Budgeted Hours Below						0		Over/Under Budget

										Operations

				ARL				OP		UT System, SAO, etc., Reporting/Requests 		100		N/A		N/A		Responding to requests made by the UT System Audit Office, SAO, etc., including periodic reports, metrics, and responding to significant findings, time summaries, CAE bi-weekly calls, Internal Audit Council meetings, TM calls, etc.		N/A		N/A

				ARL				OP		Annual Internal Audit Report		30		N/A		N/A		Required report of Internal Audit Activity - Texas Internal Auditing Act.  Report due November 1, 2024 to State Auditor's Office.		N/A		N/A

				ARL				OP		Audit Committee Preparation and Participation		300		N/A		N/A		Preparation, participation and attendance at Audit Committee meetings.		N/A		N/A

				ARL				OP		Quality Assurance Review - or other internal processes and activities		40		N/A		N/A		Participation in QAIP management and activities. Ongoing quality improvement of the department.  A big part of the FY 2025 review will relate to ensuring we comply with the New Global IIA guidance.		N/A		N/A

				ARL				OP		FY 2026 Annual Work Plan Development & Risk Assessment Process		300		N/A		N/A		Preparation of the FY 2026 Audit Plan, including risk assessments.		N/A		N/A

				ARL				OP		Implementation of eCase		300		N/A		N/A		Implementation, transition, maintenance, training, adopting best practices and user support for the new eCase tool.		N/A		N/A

				ARL				OP		Executive Management and Leadership of the IA Department		370		N/A		N/A		Includes hiring, development, budgeting, performance appraisals, administrative duties, leadership, managing outsourcing activities, promoting the internal audit department, executive meetings, and all other responsibilities of the CAE and/or Asst. Director that are not directly attributable to a specific audit project.		N/A		N/A

				ARL				OP		Project Status Staff Meetings		370		N/A		N/A		Staff meetings to discuss updates/status of multiple audit projects.  This includes staff bi-weekly 1:1s with the CAE.		N/A		N/A

										Subtotal - Hours and Percent of Plan		1810						19%

										Development

				ARL				IE		UT System Audit Office Initiatives and Participation		100		N/A		N/A		Participation in UT System requested committees, workgroups, research activities, etc. 		N/A		N/A

				ARL				IE		Audit Strategic Plan		25		N/A		N/A		Ensure the audit strategic plan is up to date and aligned with UTA's 2030 plan.		N/A		N/A

				ARL				IE		Professional Organization and Association Participation		100		N/A		N/A		Preparation and participation as a volunteer in professional associations such as IIA, ACUA, TACUA, ISACA, etc.  David runs the CAE Roundtable for the Dallas Chapter of the IIA and serves on their Board of Governors. Dana serves as a board member of TACUA. 		N/A		N/A

				ARL				IE		Individual Continuing Professional Education (CPE) Training (including related travel)		320		N/A		N/A		Preparation and participation in professional associations such as IIA, ACUA, TACUA, ISACA, etc.		N/A		N/A

				ARL				IE		Non CPE related training		100		N/A		N/A		New hire training, as well as participation in training that enhances development but where CPE is not earned (i.e. University required Compliance training; UTShare training, etc.).		N/A		N/A

										Subtotal - Hours and Percent of Plan		645						7%























































































C - Available Audit Hours

		Calculation of Available Hours		CAE		Management				Co-source

				Director		Team		Staff		(as applicable)		Total		%										Auditors		FTE		Hours		Vacation/Sick		Holidays		Exams/Jury Duty		G&A		Total Audit Hours

																								David Price (CAE)		1		2,080		204		120		20		300		1,436

		Audit Hours*		1,436		4,432		3,892		0		9,760		72%				-9,760		Over/Under Budget				Dana Nuber (AD)		1		2,080		256		120		20		300		1,384

																								Nick Pappas (Audit Manager)		1		2,080		216		120		20		200		1,524

		Non-Audit Hours:																						Angeliki Marko (IT Audit Manager)		1		2,080		216		120		20		200		1,524

		General Administration		320		760		474				1,554		11%										Cynthia Pittman (Senior II)		1		2,080		204		120		20		175		1,561

		Holidays		120		360		300				780		6%										Chinh Cao (Senior II)		1		2,080		228		120		20		175		1,537

		Vacation & Sick Leave		204		688		534				1,426		11%										Swapna Reddy (Staff )		1		2,080		204		120		20		148		1,588

																								Anticipated Turnover		-0.5		-1040		-102		-60		-10		-74		-794

		Total Available Hours		2,080		6,240		5,200				13,520		100%

																								Total		6.5		13,520		1,426		780		130		1,424		9,760

		Gross Budgeted Positions (# of FTEs)										7.00

		Vacancies (# of Net FTEs) 										0.50												Percentage						15%		8%		1%		15%		72%

		Net Positions (# of FTEs)										6.50



		*Reminders: 																												46		104				-10		140

		AUDIT HOURS SHOULD BE EQUAL TO TOTAL BUDGETED HOURS ON TAB B - ENGAGEMENTS								<>		19,520

		Audit Hours SHOULD include co-source staffing for engagements that are on the audit plan in Tab B

		Audit Hours SHOULD NOT include students/interns unless they will be tracking time in TimeXpress (non-typical)

		Audit Hours SHOULD include Training/CPE hours in Initiatives & Education category
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Risk Scoring

		Risk Scoring & Calibration

		Risks will continue to be ranked by both Probability and Impact, weighted at 35% and 65% respectively. The analysis of risk weighting below illustrates a larger spread of risk scoring and more accurate risk prioritization when using the weights:

		35%		65%

		Risk Probability		Risk Impact		Risk Score 				Overall Risk Score (applies with calibration factor):

		4		4		4.00				Critical		Above 3.64

		3		4		3.65				High 		3.00-3.64

		4		3		3.35				Medium		2.00-2.99

		2		4		3.30				Low		Below 2.00

		3		3		3.00

		1		4		2.95

		4		2		2.70				Calibration Factor:

		2		3		2.65				Range of 0.05 - 2.00, used as a multiplier from Risk Score base. Represents inherent risk area. The calibration factor will continue to be used for IT risks to stratify the overall risk score. In future phases of risk assessment, calibration scores will likely be rolled out to other prioritized taxonomy areas.

		3		2		2.35

		1		3		2.30

		4		1		2.05

		2		2		2.00				Taxonomy areas with applicable calibration factors (weights):		'Taxonomy Defs' tab

		3		1		1.70

		1		2		1.65

		2		1		1.35

		1		1		1.00

						Define Risk Probability:

						The likelihood that a risk will occur over a predefined time period or frequency due to inadequacy in internal control systems; and/or the likelihood that an external threat or systemic issue will cause the risk to occur.  



						4		Almost Certain		This risk is extremely likely to occur due to internal control conditions, or, is currently ongoing due to external conditions.

						3		High		This risk is very likely to occur due to internal control conditions, or, will occur quickly due to external conditions.

						2		Moderate		This risk is likely to occur due to internal control conditions, or, will occur in the near future due to external conditions.

						1		Low		This risk marginally likely or unlikely to occur due to internal control conditions, or, may occur, but not in the foreseeable future.

						Define Risk Impact:

						The expected harm or adverse effect that may occur due to exposure to the risk. Impact will be rated based on the following Impact Factors:

										Financial, Legal/Compliance, Reputational, Operational, Strategic, and Emerging Risks

						See table below for ranking definitions: 4-Major, 3-Significant, 2-Moderate, 1-Minor



										Impact

										4 (Major)		3 (Significant)		2 (Moderate)		1 (Minor)

				Impact Factors		IT / Systems Factors		Financial		Highly significantly impact to the organization fiscally.  
- Causes new expenses greater than 3% of total budgets.
- Reduces incoming financial resources by more than 3% of total expectations.
- Impairs asset value by more than 3%.
- Introduces adverse expenses beyond the means of local resources.
- Disruption to financial systems that would significantly impact our ability to operate, or achieve financial objectives.		Significant fiscal impact to the organization.  
- Causes new expenses from than 2% - 3% of total budgets.
- Reduces incoming financial resources from 2% - 3% of total expectations.
- Impairs asset value from 2% - 3%.
- Introduces adverse expenses potentially beyond the means of local resources.		Minor to moderate fiscal impact the organization.
- Causes new expenses from 1% - 2% of total budgets.
- Reduces incoming financial resources from 1% - 2% of total expectations.
- Impairs asset value from 1%- 2%.
- Introduces adverse expenses potentially absorbed within the scope of local resources.		Has minor fiscal impact to the organization.
- Causes new expenses less than 1% of total budgets.
- Reduces incoming financial resources by less than 1% of total expectations.
- Impairs asset value by less than 1%.
- Introduces adverse expenses easily absorbed within the scope of local resources.

								Legal/Compliance		Clear failure to meet regulatory compliance.
- Potential to result in large fines or endangerment of health and safety of students, faculty, staff, and/or patients.
- Likely to result in criminal/civil action against the organization.
- Related data is considered highly confidential. Unauthorized disclosure would result in significant fines/penalties.		Moderate potential for fines or criminal/civil action. Related data is considered restricted and protected.
		Low potential for legal implication or impact on safety. Low potential for fines or criminal/civil action.  Unauthorized disclosure of related data would have minimal impact.		Little to no legal implication or impact on safety. Little to no potential for fines or criminal/civil action. Related data is considered public.

								Reputational		Drastic or long-term effect on public or stakeholder image.
- State or national front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information causes donors to withdraw or withhold funding.
- Students no longer see UT Institutions in a favorable light.
- Students impacted by negative news, that may cause them to change their school choices.
- Unauthorized disclosure or destruction of data result in long-term loss of critical campus services/systems and potential widespread identify theft.		Potential long-term effect on public or stakeholder image.
- State front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Students no longer see UT Institutions in a favorable light.
- Unauthorized disclosure or destruction of data could result in potential long-term loss of critical campus services/systems.
		Short-term effect on public or stakeholder image.
- Local front page news implies a poor ethical climate, wasted resources and/or fraud.
- Information cause donors to ask question about how their contributions are being handled.
- Unauthorized disclosure or destruction of data could result in short-term loss of critical campus services/systems.		Little or no effect on public or stakeholder image.
- Stakeholders would not view negative news as important or systemic.
- Lost data can be replicated with little to no disruption and thus not a concern for stakeholders.

								Operational 		Critical or core operational failure.
Critical or core technical failure.
- The effect would significantly impact our ability to operate, or achieve operational objectives.
- The effect would significantly impact our ability to serve patients or students as expected. 
- The effect would dramatically impact our ability to conduct quality research.
- Highly complex systems and/or data is shared outside of the organization.		Important operational failure.
- The effect would limit our ability to achieve operational objectives. 
- The effect would limit our ability to provide quality service to patients or students as expected. 
- The effect would limit our ability to conduct quality research.
- Failure affects availability of systems/processes of primary business data records throughout the organization. 
- Third parties are involved with managing systems and information is shared.
		Lower-level operational impact.
 - The effect would limit our ability to operate, or achieve lower level objectives. 
- The effect may disrupt some components of quality service to patients or students as expected. 
- The effect would limit lesser components of quality in research.
- Failure affects a single system, does not interface to other systems.		Little to no operational impact.
 - The effect would not noticeably limit our ability to operate, or achieve operational objectives. 
- The effect would not noticeably disrupt components of quality service to patients or students as expected. 
- Failure would result in minimal disruption of systems/processes.



								Strategic		Major strategic impact.
- The effect would significantly impact our ability to achieve critical strategies / strategic and IT objectives. 
- The effect would significantly harm other stakeholders, such as Texas.		Important strategic initiative impact.
- The effect would limit our ability to achieve important strategies / strategic and IT objectives. 
-The effect would concern other stakeholders, such as Texas.		Lower-level strategic impact.
 - The effect would limit our ability achieve supporting strategic initiatives,  or lower level strategic / IT objectives. 
- The effect may be noticed by stakeholders, such as Texas.		Little to no strategic impact.
 - The effect would not materially limit our ability achieve strategic and/or IT initiatives or objectives. 
- The effect would not be noticed by stakeholders, such as Texas.

								Emerging Risk		Emerging risks are expected, complex and are likely to be a major challenge and/or threat to the organization.  New cyber vulnerability leads to disruption for significant systems/processes. 		Emerging risks are expected and might be signficant challenge to the organization.		Emerging risks are expected but are not considered to be a threat to the organization.		No emerging risks are on the horizon, virtually no concern of threatening the organization.





Taxonomy Defs

		Disclaimer: 		The Definitions and Examples for the Sub-Taxonomies were provided by Crowe LLP based on information about UT System obtained during the risk assessment methodology review process. While they have undergone some updates from preliminary review, continued efforts will be made to refine them.  Feedback received during the annual plan presentations in summer 2024 will be considered as part of the future review.

		# Ref.		Primary Taxonomy		Sub-Taxonomy		Calibration Weight		Definition		Example Risks/Risk Areas (not all inclusive)

		1.1		Enterprise Activities		Business Continuity				Business continuity is an organization's level of readiness to maintain critical functions after an emergency or disruption. 

Common areas included in this Sub-Taxonomy are Preventive (Mitigation) Strategies, Business Impact Analysis, Crisis Response Strategies, Communications, Awareness and Training.		Accidental, intentional human-caused, cyber/technological, meteorological, etc. interruptions.

		1.2		Enterprise Activities		Ethics & Standards of Conduct				Ethics and Standards of Conduct represent core values, principles and ideals of an organization, including specific practices and behaviors that are followed or restricted under the organization.
 
Common areas included in this Sub-Taxonomy are Conflict of Interest, Disclosure Forms/Statements, Management and Reporting. 		Lack of education and/or awareness regarding applicability of conflict/ethics standards.

		1.3		Enterprise Activities		Institutional Research & Analysis				Research conducted to provide information which supports institutional planning, policy formation and decision making. 

Common areas included in this Sub-Taxonomy are Institutional Effectiveness, Tracking - Assessment Reporting, Data Collection, Analyzing and Interpretation of Data and Information. 		Financial challenges, misuse and/or misinterpretation of information.

		1.4		Enterprise Activities		Internal Audit				Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization's operations. 

Common areas included in this Sub-Taxonomy are compliance audits and operational audits. Closely related items excluded from this taxonomy because they are housed within another Sub-Taxonomy are Risk Management and Compliance Analysis.		Ineffective audits, technology/skills gaps, and internal relationship issues.  

		1.5		Enterprise Activities		Joint Ventures				Non-physician Joint Ventures -  The Joint Venture category includes both formal joint venture agreements and strategic alliances where two or more parties share markets, assets, knowledge, etc. to accomplish a specific business goal, including Public-Private Partnerships.  

Common areas included in this Sub-Taxonomy are Joint Venture Contracting, Operations, Information/data sharing and security, Accounting and Monitoring.		Compatibility issues, funding, problems with the Joint Venture Agreement,  differing profit/outcome expectations, lack of communication and unclear accountability. Other types of arrangements that could be considered in this taxonomy would be partnerships, cooperative agreements, strategic alliances and affiliation agreements. 

		1.6		Enterprise Activities		Legal				Legal is responsible for keeping the organization's operations compliant with all the relevant laws and regulations. 

Common areas included in this Sub-Taxonomy are Litigation Support, Open Records and Records Retention, Contract Management, Organizational Design.		Financial or reputational loss via lack of awareness or misunderstanding of how laws and regulations apply to the organization, its relationships, processes, products and services. 

		1.7		Enterprise Activities		Organizational Structure & Accountability				Organizational structure defines how an organization operates. It outlines the relationships and interactions among governing boards, departments, faculty, students, external organizations, etc. 

Common areas included in this Sub-Taxonomy are Board of Regents, Board Subcommittees, Institutional Audit Committee, Faculty Senate/Governance. 		Lack of communication and feedback, board/key executive turnover, lack of vision and succession planning, and a failure to develop key competencies and behaviors. 

		1.8		Enterprise Activities		Policy Management				Policy Management is the process of creating, maintaining and enforcing policies. It is a critical part of IT Governance, Risk Management and Governance. 

Common areas included in this Sub-Taxonomy are Governance Policies and Administrative Policies.		Inadequate policy design, review and approval processes. 

		1.9		Enterprise Activities		Strategic Planning & Metrics				Strategic Planning is the process in which an organization's leaders define their vision for the future and identify the organization's goals and objectives. Metrics assist in measuring progress against defined strategic goals.

Common areas included in this Sub-Taxonomy are governance, executive leadership, organizational changes, and oversight.		Changes in senior leadership, unsuccessful mergers or acquisitions, evolving customer/student/faculty demands, poor cash flows and other financial challenges.  

		2.1		Finance		Accounts Payable/ Disbursements				Accounts payable (A/P) is money owed by an organization to its vendors, contractors and suppliers. It is distinct from notes payable liabilities, which are debts created by formal legal instrument documents.

Common areas included in this Sub-Taxonomy are short-term obligations owed, documenting A/P transactions, recording payments, payment processing, cash disbursements, positive pay/electronic data interchange (EDI), manual checks, vendor discounts and credits.		Internal fraud/collusion, missing and late payments, conflicts of interest, no segregation of duties between A/P and vendor creation, duplicate payments, lack of an audit trail, poor visibility into invoice payments, overpayment (kickbacks), errant payments, human error.

		2.2		Finance		Accounts Receivable				Accounts receivable (A/R), are legally enforceable claims for payment held by an organization for goods supplied or services rendered that customers have ordered but not paid for.

Common areas included in this Sub-Taxonomy are Cash Handling, Invoice Management, Payment Collections, Cash Applications, Credit Risk, A/R Valuation, A/R Allowances (e.g., bad debts and write offs, etc.)		Receivables do not exist/are void, recorded receivable balances are inaccurate, it may not be possible to collect A/R, the derivation  of the allowance for doubtful accounts may not properly reflect bad debt experience, detailed calculations do not exist to support general ledger balances, write-off detail (history) used in estimating/analyzing allowances is incorrect, reliance on complex spreadsheets may result in calculation errors, large account balances may not be appropriately evaluated due to the unique circumstances of each account.

		2.3		Finance		Budgeting/ Decision Support				Planning hospital or institution expenses and revenues for a time period. Budgets set forth the plans of management in financial terms. This includes planning/anticipating financial resources and identifying available cash flows for required spending.

Common areas included in this Sub-Taxonomy are operating budget, capital budget, cash budget, budget process oversight, fund management within budget process (academic allowance funds, state and governmental grants/funds, research rebate funds). 		Actual expenditures may exceed budgeted funds, unexpected major budget adjustments, absence of historical analysis to create projections, failure to comply with state/federal and donor guidelines relating to funding sources.

		2.4		Finance		Cash Management/ Treasury & Investments				Cash management is the monitoring and maintaining of cash flow to ensure that an organization has enough funds to function. Investments, bill payments, and unexpected liabilities can affect an organization’s inflows and outflows, and in turn their cash management. In order for organizations to function autonomously, they need to establish a system that maximizes liquid assets while minimizing outgoing operational and logistical costs. In other words, cash management helps companies ensure that their cash flow covers their financial obligations.

Common areas included in this Sub-Taxonomy are cashier services, payment information services, management of investments (including idle cash and controlling cash flows),  banking operations (e.g., electronic transfer of funds, credit card transactions monitoring) and banking relationships.		Lack of controls over cash management which could lead to fraud, error, and inefficiency, intentionally overstated cash, misstated cash due to errors in the bank reconciliation, lack of cash available to dispense to employees, creditors, and vendors.

		2.5		Finance		Debt Service				Management of amounts on outstanding credit, including unpaid charges, extended by or on behalf of an institution.

Common areas included in this Sub-Taxonomy are debt structuring, debt issuance, bond issuance and management of related covenants, debt management. 		Failure to properly manage the System's internal lending portfolio could lead to financial loss, increased borrowing cost, credit rating downgrades and reputational damage.

		2.6		Finance		Financial Management System		1.25		A FMS processes and manages financial transactions, handling the funds that come in and out of an organization, helping view and manage the income, expenses and assets.

		Application system workflow does not align with established business processes.
Data entry controls do not support data integrity.
Reporting does not meet business needs.
Third-party interfaces are unmanaged or expose the system to external threats.
Processing errors result in damage to data or erroneous reporting.

		2.7		Finance		Financial Reporting				Financial reporting includes communication of financial information to management and outside users including press releases, stakeholder minutes, management letters and analysis, auditor reports, and notes of the financial statements. 

Common areas included in this Sub-Taxonomy are Annual, Quarterly and Monthly Financial Reports produced via the Financial Close Process.		Inaccurate, incomplete and untimely financial information, human error, bad operational decisions, reputation damage, economic loss, penalties, fines, and legal action. 

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation				A fixed asset is a long-term tangible piece of property or equipment that an organization owns and uses in its operations to generate income. Fixed assets are not expected to be consumed or converted into cash within a year. Fixed assets most commonly appear on the balance sheet as property, plant, and equipment (PP&E).  

Common areas considered within this Sub-Taxonomy are acquisitions and disposals, assignment of asset types and useful lives, capital project management, construction in progress (CIP), depreciation calculations.		Capital expenditures are not properly approved, capital expenditures are inaccurately classified as capital vs. expense, depreciation/amortization is inaccurately calculated, not placed in service timely, or become impaired. Processes may not be in place to effectively prioritize, evaluate and monitor the capital plan, which could result in dissatisfaction and misallocation of funds, misappropriation of funds (to be used for capital) and equipment and/or misuse of equipment/inventory.

		2.9		Finance		Grants				Grants (federal/state grants, research grants, corporate, philanthropic) are financial awards given to an institution by an entity, such as a company, foundation, or government, to facilitate a goal or incentivize performance. Grants are also awarded to student financial aid.

Common areas included in this Sub-Taxonomy are grant oversight, grant compliance, grant financial management.


		Failure to identify all federal and state grant awards received, not appropriately account for expenditures of grants, non-compliance with internal controls, grantor/donor requirements and accounting resulting in disbarment, inappropriately awarding grants. 

		2.10		Finance		Leasing Property				A lease is a contract between an owner and a user of property. In business lease agreements, the owner (lessor) receives financial compensation and in exchange, the tenant (lessee) is given the right to operate on the property. Institutions lease property, owned property and ground leased property for university campuses, medical centers and office buildings.

Common areas included in this Sub-Taxonomy are lease transactions, contract management, easements, acquisitions, disposition, and third party real estate partners management.		Lease payments are not received timely and/or are for amounts that are not supported by the lease agreement, resulting in the potential for financial, legal, and reputational damages.  Rental payments to/from are occurring without current, written lease agreements that comply with regulatory requirements and/or are more than allowed under the agreements, resulting in the potential for financial, legal and reputational damages. Processes which are not completed to identify leases with conflicts of interest, resulting in the potential for financial, legal or reputational damages.   

		2.11		Finance		Other Cost Recovery Departments				Other cost recovery departments are those departments that do not function to generate fees within University of Texas System (and are not included elsewhere). These departments are necessary as campus-wide investments in infrastructure, administration and management.

Common areas included in this Sub-Taxonomy are non-direct revenue generating department such as: utilities, custodial services, general administration, the libraries, accounting, and purchasing.		Failure to ensure that costs of operations are covered, incorrect cost classification, failure to include all allowable costs, clerical error, math errors, and allocation methodology.

		2.12		Finance		Payroll				Processing payroll to compensate employees for their work involves calculating total wage earnings, withholding deductions, filing payroll taxes and delivering payment.

Common areas included in this Sub-Taxonomy are processing of various pay types (e.g., regular, on-call, overtime, etc.), deductions (e.g., retirement plans, insurance premiums, etc.), management of employee data, managing W2s and W4s for employees including deductions, withholdings, allowances and compliance with IRS and payroll taxes.		Inaccurate or incorrectly entered employee pay and/or employee status or in the HR/Payroll system: nonexistent/fictitious employees are added to the payroll; terminations are not timely entered into the HR/Payroll system resulting in inappropriate payments to terminated employees; quarterly and end-of-year reporting and/or record retention is not compliant with federal and state requirements; payroll is recorded in the wrong period resulting in incomplete or inaccurate accruals made for financial reporting; terminated or deceased employees were not removed from payroll master-data rolls.  Inadequate segregation of duties or inappropriate access to timekeeping/payroll systems.

		2.13		Finance		Purchasing/ Supply Chain				Purchasing / Supply Chain describes the processes for sourcing, negotiating and translating a requisition into a purchase order (PO), as well as reviewing, executing, receiving, storing and managing orders for the organization. Orders may include purchases of tangible products or services. Supply Chain often has responsibility for managing relationships with vendors and managing the Vendor Master File. Materials management generally refers to the procurement and distribution of required supplies, office supplies and equipment, computers and related peripherals, and similar items throughout an organization. Materials management commonly consists of the procurement, contract management, purchasing, receiving, and inventory control functions.

Common areas included in this Sub-Taxonomy are Materials Management, Procurement, Purchasing Cards (P-Cards), Vendor Master File, Vendor Management, Inventory Receiving & Warehouse, Bidding,  Agreements, HUB Initiatives, Supply Chain/Materials Management - Procurement, and Invoicing Fraud.		Inventory misappropriation: supply vendors having unfettered access to inventory areas leading to opportunities for theft; falsely overstating inventory value to cover shrinkage; physical inventory counts not being monitored by individuals independent of the inventory area leading to false counts; misuse of purchasing cards; controls over high cost inventory may be inadequate to ensure those assets are protected. Utilization of vendors included on excluded individuals and entities listings creating a higher risk of loss to the organization. Vendors who replenish inventory areas as part of a just-in-time inventory system not making adjustments for shortages in shipments.

		2.14		Finance		Travel & Entertainment				Business travel and/or entertainment include expenses that are incurred for employees, including Dues and Memberships, Relocation Expenses, Travel Advances, Expense Reimbursements via Accounts Payable (A/P).

Common areas included in this Sub-Taxonomy are Travel and Entertainment policy & process enforcement, expense report verification and approval.		Inefficient cumbersome processes, lack of policy enforcement, late report submission, slow employee reimbursement, inefficient receipt management, false Travel and Entertainment report submission, increased spend in Travel and Entertainment.

		2.15		Finance		Tuition & Fees Management				Tuition and fees management includes planning for and tracking expected revenues from various sources, such as formula funding, course fees, and other external sources.  Course revenues may be based on the academic program, the number of credit hours, in-state, out-of-state, etc. 

Common areas included in this Sub-Taxonomy are Tuition/fees collected by programs (e.g., regular or summer session, university extension, etc.), tuition/fees categories (e.g., resident/non-resident, graduate/undergraduate, professional), number of fees assessed, results of recent internal or external reviews, recent changes in organizational structure, policies or procedures, laws or regulatory requirements, etc., pending litigation or actions.		Processes and/or information systems that are not well designed or implemented and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations, policies, and procedures. Inadequate monitoring of tuition and fees could result in non-adherence to established requirements or controls and financial loss.

		3.1		Information Technology		Business Intelligence/Data Transformation		1		Business intelligence (BI) tools ingest business data and present it in user-friendly views such as reports, dashboards, charts and graphs, and facilitate management decision-making.

Common technologies included in this Sub-Taxonomy are Power BI and Tableau, data warehouse tools, and reporting tools built in ERP systems such as PeopleSoft.		Poor data quality.
Timeliness of data.
Unintended disclosure or breach of data (security and privacy).
Tools failing to meet user needs.
Inaccurate or misleading information because of limited user knowledge or misuse of data.

		3.2		Information Technology		Communication, Awareness, & Training		1.1		Information Technology policies and procedures must be communicated clearly and regularly to employees. A strong and supportive "tone at the top" and organizational culture, and communication of strategic objectives, standards, and expectations are needed.  Oversight and guidance for securing all information assets should be established through communicated and enforced policies, standards, and procedures.  Management should be informed of the effectiveness of security measures in place.  (O - Security culture or security awareness)

Common areas included in this Sub-Taxonomy are communication and training on policies and expectations, security awareness training and ongoing threat awareness campaigns, and reporting on the effectiveness of protection strategies.		Management's expectations are not clearly determined and communicated, resulting in ineffective allocation of resources towards non-strategic activities.
Information resources are exposed because security policies are not sufficiently communicated or understood, and/or are not enforced.
Insufficient resources are allocated to security programs because leadership is not informed of current risk levels.

		3.3		Information Technology		Communication/Collaboration Technologies		1.3		Communication technologies include email, virtual meeting rooms, instant messaging, and VoIP (a technology that makes it possible to have a voice conversation over a network instead of over dedicated voice transmission lines).

Common tools included in this Sub-Taxonomy are Outlook, Google Mail, MS Teams, Zoom, and VoIP technologies.		Employee communication needs are not met.
Usage restrictions, configuration/connection, and implementation guidance is not established or documented.
Remote meeting and collaborative technologies do not have sufficient capacity, availability, and/or security to accommodate a predominately remote workforce. 
Employees are not advised on allowable use of collaboration technologies and disallowed tools for sharing or discussion of sensitive information.

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95		Organizations must know and address their network and device vulnerabilities, and respond quickly to security incidents that may significantly affect the enterprise, its people, or its ability to function productively. (B - Vulnerability and Patch Management; I - Threat Management; K -Incident response plans; P - Data management and protection)  

Common areas included in this Sub-Taxonomy are intrusion detection and response, firewall management, incident management and reporting, and device configuration monitoring.		Undetected vulnerabilities on the network.
Operating system vulnerabilities.
Insecure web-facing applications.
Procedures are not in place to log, investigate, escalate, and resolve security incidents timely.
IT assets are not monitored to protect from malicious code. 
Security incidents are not documented, communicated, and reported such that trends can be identified and inform strategic planning.  
Testing of security posture (penetration testing) is not performed.
Information security staff do not monitor industry news and trends to ensure up-to-date knowledge of new vulnerabilities and mitigation strategies.
Communication activities are not in place to inform users of imminent threats and instructions for protecting the IT resources under their control.

		3.5		Information Technology		Data Governance, Management, & Protection		1.7		Data Governance, Data Security, and Data Management work in tandem to maintain confidentiality, integrity and availability of information. Sensitive data must be handled with greater restrictions. (P - Data management and protection)

Common areas included in this Sub-Taxonomy are Data Classification, Ownership, and Governance; Data Loss Prevention (for data while at rest, in use, and in transit); and Information Rights Management.		Data is not classified according to enterprise policy or protected in accordance with its classification.
Data ownership is not assigned, communicated, and enforced.
Guidelines are not in place to define data management.
Data models do not exist to catalog enterprise data attributes, or enterprise data catalogs or models are not secure. 

		3.6		Information Technology		Decentralized IT Operations		1.4		Decentralized IT operations allow for greater flexibility at the local level; however, some decentralized IT operations may lead to deviations from established policies and authorized processes that put the organization at risk.  Management should vet and approve exceptions to centralized IT processes.		Rogue processes lead to vulnerabilities, network exposure, inefficiencies, and unnecessary duplicative costs. 
Standards are not established and communicated for operations to ensure alignment with IT strategy and organization policy,
Decentralized solutions do not comply with enterprise standards.
Monitoring has not been established, and governance structure does not provide effective oversight of decentralized operations. 

		3.7		Information Technology		Disaster Recovery		1.5		Disaster Recovery encompasses the activities designed to return technology resources to an acceptable condition such that critical business operations can resume if a disruption occurs. Business Continuity is a business activity rather than IT activity, but coordination between responsible parties is critical if a disaster recovery plan must be activated to ensure impact on business operations is minimized.

Common areas included in this Sub-Taxonomy are system and data backup, offsite or immutable data storage, offsite work locations in the event of a disaster, and robust Disaster Recovery / Business Continuity Programs.  		Business downtime due to the unavailability of IT systems. 
Plans are not in place to ensure electronic data can be recovered and made available to support critical business operations following an unexpected interruption.  
Backups are not sufficiently protected to ensure integrity and availability when needed.
A documented plan does not exist to continue/restore critical IT services following an unexpected interruption, or does not prioritize IT services in accordance with business requirements and expectations. 
Activities are not in place to ensure key stakeholders are aware of recovery and continuity testing and results in order to improve the plan and/or process. 
Availability requirements are not established and monitored. 
Critical roles have not been assigned for restoration of IT services.

		3.8		Information Technology		Hardware & Software Inventory Management		1.55		IT Asset Management (ITAM) is a system of business practices that seeks to maximize value and protect IT equipment within an organization by combining financial, contractual, and inventory data to track the status of IT assets across their lifecycle and ensure their compliance with established standards..  (N - Inventory information)

Common areas included in this Sub-Taxonomy are inventory processes and systems, IT asset ownership and assignments, transfers, and terminations, license management, and device configuration management.		Activities are not in place to ensure newly acquired IT assets comply with established standards.
IT assets in use are not appropriately identified and monitored,
Assets containing sensitive or confidential data are not properly disposed of. 
Security requirements and acceptance criteria do not align with organizational policies.
Software (including hosted and cloud) is not risk-assessed prior to purchase to ensure security standards are met.
Standard contractual terms do not include provisions for enforcement of information security requirements and monitoring of vendor performance related to these requirements, 
Standard contractual terms do not include recourse in the event of a security breach. 
Maintenance is not performed per vendor recommendation or contractual requirement.
Assets cannot be physically located.

		3.9		Information Technology		Identity & Access Management		1.8		Identity and Access Management (J - Access control management) encapsulates people, processes and products to authorize and authenticate users and grant or deny access rights to data and system resources based on the principle of minimum-necessary access. The goal of IAM is to provide appropriate access to enterprise resources.

Common areas included in this Sub-Taxonomy are authorized user onboarding and offboarding, privileged access management, periodic user access reviews, and timely user termination and credential deactivation.		Unauthorized access, unnecessary access, privilege escalation, and inappropriate use of administrator ("superuser") access. 
Procedures are not in place to verify an individual's identity to an appropriate assurance level prior to granting access credentials. 
Activities are not in place to manage access entitlements at each level (network, server, database, application), based on the classification of data to be accessed.  
Access provisioning procedures are not in place to help prevent unauthorized access to applications, system software, information, and configuration abilities. 
Login credentials are not encrypted in transmission and/or in storage. 
Activities are not in place to manage account privileges to ensure no more than the minimum privileges necessary are allowed and segregation of duties is enforced.

		3.10		Information Technology		Information Technology Security Configuration		1.65		Information systems and infrastructure must have strong technology-enabled controls protect IT assets and data.  

Common areas included in this Sub-Taxonomy are infrastructure and application system security settings, encryption, and cloud security (including security configuration of third party cloud services).  This Sub-Taxonomy does not include access administration.		Server configuration standards are not established or enforced to ensure compliance with operational and security requirements
Security requirements are not considered in application design and configuration, or existing security features are not fully utilized.
Security configuration changes do not follow an established change management process.
Security configuration requirements have not been established.
Cryptographic solutions are not in place where appropriate, or are not effectively managed to prevent access by unauthorized parties.
Known technical vulnerabilities are not addressed timely.

		3.11		Information Technology		IT Operations		1.2		IT Operations are the ongoing support activities to implement, manage, monitor, and support IT systems that meet the business needs of internal and external users.

Common areas included in this Sub-Taxonomy are IT support services (help desk), performance metrics, project management, capacity planning, and service failure response and reporting.		Business downtime and frustration due to IT system errors.
Activities are not in place to ensure business needs are understood in prioritization and planning.
Responsibilities, requirements, and performance criteria are not defined, or performance measures are not monitored.
Project schedules are not monitored, project goals are not clearly defined, and activities are not in place to ensure cost-effectiveness.  
Service Level Agreements (SLAs) either do not define expectations and metrics or the defined expectations and metrics are not measured/monitored/enforced.
No consideration for future capacity needs. 

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1		IT operations must align with the organization’s strategy and be governed accordingly. Deviations from strategic objectives may result in duplication of technology, infrastructure conflicts, and wasted resources. Financial allocation decisions are made by accountable parties with consideration for organization strategy, user needs, and protection of information resources.  (C - Funds for necessary equipment or application upgrades; E - Overall security strategy; H - Security and/or IT staff).		Insufficient IT resources to protect the organization's information.
Unnecessary or wasteful IT expenses.
Unmitigated risks due to conflicts between Business Management and IT Management
Policies and procedures not in alignment with management objectives, reviewed, and communicated to employees, 
Institution strategic planning does not consider the IT infrastructure and support needed to meet strategic goals.
There is no strategic plan for IT.
Planning does not consider long term goals, and strategic planning does not occur at an appropriate frequency.
Information Security Officer does not have sufficient independence, 
Leadership doesn't maintain contact with authorities and regulatory bodies, 
Accountability is not clearly defined and communicated for guidance on decision making.
Insufficient IT Funding process as the budget processes are not appropriately prioritized, or leadership does not place appropriate emphasis commensurate with strategic needs.

		3.13		Information Technology		Legal & Regulatory Compliance		1.2		Legal and regulatory compliance is necessary for an organization to avoid regulatory penalties, reputation loss, increased regulatory oversight, and litigation.

Common areas included in this Sub-Taxonomy are privacy violations and PHI data leakage/exposure due to improperly secured systems and lack of compliance with State or Federal information security rules.		Violations of employee and patient rights due to system configuration or insufficient information security.
Federal/State regulatory violations such as HIPAA violations, TAC202 information security control standards, GDPR regulations, FERPA violations, and other directives on restricted technologies (e.g., TikTok ban), 
Security leadership is not aware of changing legal and regulatory requirements.
Policies and procedures are not regularly reviewed and updated to ensure continued compliance. 
Regulatory gaps are not identified and resolved, and reporting of gaps does not occur at appropriate frequency.

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6		Data is often stored on mobile phones, USB storage devices, handheld devices, biomedical devices, medical equipment, etc.  The pervasiveness of mobile device use increases the risk of data leakage.

Common areas included in this Sub-Taxonomy are Mobile Device Management (MDM), removable media controls, and biomedical device management, Network Connectivity and Security.		Downloading sensitive data onto personal or unencrypted USB storage devices.
Use of insecure personal mobile devices to handle sensitive or confidential information.
Lack of patching and data sanitization for mobile biomedical devices. 
Personally-owned devices are not prevented from, or are not detected when, connected to the organization's network and IT services. 
Monitoring activities are not in place to detect (and prevent if appropriate) transfer of critical or sensitive institutional data to personally-owned or portable data storage devices.
Activities are not in place to ensure that mobile or medical devices access to network resources occurs in a secure fashion without unnecessary risk to sensitive institutional data during transmission.  
Quality assurance activities are not in place to ensure new changes, new systems, or configurations don't adversely affect users' allowed access to data via mobile devices. 
Restrictions on use of personally-owned and/or portable data storage devices are not communicated to users and enforced consistently.
Inadequate safeguards surrounding the electronic Protected Health Information (ePHI) stored on biomedical devices, malicious software / viruses causing harm to patients.
Inadequate backup and recovery processes resulting in a loss of data / ePHI

		3.15		Information Technology		Network Administration		1.75		Network administration involves a wide array of operational tasks that help a network to run smoothly and efficiently.  Network administration includes management of firewalls and wireless infrastructure.		Misconfigurations and change management, resulting in network vulnerabilities and exploitation of access and data.
Policies are not in place to address security requirements for wireless networks.
Activities in place do not allow for the wireless network to meet organizational security standards and policies, 
Monitoring of all wireless access points are not in accordance with security requirements.
Monitoring doesn't occur to make sure that bandwidth and speed meet business needs.
Strategic planning activities don't consider wireless capabilities for new or expanding services, locations, or constituents
Guest access is not appropriately restricted or segmented to ensure systems and data are not accessible.

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15		IT Assets must be protected with physical controls and environmental safeguards, such as restricted access, video surveillance, and fire suppression. (R - Physical and environmental security around critical IT infrastructure)

Common areas included in this Sub-Taxonomy are badge access, security guards, sign-in system, escorted visitors, CCTV, backup power generators, floor levels not prone to flooding, and non-conductive gas fire suppression.		Equipment and data is exposed to loss because physical access is not restricted to only authorized parties.
Equipment is irreparably damaged and data lost from environmental hazards such as fire or flood. 
Transportable media could not be secured and protected from environmental hazards both in transit and in storage, and integrity is not maintained.

		3.17		Information Technology		System Development & Change Management		1.3		System Development involves phases deployed in the development or acquisition of a system, including how to plan, design, develop, test and implement a system or a major modification to a system. Typical phases of the System Development Lifecycle (SDLC) include a feasibility study, requirements definition, detailed design, programming, testing, installation and post-implementation review.  Changes to systems must also be controlled to ensure changes do not result in loss of functionality, availability, data integrity, or data security. (M - IT lifecycle processes)
		Key stakeholders are not involved in developing and validating technical requirements, to prevent invalid or inappropriate design assumptions.  
Activities are not in place to effectively identify requirements, so that business needs are being fulfilled?.
Security needs are not considered during requirements development.
Operational procedures do not include activities to assess requests for changes for strategic alignment, prioritization, and impact on interconnected systems. 
Activities are not in place to ensure emergency and/or critical changes are addressed in a timely manner.  
Change requests are not monitored to prevent unintentionally delayed or unfulfilled requests.  Maintenance/upgrade/non-emergency patch windows do not consider business scheduling requirements, to ensure down-time impact to the organization is minimized.  
Activities are not in place to ensure source code versions are maintained and managed to ensure code integrity.  

		3.18		Information Technology		Third Party Security & Risk Management		1.8		Third-party security and risk management aims to manage risks that come with forming business relationships with third-party vendors and service providers, and keep risks at an acceptable level for the organization. These risks include vendor vulnerabilities that could carry cybersecurity risk, compliance risks, and operational risks that could arise from supplier delays or provider outages. (L - Third Party Risk Management Process; G - Security risk assessments)

Common areas included in this Sub-Taxonomy are Third Party Lifecycle Management (Onboarding, Monitoring, and Offboarding), Third Party Risk Assessment, and Third Party Connections/Interfaces.		Third party business failures result in unavailable services.
Third party network vulnerabilities and breaches, and sensitive data exposure. 
A program is not in place to assess information security risk related to 3rd party IT service providers, both before acquisition and ongoing.  
Preventive and monitoring activities are not in place to ensure compliance with  3rd Party Risk Assessment requirements and related contractual requirements. 
Activities are not in place to ensure that gaps in the 3rd Party Risk Assessment process are identified, escalated, and resolved.

		4.1		Research		Animal Research Program				Animal Research Programs are programs that involve the research of vertebrates and primates. 

Common areas included in this Sub-Taxonomy are Institutional Animal Care and Use Committee, and, Protection of Animal Subjects, Security,  Safety.		Reputational damage based on unpopularity of animal testing; failure to maintain Association for Assessment and Accreditation of Laboratory Animal Care (AAALAC) Accreditation;  animals, staff or students are injured due to inadequate protocols and procedures during research & teaching activities. 

		4.2		Research		Application Systems - Research		1		Research systems include those systems designed exclusively for the support of the research enterprise, including but not limited to, clinical trial management, research data warehouses, high capacity storage for use in research, high performance computing, sponsored research systems (from proposal to award to financial management throughout the project), grant management, payroll and effort certification, conflict of interest management, and lab safety.		Research data is corrupted or lost.
Applicable clinical trials are not identified when appropriate, or participant information is not managed and protected.
Clinical trial results are not accurate and complete.
High capacity storage and high performance computing capabilities are not available for researcher use or do not provide sufficient space or processing capabilities.
Conflicts of interest are not documented and managed.
Sponsored research awards are not recorded accurately and/ expenses are not applied correctly, resulting in erroneous reporting and/or erroneous billing to the sponsor.

		4.3		Research		Biosafety				Biosafety provides policies and practices to prevent the unintentional or accidental release of specific biological agents and toxins. Biosafety relates to the precautions and protocols that reduce risk of harm within research labs or healthcare environments when handling biological or toxic materials. 

Common areas included in this Sub-Taxonomy are chemical disposal, chemical storage, lab protocols, safe handling of infectious agents. 		Labs and other areas not adequately managed, research projects involving selective reagents that are not safely managed, lack of process for approving biosafety grants. 

Exposure to potentially infectious agents or biohazards; inappropriate disposal of biohazardous waste.

		4.4		Research		Clinical Trials & Human Subjects Research Program				Clinical Trials are research studies that test medical, surgical or behavioral intervention in people while Human Subject research programs are scientific investigations that either interventional or observational and involves humans as research subjects. 

Common areas included in this Sub-Taxonomy are Institutional Review Board and Protection of Human Subjects.		Inaccurate billing process/capture and failure to comply with clinical trial requirements. 

		4.5		Research		Medical Centers & Programs				Research programs collaborate with medical centers to establish mutually beneficial access to patients and to advance treatment options. Research programs receive access to patients across a variety of demographics in order to fully vet new medical treatments and innovation.

Common areas included in this Sub-Taxonomy are Medical Center Collaboration Agreements, Research Protocols and Commitment to Ethics in Research.		Failure to align with medical centers and programs that are fully cooperative with researchers with regard to compliance with research protocols, ethics and eligibility can lead to invalidation of research, regulatory challenges and reputational damages.

		4.6		Research		Publications & Intellectual Property				Publications and Intellectual Property are works or inventories that are a result of creativity and/or written works for public consumption. 

Common areas included in this Sub-Taxonomy are Patents, Copyrights, Trademarks, Trade Secrets, Literary and Artistic Works, Inventions, Computer Code, and Educational Research.		Lack of security to intellectual property, unauthorized access to intellectual property, failure to comply with reporting. 

		4.7		Research		Research Administration				Research Administration is the development, review, and management of sponsored projects. 

Common areas included in this Sub-Taxonomy are Subrecipient monitoring, Time & Effort Reporting, Post-award, Cooperative Agreements, and Sponsored Grant Programs.		Failure to sustain research environment, reduced Federal funding, externally funded research does not adhere to necessary requirements, scientific misconduct, lack of controls over research expenditure reporting. 

		4.8		Research		Research Compliance				Research Compliance includes adherence to rules, regulations, polices and standards that oversee research. 

Common areas included in this Sub-Taxonomy are Export Controls, Research Conflict of Interest, Research Misconduct, Research Data Security.		Non-disclosure of conflict of interests, licensee does not adhere to research license terms, and research misconduct. 

		4.9		Research		Research Partners & Co-/Sub-Investigators				Research Partners and Co-/Sub-Investigators relates to the different partners and investigators that the institution works with. 		Unethical people/organization partners negatively impacts the institution's reputation.  Other parties do not adhere to safe research practices. 

		5.1		Human Resources		Benefits				Employee benefits are any forms of perks or compensation that are provided to employees in addition to their base salaries and wages. A complete employee benefits package may include a health insurance plan, life insurance, paid time off (PTO), retirement benefits, and more.

Common areas included in this Sub-Taxonomy are oversight of health and welfare benefits, unemployment benefits, COBRA, FMLA, pension plans or retirement programs.		Lack of compliance with state and federal benefit regulations, inaccurate and untimely benefit calculations could lead to financial loss, paid time off changes may not be operationalized properly causing overpayments. 

		5.2		Human Resources		Compensation				Employee compensation includes salaries and wages, in addition to incentives, bonuses, etc.

Common areas included in this Sub-Taxonomy are salary structure, compensation committee, compensation market analysis, position review, position classification.		Inadequate support or inappropriate metrics for determining incentive payments, faculty and physician compensation plans may not be aligned increasing retention risk, administrative burden, and reducing effectiveness.

		5.3		Human Resources		Employee Records				Employee records are a compilation of all information pertaining to an employee, from hire date to termination date. This information may include, but is not limited to, the employee's name, social security number, address, date of birth, position, salary, and benefits.

Common areas included in this Sub-Taxonomy are maintaining the security and confidentiality of Employee Records (e.g., basic contact information, employment details, qualifications, payroll information, disciplinary history, awards and achievements).		Failure to accurately maintain information in HR system, financial risks and loss of assets due to not terminating staff appropriately. Failure to perform the background checks could result in the hiring of an individual with an undisclosed issue that could lead to patient safety issues, regulatory sanctions, penalties, and expulsion from federal healthcare programs. 

		5.4		Human Resources		Employee Relations				Employee relations concerns the building of positive relationships and interactions among employers and employees, and at a broader level helps foster a sense of community within an organization. This could entail initiating transparent workplace communication or supporting the emotional, physical and psychological health of employees. Ultimately, the goal of employee relations is to create a positive relationship between employers and employees that leads to an increase in employee retention, happiness and productivity.

Common areas included in this Sub-Taxonomy are union activities, employee grievance process, labor relations, legal compliance.		Decentralization of HR resulting in employee concerns that may not be addressed leading to higher than anticipated turnover. Non-existent or ineffective application of staffing models can lead to inadequate or excessive hiring of the wrong type of workers at the wrong time, excessive costs, and lost productivity. 

		5.5		Human Resources		Employee Retention & Succession Planning				Employee retention and succession planning is the ability of a company to maintain its employees.  Employee retention also refers to the strategies that a organization uses to try and retain top-performing employees. Succession planning is the process of ensuring that an organization can replace key personnel in the event of their departure. It includes developing a pool of potential candidates, assessing their skills and qualifications, and preparing them for future leadership positions. 

Common areas included in this Sub-Taxonomy are active recruitment, mentorship/sponsorship programs, training and development, strategic succession plan for key personnel.		Staff gaps in the workforce through employee separation. Low morale and disruption to campus operations due to staffing shortage, negative impacts to control structures within the education system and shortage of trained capable clinical staff.

		5.6		Human Resources		Equal Employment Opportunity				Equal Employment Opportunity (EEO) is fair treatment in employment, promotion, training, and other personnel actions without regard to race, color, religion, sex, age, national origin, and physical or mental disability.

Common areas included in this Sub-Taxonomy are traits listed in other statutes (e.g., Age Discrimination in Employment Act, etc.).		Damage to brand, loss of key personnel, and negative effect on enrollment and hiring due to lack of compliance with EEO.

		5.7		Human Resources		Human Resource Management System		1		The HRMS stores and processes all employment related information including but not limited to position information, applicant recruiting and selection, employee information, employment history, compensation, performance, and benefits.		Inadequate IT controls in the human resources application can lead to errors, exposure of confidential employment information, incorrect compensation or benefits billing, and inability to meet regulatory requirements related to employment.

		5.8		Human Resources		Recruiting				The process of identifying, attracting, interviewing, selecting, hiring and onboarding employees.

Common areas included in this Sub-Taxonomy are recruiting and hiring policies and procedures, HR job descriptions, interview guidelines, background checks.		Poorly defined recruiting and hiring practices can result in inconsistent application, noncompliance with regulatory requirements, litigation, and negative publicity.

		5.9		Human Resources		Training				Employee training is a program that helps employees learn specific knowledge or skills to improve performance in their current roles.

Common areas included in this Sub-Taxonomy are onboarding, orientation materials, licensure and certification administration, education, performance appraisals.		Incomplete training and/or monitoring of compliance with policies results in lack of understanding of key employee policies and complex regulatory requirements. Effective and relevant training and individual development is not provided to faculty and staff on an ongoing basis leading to errors, financial and reputational risks.

		6.1		Facilities Management		Construction				Construction processes include general construction management and oversight, construction close-out, budgeting and financing, and bid invitations. 

Common areas included in this Sub-Taxonomy are construction change orders, facility additions, management and oversight, and bidding processes.  		Budget overruns, schedule delays, non-compliance with regulations, quality control issues, supply chain disruptions, contractual disputes, and unsafe conditions for employees, students, and contracted employees. 

		6.2		Facilities Management		Facility Management Systems		0.75		Facilities Work Order System refers to the system which logs and prioritizes facility repairs and maintenance items on campus or other facilities used by the organization.
		Lack of responsibility and accountability for facility work orders.
Improper prioritization of maintenance/repair events.
Failure to manage security, availability, and integrity of work order systems may lead to unusable facilities and inappropriate building access. 

		6.3		Facilities Management		Maintenance				Facilities maintenance includes preventative and deferred maintenance, facility repairs, groundskeeping, routine inspections, energy management, facility upgrades, and waste management. 

Common areas included in this Sub-Taxonomy are facility improvements and accessibility improvements within campus academic, medical, and athletic facilities.		Lack of preventative maintenance, safety and environmental hazards, failure to adhere to regulatory requirements, disruption to operations, budget and time constraints, and inadequate funding.

		6.4		Facilities Management		Motor Pool				A motor pool refers to a centralized fleet of motor vehicles that are owned, operated, licensed, tracked, and maintained by the institution to serve various needs. 

Common areas included in this Sub-Taxonomy are management and oversight of vehicles and management of employees utilizing campus vehicles. 		Inadequate processes for appropriate driver authorization and compliance with safety regulations and campus policies. 

		6.5		Facilities Management		Parking Office				Parking offices are responsible for managing and overseeing parking-related matters on campus including efficient use of parking facilities, addressing the parking needs of students, faculty, staff, and visitors, enforcing parking regulations, issuing permits, providing revenue oversight and management, and providing information about parking policies and procedures. 

Common areas included in this Sub-Taxonomy are parking revenue, parking security, and parking policy enforcement. 		Improper budgeting, managing, and utilizing parking fees and fines; Unsafe conditions and inadequate number of parking facilities; Inappropriate financial reporting of revenue from parking. 

		6.6		Facilities Management		Planning & Design				Planning and Designing includes identification of project needs and goals, conceptual drawings, schedules, and cost estimates. 

Common areas included in this Sub-Taxonomy are designing and planning of academic, medical, and athletic facilities. 		Inadequate planning and design expertise and budgeting. 

		6.7		Facilities Management		Special Events				Special events refer to organized activities, occasions, or gatherings that are distinct from regular academic and administrative functions. 

Common areas included in this Sub-Taxonomy are special event planning, funding, and compliance. 

Use Risk Management & Compliance - Campus Security & Safety Sub-Taxonomy for other security matters. 		Unsafe environment for staff, students, and visitors; logistical complexities; alcohol and substance abuse; legal and regulatory non-compliance, and non-adherence to contractual agreements. 

		6.8		Facilities Management		Utilities				Utilities include telephone, water, electricity, etc. as well as back up plans for lost utilities. 

Common areas included in this Sub-Taxonomy are utilities management, disaster recovery, and business continuity. 		Long term loss of power and utilities, interruption to utility services due to outdated infrastructure, and weather event strain on institutional power sources resulting in inability to reside in student residences, delayed operations and compromised data.

		7.1		Risk Management & Compliance		Americans with Disabilities Act				The Americans with Disabilities Act (ADA) is civil rights law that protects individuals with disabilities in the areas of employment, state and local government services, transportation, telecommunication, and public and private places that are open to the general public. 

Common areas included in this Sub-Taxonomy are accessibility of online content, available resources and safety. 		Inadequate or unsafe access to facilities and resources, inability to meet needs or provide appropriate accommodations to disabled students, employees, patients, and visitors, inability to provide accessibility to electronic resources.

		7.2		Risk Management & Compliance		Campus Security & Safety				Campus Security and Safety provides a safe environment for faculty, student, staff and patients.

Common areas included in this Sub-Taxonomy are Emergency Medical Services (e.g., ambulance services), Crime Prevention, Fire Prevention, Facility Access, Campus Police, Faculty/Staff/Student Safety. 		Endangerment of health and safety of students, faculty, staff, and/or patients.

		7.3		Risk Management & Compliance		Clery Act				The Clery Act requires educational institutions that participate in the federal student financial aid program to disclose information about crime on campus or nearby. 

Common areas included in this Sub-Taxonomy are domestic violence, physical security breach, active shooter.		Negative effects on public image, information cause donors/students to no longer see institutions in a favorable light, inaccurate reporting resulting in regulatory issues/review. 

		7.4		Risk Management & Compliance		Compliance Program				A compliance program is a set of internal policies, procedures and training modules employed by a organization designed to identify and reduce risk. Compliance programs help organizations protect themselves from scandal and lawsuits. 

Common areas included in this Sub-Taxonomy are Compliance Standards/Procedures, Compliance Oversight, Education and Training, Monitoring and Auditing, Reporting, Investigation, Background Checks, Enforcement and Discipline, Response and Prevention, Compliance Analysis.  

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to athletics compliance.		Failure to comply with state/federal reporting requirements, loss of funds, missed opportunities, and discredited reputation.

		7.5		Risk Management & Compliance		Emergency Preparedness				Emergency Preparedness involves the steps taken to ensure safety before, during and after an emergency or natural disaster. An Emergency Preparedness Program is an institution's comprehensive approach to meeting the health and safety needs of their population and provides facilities with guidance on how to respond to emergency situations. 

Common areas included in this Sub-Taxonomy are Hazard Vulnerability Assessment, Disaster Preparedness Committee, and Disaster Drills.  

Use IT - Disaster Recovery  Sub-Taxonomy for matters disaster recovery.		Fractured command and control structures, communication systems failures, delayed or inefficient deployment of resources. 

		7.6		Risk Management & Compliance		Enterprise Risk Management				Enterprise Risk Management (ERM) is a structured,  consistent and continuous process across the whole organization for identifying, assessing, deciding on responses to and reporting on opportunities and threats that affect the achievement of its objectives. 

Common areas included in this Sub-Taxonomy are Goal Setting, Risk Tolerance, Event Identification, Risk Assessment, Risk Response, Program Monitoring, Reporting Tools, Risk Mitigation Monitoring, Risk Management.  
		Failure to establish a consistent and commonly applied risk nomenclature, assess risk consistently, and report risk across the enterprise.

		7.7		Risk Management & Compliance		Environmental Health & Safety				Environmental Health & Safety (EHS) is an area that focuses on protecting people and the surrounding community from harm.

Common areas included in this Sub-Taxonomy are Occupational Safety, Fire and Life Safety, Chemical Safety, Biological Safety, Radiation Safety, Environmental Affairs, and Emergency Management. 		Failure to comply with laws and regulations to manage occupational hazards and natural disasters negatively impacts employee health and wellness and environment.

		7.8		Risk Management & Compliance		Insurance				Insurance is a legal agreement in which an insured receives financial protection from an insurer for losses suffered under specific circumstances.

Common areas included in this Sub-Taxonomy are General, Employment Practices, Professional Medical and Hospital Liabilities; Premium Collection; Claim Payments and Self-Insured Program Management. 
		Incidents of data breaches, property damage, and professional service mistakes may result in financial or human capital loss; failure to provide notice to insurers of potential or probable loss/damage events timely.

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters				Institutions are subject to a multitude of emerging or less common Compliance and Regulatory Matters. 

Common areas included in this Sub-Taxonomy are compliance with Title IV related to administration of student financial aid programs, Office of Foreign Assets Control Sanction controls,  Currency transaction reports for currency transactions exceeding $10,000, and compliance with the Foreign Corrupt Practices Act.
		Non-compliance with various regulatory matters could result in monetary fines, loss of federal funds, reputational damage and more depending on the severity.

		7.10		Risk Management & Compliance		Privacy				Privacy is essential for protecting personal information, establishing trust, complying with regulations, maintaining ethical practices, driving innovation, and preserving individual autonomy.
  
Common areas included in this Sub-Taxonomy are Family Educational Rights and Privacy Act (FERPA), Health Insurance Portability and Accountability Act (HIPAA), General Data Protection Regulation (GDPR) and other international privacy regulations (such as China's Personal Information Protection Law, "PIPL", and Brazil's General Personal Data Protection Law, "LGPD"), Gramm-Leach-Bliley Act (GLBA), Personal Information Protection Law, and state consumer privacy regulations. 		Non-compliance can range from financial penalties to civil or criminal prosecution, loss of student/patient/consumer financial and personal information resulting in erosion of an organization's reputation. 

		7.11		Risk Management & Compliance		Title IX				Title IX/Equal Opportunity Services (EOS) prohibits sex (including pregnancy, sexual orientation, and gender identity) discrimination in any education program or activity receiving federal financial assistance. 

Common area included in this Sub-Taxonomy is sex-based harassment.

Use Athletics - Athletics Compliance Sub-Taxonomy for matters related to NCAA athletics.		Non-compliance with regulations results in negative publicity, disenfranchisement of students, financial penalties, or withdrawal of federal funds. 

		7.12		Risk Management & Compliance		Youth Protection				The youth protection program intends to identify events and activities that serve, or otherwise engage youth (defined as minors less than 18 on campus), and establish standards and protocols for their safety and protection. It also intends to guide staff and volunteer conduct, and to facilitate the identification of high-risk interactions and program characteristics.

Common areas included in this Sub-Taxonomy are Minor Education and Training, Prevention Programs, Safety and Supervision.		Harm coming to minors on campus, inappropriate one on one interactions with minors, federal and state regulatory violations through failure to report (e.g., instances of abuse) and access to alcohol/illegal drugs.

		8.1		Development & External Relations		Alumni Programs				An Alumni Program is an association, which brings former students together to maintain connection with their university and fellow graduates for professional and career development and networking. 

Common areas included in this Sub-Taxonomy are alumni events, professional development, and career services.		Lack of alumni development, insufficient revenue, and hindered ability to contact alumni about university operational needs. 

		8.2		Development & External Relations		Capital Campaigns				Capital campaigns are strategic fundraising initiatives designed to raise significant financial resources to support specific capital projects, often involving the construction, renovation, or expansion of buildings and infrastructure, including land, equipment, and technology. These campaigns aim to secure substantial donations from a variety of sources, including alumni, philanthropists, corporations, and foundations. The funds raised are typically earmarked for capital expenditures rather than ongoing operational expenses. 
		Limited pool of donors, tarnished donor involved in naming opportunities, fundraising goals not met, inappropriate use of capital campaign donations, non-compliance with regulations and tax law, and inaccurate financial reporting. 

		8.3		Development & External Relations		Community Outreach Programs				Community outreach programs are initiatives that aim to engage with and contribute positively to the surrounding community. These programs involve reaching out to local residents, organizations, and institutions to address community needs, foster collaboration, and enhance the overall well-being of the community. The goals of community outreach programs often include social responsibility, building positive relationships, and creating mutually beneficial partnerships. 

Common areas included in this Sub-Taxonomy are program planning, funding, and oversight. 		Non-compliance with state requirements, unsafe conditions for visitors on campus, decreased funding, and 'bad actors' due to inadequate onboarding of volunteers.

		8.4		Development & External Relations		Extended Education				Extended Education refers to educational programs and courses offered beyond traditional undergraduate and graduate degree programs. These programs are designed to meet the diverse learning needs at various stages of life and career. 

Common areas included in this Sub-Taxonomy are certification and continuing education programs. 		Decreased funding due to reduction in enrollment, non-compliance with academic procedures, fraudulent behavior due to inappropriate usage of program fees, and reputational damage.

		8.5		Development & External Relations		Foundations				Foundations refer to organizations that exist to support and advance the mission and goals of the university. These foundations typically operate separately from the institution but are closely aligned with it. The primary purpose is to secure and manage financial resources, often through fundraising efforts, to provide support for scholarships, research academic, programs, capital projects, and other initiatives. 

Use Development & External Relations - Gifts & Endowments Sub-Taxonomy for gifts since they are different from donations (e.g., charitable context, legal requirements, and tax implications). 		Non-compliance with policies and regulations to properly track, report, record and use foundation funds results in inability to support institution's strategic initiatives.

		8.6		Development & External Relations		Gifts & Endowments				Long-term gifts and endowments are used by institutions to earn investment income to fund campus operations and other activities. 

Common areas included in this Sub-Taxonomy are endowment management, bequests/estates, true endowments, terms endowments and quasi-endowments. 

Use Development & External Relations - Capital Campaigns Sub-Taxonomy for matters related to capital campaigns. 		Inappropriate or incomplete use of funds, incorrect valuation of gifts and failure to follow appraisal requirements, unsecure donor data, failure to collect pledges, incorrect recording and reporting, tarnished/tainted endowment donors, mismanagement of donor/endowment relationship, and failure to realize sufficient return on investment. 

		8.7		Development & External Relations		Government Affairs				Government affairs include how the institution interacts with agencies, regulators, legislatures, and other functions of the government. 

Common areas included in this Sub-Taxonomy are development of public policies and programs, generation of support for formal legislation, and management of public relations. 
		Failure to be apprised of changing legislative landscape; legal repercussions for inappropriate sharing of data with international collaborations; damaged brand integrity; fines or decreased appropriations due to improper implementation of new legislation; and negative legislative actions due to inadequate relations with legislative stakeholders.

		8.8		Development & External Relations		Public Affairs/Marketing & Communications				Public Affairs, Marketing, and Communications pay crucial roles in managing the institution's image, promoting its brand, and engaging with various stakeholders through brand and reputational management, internal and external communications, and social media management. 

Common areas included in this Sub-Taxonomy are social media, reputation management, and branding.		Failure to manage media presence results in adverse publicity, inconsistent messaging, and negative student and employee relations. 

		8.9		Development & External Relations		Stewardship Activities				Stewardship activities involve the responsible and ethical management of and planning for initiatives related to philanthropic resources. 
		Inappropriate investment management and use of funds, lack of donor record confidentiality, and inaccurate financial reporting. 

		9.1		Student Services & Enrollment Management		Academic Advising				Academic Advising is a collaborative educational process where students work with their advisors to meet essential learning outcomes, ensure student success, and outline the steps for achieving long-term academic, personal, and career goals. 

Common areas included in this Sub-Taxonomy are course selection, monitoring progress toward educational/career goals, Career Development Center referrals.		Failure to meet/exceed the institution's targeted retention and graduation rates, to achieve timely degree completion, to satisfy students with effective academic advice, and to obtain employment after graduation. 

		9.2		Student Services & Enrollment Management		Admissions				The goal of student admissions is to admit students who will contribute to challenging academics, a rich cultural environment, strong athletic programs, and varied extra-curricular activities.

Common areas included in this Sub-Taxonomy are Maintenance of Admission Eligibility Criteria.		Inability to maintain admission integrity, lack of control/mishandling of student records, applications not processed in timely manner, lack of controls to prevent override of existing admission policies, and failure to deliver a well-rounded student body. 

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1		Academic applications include the different systems, technology, and software that are used throughout the university to maintain academic program and catalog information, course schedules, student enrollment and registration, and student academic progress. 

Common systems in this Sub-Taxonomy are PeopleSoft Campus Solutions or Banner.		Exposure of protected FERPA student data.
Erroneous catalog data, preventing advising staff from service students.
Erroneous academic progress data.

		9.4		Student Services & Enrollment Management		Bookstore				The University bookstore serves to provide students with crucial learning tools to facilitate their educational mission, along with other goods and services.

Common areas included in this Sub-Taxonomy include management of sales revenue and purchases; management of employee data, supplier data, and customer data.		Unreported income, inability to effectively use limited space and resources to provide customer service, inability to manage costs and contracts, theft of merchandise, and failure to have course materials available for students.

		9.5		Student Services & Enrollment Management		Career Centers				Career Centers assist students and employers in finding/filling employment opportunities and developing professional skills. 

Common areas included in this Sub-Taxonomy are Employer Information Sessions, Career Advising, Professional Development Workshops, Networking Events, Mentorships.		Lack of monitoring and accountability for employers on campus, ineffective career assistance for students to obtain job opportunities after matriculation. 

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar				The Registrar on campus maintains student records and course data from when a student determines to enroll in the university through provision of transcripts after graduation. 

Common areas included in this Sub-Taxonomy are Class Registration, Graduation Requirements, Commencement Ceremonies, Transcript Preparation, and Academic Data Maintenance.		Enrollment errors causing cancellation of classes or overfilled classes, errors in student academic records, inaccurate awarding of degrees and honors, and failure to comply with transcript requests resulting in alumni passed over for employment opportunities. 

		9.7		Student Services & Enrollment Management		Financial Aid				Financial aid is the monetary aid the university is able to offer to some of their students. 

Common areas included in this Sub-Taxonomy are Financial Grants, Loans, Scholarships, and Work-study.		Non-compliance with scholarship criteria, awards/nonresident tuition waivers given to ineligible students, non-compliance with financial aid regulations. 

		9.8		Student Services & Enrollment Management		Food Services				Food Services provide on-campus cash and meal plan based dining options, which is an element of student satisfaction.

Common areas included in this Sub-Taxonomy are Cafeterias, Catering Operations, Meal Plan Options, Grocery Stores, and Campus Restaurants.		Failure of vendors to perform in accordance with existing contracts, to ensure costs of operations are covered, to maintain food safety, to meet student satisfaction, and to comply with alcoholic beverage regulations. 

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health				Healthcare/Mental Health include those healthcare services provided to students on campus as well as dissemination of healthcare educational material on campus, from medical to mental health. 

Common areas included in this Sub-Taxonomy are University/Clinic Setting -  Health and Wellness Education, Vaccines and Immunizations, Medical Treatments, and Mental Health Outreach Programs.		Failure to deliver students satisfactory and timely care, to provide accurate health information, to refer seriously ill students to higher levels of care. 

		9.10		Student Services & Enrollment Management		Library Services				Library Services supports the process of research and education by helping users find information (print or electronic) and ascertain its value.

Common areas included in this Sub-Taxonomy are dissemination of information and promotion of knowledge.		Inaccurate oversight over library operations resulting in mismanaging the budget, lack of planning and negotiating to acquire materials, insufficient stacks maintenance, non-collection of fees, and mishandling events. 

		9.11		Student Services & Enrollment Management		Recreation & Activities				Recreation and Activities provide students with an outlet for spare time, increased retention, and improved health and wellness. 

Common areas included in this Sub-Taxonomy are include student recreational centers, intramural and club sports, and other recreational activities

Use a Sub-Taxonomy from the Athletics Taxonomy for matters related to NCAA athletics.		Unsafe conditions resulting in injury to students or staff, unauthorized access to locker rooms, failure to provide students with satisfactory activities. 

		9.12		Student Services & Enrollment Management		Recruitment & Orientation				Recruitment and orientation attracts and encourages new students to apply for admission to the university and provide orientation through campus tours, ambassadors and outreach.

Common areas included in this Sub-Taxonomy are attracting enrollment candidates, student onboarding, networking, relationship building and orientation.		Declining enrollment, insufficiently enrolled classes, inability to attract students to attend university, inadequate campus financing. 

		9.13		Student Services & Enrollment Management		Student Conduct				Student conduct is governed by the rules and regulations put in place for students to abide by when attending the university. This may be overseen by Judicial Affairs or similar office. 

Common areas included in this Sub-Taxonomy are resolution of misconduct charges, and promoting high standards of behavior, safety, and welfare.		Disciplinary hearings that fail to follow due process or failure to provide students with appropriate notice to defend themselves, lack of understanding student conduct code, and failure to uphold the Student Code of Conduct. 

		9.14		Student Services & Enrollment Management		Student Counseling Center				Student Counseling Centers provide students with one-on-one access to crisis support, behavioral counseling, sexual assault support, and assistance with alcohol and drug addiction. 

Common areas included within this Sub-Taxonomy are Individual and Group Therapy, Consultation, and Crisis Intervention.

Use Student Services & Enrollment Management - Healthcare/Mental Health Sub-Taxonomy for matters related to mental health outreach and prevention.		Incidents on campus resulting in harm to students and institutional reputation/financial damages; lack of student well-being/satisfaction leading to decreased retention and lower graduation rates; failure to provide resources to prevent student self-harm.

		9.15		Student Services & Enrollment Management		Student Housing				Student housing can be the first opportunity to live away from home with a goal of enhancing the living and learning environment and providing a social network and infrastructure for campus daily living.

Common areas included in this Sub-Taxonomy are Residence Halls and Campus Facilities.		Failure to maintain safe and sufficient on-campus housing, unsafe living environments on-campus, inability to contend with off-campus offerings, poor housing assignments leading to student dissatisfaction.

		9.16		Student Services & Enrollment Management		Student Organizations				Student Organizations and associations provide students with opportunities to meet each other, develop leadership skills, manage activities/events, find their place at school, and grow as individuals. 

Common areas included in this Sub-Taxonomy include academic clubs and teams, Greek life, and other student run organizations.  		Theft of organization funds, inability to locate faculty sponsor, failure to follow charter, hazing, possibility of negative press/reputation.

		9.17		Student Services & Enrollment Management		Student Retention & Graduation				Student Retention and Graduation serves to assist with defining success for each student at university, cultivate relationships and build a sense of belonging through graduation and advanced degree programs.

Common areas included in this Sub-Taxonomy are engagement and connection programs.		Failure to retain students results in transfers, decreased graduation rates, and decreased alumni engagement.

		9.18		Student Services & Enrollment Management		Veteran/Military Services				Veterans and military members may require additional services and have additional rights as they either return to civilian life or are called to duty. Universities frequently offer special orientation and recruitment programs, financial aid, counseling, academic support and housing to those who have served. 

Common areas included in this Sub-Taxonomy are GI Bill and Hazelwood Benefits.		Failure to support students who are deployed, failure to coordinate veterans benefits or have programs specialized for veteran/military students, lack of preparation for students called to active duty, inaccurate tracking of tuition hour/fee benefits, and non-compliance with federal and state laws related to veterans' rights and benefits. 

		10.1		Instruction		Accreditation				Accreditation is an independent third-party evaluation of a program or institution to see if it meets established standards and is able to provide students a quality education. 

Common areas included in this Sub-Taxonomy are institutional fiscal stability, curricular quality, student support resources, faculty and student outcomes.

Use Patient Care Operations - Accreditation & Attestation Sub-Taxonomy for matters related to healthcare facility accreditation (such as The Joint Commission).		Failure to maintain certain accreditations and standards results in reputational damage, loss of federal funding, and inability to operate. 

		10.2		Instruction		Application Systems - Instruction		0.9		Application Systems for Instruction include the software and technology tools used to deliver the academic programs of the institution.

Common areas included in this Sub-Taxonomy are learning management and course delivery system such as Canvas, testing and evaluation systems such as Bluebook, and others.		Lack of access by students to necessary learning materials.
Academic integrity issues caused by insecure testing systems.
Inability to deliver online instruction.

		10.3		Instruction		Faculty Productivity				Faculty Productivity includes establishing expectations for faculty in the areas of teaching, research, service obligations, publishing, and administration needs. 
		Lack of appropriate monitoring/targets, misalignment of compensation with productivity expectations, inefficient use of resources, inability to satisfy student demand for courses, and inadequate time for research/publication.

		10.4		Instruction		Faculty Recruitment				Faculty Recruitment includes attracting qualified educators to be faculty and researchers at the institution. 

Common areas included in this Sub-Taxonomy are Search Coordination and Process of Appointing Teaching Candidates.		Failure to achieve faculty hiring goals, failure to increase tenure track faculty, inadequate faculty to teach offered courses, inability to attract and retain quality faculty and research funding.

		10.5		Instruction		Faculty Tenure & Promotion				Faculty Tenure and Promotion offers educators opportunities to progress through their careers from instructor through full (tenure) professor based on multiple criteria. Tenure generally provides professors with a guaranteed position through retirement, even in the face of disagreements with administration. It is based on their accomplishments in the areas of research, teaching, and service. 
		Ineffective process for tenure review, faculty misconduct impact on funding and reputation, and loss of top academic talent to other universities.

		10.6		Instruction		Graduate Medical Education				Graduate Medical Education (GME) refers to the period of education in a particular specialty (residency) or subspecialty (fellowship) following medical school. Common GME Program Requirements include oversight, program leadership, resident appointments, educational components, program evaluation, and a learning and working environment that includes programs designed to keep patients safe, maintain professionalism, well-being, mitigate fatigue, designate clinical responsibilities and gain clinical experience.

Common areas included in this Sub-Taxonomy include program oversight and leadership, resident appointments, educational components, program evaluation, professionalism, resident well-being, designation of clinical responsibilities and clinical experience, and a learning and working environment that includes elements designed to keep patients safe.		Failure to comply with Accreditation Council for GME programs requirements result in reputational damage and loss of federal funding. 

		10.7		Instruction		Graduate/PhD Programs				Graduate/PhD Programs offer advanced degrees to candidates looking to further their education, often in search of career advancement. 

Common areas included in this Sub-Taxonomy are Advanced Degree Course Development/Academic Programs, Degree Program Development, Grading Practices.		Lack of student preparation for advanced degree program, misalignment of undergraduate course work with graduate school prerequisites, lack of accredited program, lack of assistance for graduate/PhD students, graduate programs are not evolving with the changes in their respective areas, lack of assistance with career development, poor reputation of program, lack of digital approach to learning, and student lack of access to classes due to competing priorities.

		10.8		Instruction		International Programs 				International Programs add a global dimension to the education of students by hosting programs at overseas campuses and supplementing the institution's domestic talent with international talent. These programs must meet governmental requirements, including immigration sponsorships and work visas.  This may be overseen by International Affairs or similar office. 
		Failure to comply with federal regulations for hiring, failure to properly manage I9/visa process, non-compliance with federal funding requirements, lack of monitoring of visa status, exposure to unsafe conditions during travel.

		10.9		Instruction		Medical Professions Schools				Medical Professions Schools involves students taking part in classroom and practical training to enhance knowledge of healthcare practices. Depending on the medical profession, students complete clinical rotations where they work with patients, collaborate with healthcare professionals and gain experience in medical specialties. 

Common areas included in this Sub-Taxonomy are Academic Administration, Strategic Planning, Continuing Education - Review, and Personnel Management.		Inadequate funding, poor oversight requirements, inadequately prepared medical students, student burnout and stress. 

		10.10		Instruction		Undergraduate Programs				Undergraduate Programs are the core offering of universities and include a multitude of majors, certificates and programs offered to students. 

Common areas included in this Sub-Taxonomy are Undergraduate Course Development/Academic Programs, Degree Program Development, Grading Practices.		Loss of standing against other universities based upon negative course/degree experiences, decrease in students pursuing specific majors or programs, lack of access to desired programs/majors, and grading practices that do not follow guidelines. 

		11.1		Patient Care Operations		Accreditation & Attestation				Accreditation & Attestation in healthcare is an objective evaluation process that helps organizations measure, assess, and improve performance in order to provide safe, high quality care for patients.  These standards are set by private, nationally recognized groups that check on the quality of care at healthcare facilities and organizations (most commonly, The Joint Commission). 

Common areas included in this Sub-Taxonomy are compliance with National Patient Safety Goals, Field Reviews, compliance with Universal Protocols.		Failing to meet safety, academic and/or quality standards, inconsistent processes, and inadequate documentation.

		11.2		Patient Care Operations		Biomedical Device Management				Biomedical Device Management of medical devices that contribute to improving patient safety and patient care.  

Common areas included in this Sub-Taxonomy are Disinfection, Equipment Safety, Equipment Maintenance and Lifecycle, Regulatory Requirements, and Inventory Tracking. 		Lack of cleaning spreads disease/infection, lack of maintenance to ensure equipment works properly, non-compliance with regulatory requirements. 

		11.3		Patient Care Operations		Case Management				Case management is a healthcare process in which a professional helps a patient develop a plan that coordinates and integrates the support services that the patient needs to optimize the healthcare and psychosocial possible goals and outcomes. 

Common areas included in this Sub-Taxonomy include Treatment Planning, Monitoring and Advocacy. 		Ineffective collaboration, lack of visibility, time management issues, and inappropriate patient hospital admission/discharge decisions.

		11.4		Patient Care Operations		Census Management				Census management is the process by which doctors, advanced practice providers, and their support staff keep track of which patients are in different units of the hospital/facility (such as ICU, ED, Telemetry). It is particularly important for facilities to conduct accurate census counts as a revenue tool and because Medicare and Medicaid use these results to determine their funding distributions.

Common areas included in this Sub-Taxonomy are Patient Tracking and Provider Trade-offs. 		Failure to manage the census can jeopardize availability of care for individuals requiring specific monitoring or inappropriate resource consumption.

		11.5		Patient Care Operations		Clinics				Clinics are locations where outpatients are given medical treatment/advice. 

Common areas included in this Sub-Taxonomy are urgent care clinics, cardiovascular clinics and wound care.		Operational ineffectiveness resulting from poorly trained staff or inadequate resources. 

		11.6		Patient Care Operations		Dental Services				Dental services include diagnostic, preventive, or corrective procedures furnished by or under the supervision of a dentist. 

Common areas included in this Sub-Taxonomy are General Services, Pediatric Services, Cosmetic Services, Endodontic Procedures, Orthodontic Services, Periodontal Treatment, Oral Surgery and Dental Sedation. 		Negligence in dental procedures, lack of proper sterilization of dental equipment, exposure to bloodborne pathogens/chemical agents, inappropriate safeguards while under sedation.

		11.7		Patient Care Operations		Emergency Department				The Emergency Department (ED) provides immediate treatment for acute illnesses and trauma. 

Common areas included in this Sub-Taxonomy are ED Registration, ED Staffing, ED Turnaround Times, Chart Management, Charge Capture, and Emergency Medical Treatment and Active Labor Act (EMTALA).		Lack of capacity, high length of stay, declining reimbursements, long wait times for treatment, and inability to meet staffing demands.

		11.8		Patient Care Operations		Laboratory				Laboratories provide physicians and patients with a variant of diagnostic tests important biological values to support patient care and treatment. 

Common areas included in this Sub-Taxonomy are  Specimen Processing, Outreach, Blood Bank, Pathology, Related Billing Compliance and Charge Capture.		Chemical, biological, physical and radioactive hazards; delay in communicating critical values to patients/physicians; errors/miscalculations. 

		11.9		Patient Care Operations		Medical Procedures				Hospitals are the primary care setting for medical procedures which require a high level of monitoring.

Common areas included in this Sub-Taxonomy are medical procedures such as Surgery, Orthopedic, Endoscopy,  Interventional Radiology, and Oncology. 

Use Patient Care Operations Sub-Taxonomies Radiology/Advanced Imaging, Pharmacy, and Laboratory for related procedures.		Performed without sufficient attention to protocols due to communication errors, staffing issues, etc. which result in malpractice, reputational damage, and negative healthcare consumer feedback. Not scheduled appropriately.

		11.10		Patient Care Operations		Patient Care Risk Management				Patient Care Risk Management is the prevention of errors and adverse effects to patients associated with healthcare. 

Common areas included in this Sub-Taxonomy are surgical safety, device disinfection, perinatal safety, and healthcare associated infections.		Medication, surgical, and diagnostic errors; sepsis; patient falls; and patient harm.

		11.11		Patient Care Operations		Pharmacy				Pharmacies prepare and dispense medications.

Common areas included in this Sub-Taxonomy are Inpatient, Compounding, Outpatient, Specialty and Retail Pharmacy.		Dispensing errors, adverse drug effects on patients, compounding of drugs in unsterile/unsafe areas, lack of access to specialty medications, unsafe working conditions for pharmacy workers, and loss/theft of controlled substances.

		11.12		Patient Care Operations		Physician & Staffing Management				Physician and Staffing management consists of the processes, tactics, and strategies that are needed to identify, recruit, and retain physicians/employees within an organization to deliver healthcare services to patients and further the healthcare educational environment.

Common areas included in this Sub-Taxonomy are Credentialing, Recruitment and Staffing, Performance, and Staff Training. 		Making negligent hires, lack of investigation into false credentials or misconduct reports, failure to meet productivity standards, ineffectively trained healthcare team members, and employee turnover.

		11.13		Patient Care Operations		Practice Acquisitions				Practice Acquisitions and relationships are necessary to provide a system of healthcare to patients. Health systems may contract to build physician practices to serve patients due to labor shortages; university affiliated health systems must have a complete suite of physician specialties for medical students to gain experiential learning. Health systems commonly enter into joint ventures and strategic alliances to partner in sharing revenues, markets, assets, knowledge, etc. to address needs of specific patient care. 

Common areas included in this Sub-Taxonomy are Physician Contracting, Operations, Accounting and Monitoring. 		Electronic health record (HER) compatibility issues, inadequate funding, non-compliance with the Joint Venture Agreement, differing profit/outcome expectations, lack of communication, non-compliance with Stark Regulations and unclear accountability.

		11.14		Patient Care Operations		Practice Plan Bylaws				Practice Plan Bylaws serve as the formal self-governance structure of the physicians and, if applicable, other licensed and credentialed providers, as delegated by the Board of Regents (applicable for both practice plan and hospital).
		Non-compliance with regulatory standards, poorly constructed bylaws, lack of periodic review, and selective enforcement of bylaw requirements.

		11.15		Patient Care Operations		Practice Plan Financial Performance				Practice Plan Financial Performance requires a comprehensive understanding of its revenues, expenses, profitability and cash flows. Physician practices operating as part of a health system often generate losses funded through positive earning elsewhere in the health system. This is done to be able to offer a full spectrum of care to patients or offer experience to medical students. 
		Inability to manage excess of expenses over revenues, lack of alignment with profitable strategies elsewhere in the health system, and physician dissatisfaction through inadequate compensation.

		11.16		Patient Care Operations		Practice Plan Physician Appointments				Practice Plan Physician Appointments include placement of medical students/faculty to doctors' offices, certain committees and leadership roles/various specialties. 
		Inability to recruit and retain faculty to achieve institutional mission, inability of students to obtain experiential learning, and decreased customer satisfaction/patient loss.

		11.17		Patient Care Operations		Practice Plan Physician Relations				Practice Plan Physician Relations is the process of proactively developing and nurturing physician relationships in order to generate new referrals and improve patient outcomes.

Common area included in this taxonomy are Managing Referrals, Reporting of New Referrals and Physician Contracting. 		Non-compliance with regulations regarding referrals and Stark regulations, and physician dissatisfaction.

		11.18		Patient Care Operations		Quality				Quality standards are tools for helping healthcare systems deliver consistent, high-quality care to support the health of patients and the population. They describe key aspects of high-quality services for a condition or topic to guide opportunities for improvement that can lead to better health outcomes. The standard of care is the benchmark that determines whether professional obligations to patients have been met. 

Common areas included in this Sub-Taxonomy are standard reporting, healthcare consumer advocacy metrics and quality scores.		Failure to meet the standard of care due to negligence, malpractice, etc.; reputational damage through patient harm events; and negative consumer reporting of healthcare services received. 

		11.19		Patient Care Operations		Radiology/Advanced Imaging				Radiology/Advanced Imaging is the science dealing with X-rays and other high-energy radiation for the diagnosis and treatment of disease and includes services such as CT Scans, MRIs, X-Rays and Ultrasounds. 

Common areas included in this Sub-Taxonomy are Chart Management/Quality Control, Hazardous Materials/Waste Management, Film/Image Storage.  		Incorrectly read or reported images allowing progression of disease, delays in providing results to patient-facing physicians, overexposure to radiation causing harm (e.g., skin burns, loss of hair, and increased incidence of cancer).

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05		Application used to track patient care episodes from registration and appointment scheduling (i.e., front end)  to the final payment of a balance (i.e., back end). 

Common areas included in this Sub-Taxonomy are technologies used in Patient Scheduling, Patient Collections, Insurance Follow up, Charge Capture, Claims Coding, Claim Submission, Remittance Processing.		Challenges with  technology integration, regulatory compliance,  financial management and staff training and education.
Insufficient security leading to exposure of patient health information.
Inaccurate billing and unrealized revenue.

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle				Back-End Revenue Cycle consists of billing and collecting for patient treatment, which involves the tasks performed after discharge to the time it takes for final account resolution, including billing, collections, insurance/claims follow up, cash posting, bad debt/charity write-offs and denials management. 

Common areas included in this taxonomy are Claims Billing, Collections, Investigation of/Follow-up on Reimbursement Differences, and Claims Denials Management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting, decision making, and dissatisfied patients. 

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle				Front-End Revenue Cycle encompasses all Patient Access services, which involves the tasks performed pre-arrival to the time of admission, including scheduling, authorizations, pre-registration, insurance verification, financial counseling, upfront collections, medical necessity, notification of admissions and registration. 

Common areas included in this Sub-Taxonomy are patient scheduling, registration, admitting/patient access.		Lack of preventative practices in place prior to patient visits that would help providers reduce the likelihood of denied claims (e.g., missing or incorrect information, outdated insurance, no prior authorization, not medically necessary, etc.).  Errors, delays, and inefficiencies within these processes can compromise the timeliness of revenue, financial reporting and decision making.

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle				Mid-Revenue Cycle occurs during or after a patient receives medical treatment but before a billing claim is generated, including coding diagnoses and procedures, capturing charges, verifying that clinical documentation/medical records supports the services rendered (Health Information Management). 

Common areas included in this Sub-Taxonomy are departmental charging, coding, and medical record management.		Errors, fraud, disputes, delays, and inefficiencies within these processes can compromise the accuracy and timeliness of revenue, financial reporting and decision making along with denials of payment by insurance/governmental payors.

		13.1		Athletics		Academic Services				Academic Services are provided to student athletes to assist them with class success in order to stay academically eligible, while traveling, practicing and participating in team events. 

Common areas included in this Sub-Taxonomy are Athletics Tutors, Athletics Academic Advisors, and Academic Integrity.		Academic dishonesty, athlete academic ineligibility, loss of athletes due to transfers, and decreased graduations rates for athletes. 

		13.2		Athletics		Athletics Compliance				Athletics Compliance involves conducting competitive athletics programs with integrity and in compliance with the NCAA and member school rules and regulations. 

Common areas included in this Sub-Taxonomy are Eligibility, Athletics Recruitment, Athletics Financial Aid, Title IX, Conference Compliance.		Non-compliance with NCAA and Conference rules and regulations, including Title IX. 

		13.3		Athletics		Athletics Revenues				Athletic Revenue arises from merchandising, television/streaming revenue, ticket sales for different athletic events, and other goods and services. 

Common areas included in this Sub-Taxonomy are individual tickets, fundraising/sponsorships, TV, and season tickets.		Inaccurate measurement of viewership, non-renewal of season tickets/decreased fundraising due to poor experience or facilities, theft of cash ticket/food sales, ineffective revenue collection procedures and controls.

		13.4		Athletics		Boosters & Related Activities				Boosters and Related Activities support athletics through volunteering and raising funds. The NCAA Name, Image & Likeness (NIL) policy allows student athletes to earn benefits and be compensated for using their image and name, which affects the rules around compensation of non-professional athletes.

Common areas included in this Sub-Taxonomy are Booster Payments, Booster Events, and, Name, Image, Likeness Agreements.		Inappropriate gifts and opportunities offered to students, failure to follow conference NIL reporting requirements and exposure of donor information.

		13.5		Athletics		Event Management				Event Management relates to planning of events that are put on by the athletics department, including any outside vendors that may be needed for the events. 

Common areas included in this Sub-Taxonomy are Catering, Planning/Coordinating Events, and Event Payments.		Non-compliance with vendor contracts, lost revenue via collection/payment misappropriation. 

		13.6		Athletics		Financial Management				Financial Management includes other financial items such as expenses, financial reporting activities, budgetary oversight, contracting and procurement, etc. related to athletics.

Common areas within this Sub-Taxonomy are coaches contracts, travel.		Budget shortfalls, lack of operational controls, improper purchasing and travel practices, non-compliance with financial reporting requirements.

		13.7		Athletics		Operations				Operations of athletic programs require top notch facilities and agile operations staff to provide competitive teams and game day experience. 

Common areas included in this Sub-Taxonomy are Facilities, Practice Facilities, Game Day, Travel, Camps and Clinics.		Facilities do not meet standards, inadequate travel arrangement leading to poor athletic performance, transfer/exit of student athletes and poor game day experience for guests. 

		13.8		Athletics		Safety & Security				Safety and security is necessary for visitors, students, athletes and faculty when they are in the different athletic department venues as well as when they are participating in athletic games/events. Athletes also require unique medical care.

Common areas included in this Sub-Taxonomy are Sports Medicine, Medical Care, Building and Venue, Security.		Staff or athlete injuries, non-compliance with safety regulations, failure to appropriately chaperone student athletes during medical visits/procedures, harm to campus visitors/staff/students through acts of violence during competitions, and failure to support athlete mental health. 
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		2.6		Finance		Financial Management System		1.25								Institution				Abbreviation						Tuition & Fees Management		Network Administration												Student Housing				Practice Plan Financial Performance										Scholarships

		2.7		Finance		Financial Reporting										UT Arlington				ARL								Physical & Environmental Protection of IT Assets												Student Organizations				Practice Plan Physician Appointments										State Auditor's Office (SAO) Statewide Single Audit (Student Financial Aid)

		2.8		Finance		Fixed Asset, Capital Management, Asset Depreciation										UT Austin				AUS								System Development & Change Management												Student Retention & Graduation				Practice Plan Physician Relations										Student Fees Audit

		2.9		Finance		Grants										UT Dallas				DAL								Third Party Security & Risk Management												Veteran/Military Services				Quality										TEC 51.3525 Assist - New Rules Related to DEI

		2.10		Finance		Leasing Property										UT El Paso				ELP																								Radiology/Advanced Imaging										Texas Education Code 51.9337(h) - Annual Reporting Requirement on Procurement Policies

		2.11		Finance		Other Cost Recovery Departments										UT Permian Basin				PRB																																		Title IX and Title VII

		2.12		Finance		Payroll										UT Rio Grande Valley				RGV																																		Veterans Business Outreach Center (VBOC)

		2.13		Finance		Purchasing/Supply Chain										UT San Antonio				SAN

		2.14		Finance		Travel & Entertainment										Stephen F. Austin				SFA

		2.15		Finance		Tuition & Fees Management										UT Tyler				TYL

		3.1		Information Technology		Business Intelligence/Data Transformation		1								UT Southwestern				SMC

		3.2		Information Technology		Communication, Awareness, & Training		1.1								UT Medical Branch				MBG

		3.3		Information Technology		Communication/Collaboration Technologies		1.3								UT HSC-Houston				HSC

		3.4		Information Technology		Cyber Vulnerability Management & Incident Response		1.95								UT HSC-San Antonio				HSA

		3.5		Information Technology		Data Governance, Management, & Protection		1.7								UT MD Anderson				MDA

		3.6		Information Technology		Decentralized IT Operations		1.4								UT System Administration				SYS

		3.7		Information Technology		Disaster Recovery		1.5

		3.8		Information Technology		Hardware & Software Inventory Management		1.55

		3.9		Information Technology		Identity & Access Management		1.8

		3.10		Information Technology		Information Technology Security Configuration		1.65

		3.11		Information Technology		IT Operations		1.2

		3.12		Information Technology		IT/IS Governance & Strategic Planning		1

		3.13		Information Technology		Legal & Regulatory Compliance		1.2

		3.14		Information Technology		Mobile/Medical Devices & Portable Data Storage		1.6

		3.15		Information Technology		Network Administration		1.75

		3.16		Information Technology		Physical & Environmental Protection of IT Assets		1.15

		3.17		Information Technology		System Development & Change Management		1.3

		3.18		Information Technology		Third Party Security & Risk Management		1.8

		4.1		Research		Animal Research Program

		4.2		Research		Application Systems - Research		1

		4.3		Research		Biosafety

		4.4		Research		Clinical Trials & Human Subjects Research Program

		4.5		Research		Medical Centers & Programs

		4.6		Research		Publications & Intellectual Property

		4.7		Research		Research Administration

		4.8		Research		Research Compliance

		4.9		Research		Research Partners & Co-/Sub-Investigators

		5.1		Human Resources		Benefits

		5.2		Human Resources		Compensation

		5.3		Human Resources		Employee Records

		5.4		Human Resources		Employee Relations

		5.5		Human Resources		Employee Retention & Succession Planning

		5.6		Human Resources		Equal Employment Opportunity

		5.7		Human Resources		Human Resource Management System		1

		5.8		Human Resources		Recruiting

		5.9		Human Resources		Training

		6.1		Facilities Management		Construction

		6.2		Facilities Management		Facility Management Systems		0.75

		6.3		Facilities Management		Maintenance

		6.4		Facilities Management		Motor Pool

		6.5		Facilities Management		Parking Office

		6.6		Facilities Management		Planning & Design

		6.7		Facilities Management		Special Events

		6.8		Facilities Management		Utilities

		7.1		Risk Management & Compliance		Americans with Disabilities Act

		7.2		Risk Management & Compliance		Campus Security & Safety

		7.3		Risk Management & Compliance		Clery Act

		7.4		Risk Management & Compliance		Compliance Program

		7.5		Risk Management & Compliance		Emergency Preparedness

		7.6		Risk Management & Compliance		Enterprise Risk Management

		7.7		Risk Management & Compliance		Environmental Health & Safety

		7.8		Risk Management & Compliance		Insurance

		7.9		Risk Management & Compliance		Other Compliance & Regulatory Matters

		7.10		Risk Management & Compliance		Privacy

		7.11		Risk Management & Compliance		Title IX

		7.12		Risk Management & Compliance		Youth Protection

		8.1		Development & External Relations		Alumni Programs

		8.2		Development & External Relations		Capital Campaigns

		8.3		Development & External Relations		Community Outreach Programs

		8.4		Development & External Relations		Extended Education

		8.5		Development & External Relations		Foundations

		8.6		Development & External Relations		Gifts & Endowments

		8.7		Development & External Relations		Government Affairs

		8.8		Development & External Relations		Public Affairs/Marketing & Communications

		8.9		Development & External Relations		Stewardship Activities

		9.1		Student Services & Enrollment Management		Academic Advising

		9.2		Student Services & Enrollment Management		Admissions

		9.3		Student Services & Enrollment Management		Application Systems - Academic		1.1

		9.4		Student Services & Enrollment Management		Bookstore

		9.5		Student Services & Enrollment Management		Career Centers

		9.6		Student Services & Enrollment Management		Enrollment & Registration/Student Records - Registrar

		9.7		Student Services & Enrollment Management		Financial Aid

		9.8		Student Services & Enrollment Management		Food Services

		9.9		Student Services & Enrollment Management		Healthcare/Mental Health

		9.10		Student Services & Enrollment Management		Library Services

		9.11		Student Services & Enrollment Management		Recreation & Activities

		9.12		Student Services & Enrollment Management		Recruitment & Orientation

		9.13		Student Services & Enrollment Management		Student Conduct

		9.14		Student Services & Enrollment Management		Student Counseling Center

		9.15		Student Services & Enrollment Management		Student Housing

		9.16		Student Services & Enrollment Management		Student Organizations

		9.17		Student Services & Enrollment Management		Student Retention & Graduation

		9.18		Student Services & Enrollment Management		Veteran/Military Services

		10.1		Instruction		Accreditation

		10.2		Instruction		Application Systems - Instruction		0.9

		10.3		Instruction		Faculty Productivity

		10.4		Instruction		Faculty Recruitment

		10.5		Instruction		Faculty Tenure & Promotion

		10.6		Instruction		Graduate Medical Education

		10.7		Instruction		Graduate/PhD Programs

		10.8		Instruction		International Programs

		10.9		Instruction		Medical Professions Schools

		10.10		Instruction		Undergraduate Programs

		11.1		Patient Care Operations		Accreditation & Attestation

		11.2		Patient Care Operations		Biomedical Device Management

		11.3		Patient Care Operations		Case Management

		11.4		Patient Care Operations		Census Management

		11.5		Patient Care Operations		Clinics

		11.6		Patient Care Operations		Dental Services

		11.7		Patient Care Operations		Emergency Department

		11.8		Patient Care Operations		Laboratory

		11.9		Patient Care Operations		Medical Procedures

		11.10		Patient Care Operations		Patient Care Risk Management

		11.11		Patient Care Operations		Pharmacy

		11.12		Patient Care Operations		Physician & Staffing Management

		11.13		Patient Care Operations		Practice Acquisitions

		11.14		Patient Care Operations		Practice Plan Bylaws

		11.15		Patient Care Operations		Practice Plan Financial Performance

		11.16		Patient Care Operations		Practice Plan Physician Appointments

		11.17		Patient Care Operations		Practice Plan Physician Relations

		11.18		Patient Care Operations		Quality

		11.19		Patient Care Operations		Radiology/Advanced Imaging

		12.1		Revenue Cycle - Medical Services		Application Systems - Revenue Cycle		1.05

		12.2		Revenue Cycle - Medical Services		Back-End Revenue Cycle

		12.3		Revenue Cycle - Medical Services		Front-End Revenue Cycle

		12.4		Revenue Cycle - Medical Services		Mid-Revenue Cycle

		13.1		Athletics		Academic Services

		13.2		Athletics		Athletics Compliance

		13.3		Athletics		Athletics Revenues

		13.4		Athletics		Boosters & Related Activities

		13.5		Athletics		Event Management

		13.6		Athletics		Financial Management

		13.7		Athletics		Operations

		13.8		Athletics		Safety & Security






Exhibit B — FY 2025 Audit Work Plan

= Advisory includes fewer Enterprise Risk Management hours as a portion of this work will be performed by Strategic Planning.

Percentage of Audit Plan Hours By Year Seven
Category Within Audit Plan Year
2020 2021 2022 2023 2024 Average

Assurance Audits 42% 41% 42% 39% 45% 46% 52% 44%
Advisory Services 17% 18% 22% 23% 19% 21% 14% 19%
General Reserve 3% 4% 2% 3% 3% 2% 3% 3%
Required Audits 6% 9% 5% 7% 4% 3% 1% 5%
Investigations 2% 3% 4% 3% 2% 2% 2% 3%
Follow-Up On Prior Audits 3% 2% 2% 2% 2% 2% 2% 2%
Operations 19% 15% 15% 16% 17% 15% 19% 17%
Initiatives and Education 8% 8% 8% 7% 8% 9% 7% 8%
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Exhibit B — FY 2025 Audit Work Plan — Risks not Included on Plan

The following were risks that were ranked high that did not make our audit plan. These risks are on the horizon for upcoming audit plans
(next 1 to 3 years) or are being addressed by UTA using other means.

Regulatory changes and compliance
Mental Health

Competition in Higher Education
Endowments

Prepare Students for Workforce
Research Funding

Cyber Attack Risk Incident Response

NowuhswnNeE

Based on relative risk, the Benefits Proportionality Audit (last performed in FY 2022) did not make the plan for FY 2024.
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VI. External Audit Services Procured in Fiscal Year 2023

Requirement
= |nclude a list of all external audit services that were procured or were ongoing in fiscal year 2024. Examples of those services may
include, but are not limited to, financial and performance audits and attestation engagements such as a review or an agreed-upon

procedures engagement.

The Office of Audit and Consulting Services hired EisnerAmper (formerly Postlethwaite & Netterville [P&N]) to work with the Chief Audit
Executive on the Cyber Security and Backup Recovery Audit. This audit was completed in Q1 2024.

The Office of Audit and Consulting Services hired EY to work with the Audit Manager and Chief Audit Executive to validate the findings from
the Campus Living Villages audit issued last year. No report was written. This review was completed in Q4 2024.
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VII. Reporting Suspected Fraud and Abuse

Requirement

Include a brief description of the entity’s actions taken to comply with the fraud reporting requirements of Section 7.09, page 1X-38,
the General Appropriations Act (87" Legislature).

Include a brief description of the entity’s process to comply with the investigation coordination requirements of Texas Government
Code, Section 321.022.

Section 7.09, Page I1X-37, the General Appropriations Act (87" Legislature)
Actions taken to implement the fraud reporting requirements of the General Appropriations Act (87" Legislature), Section 7.09:

SAO fraud reporting link is included on the bottom of UTA’s homepage (www.uta.edu) labeled “Report Fraud.”

UTA Policy E-PO1 Dishonest or Fraudulent Activities UTA Policies and Procedures.

UTA Ethics Hotline https://www.uta.edu/campus-ops/compliance-services/ethics-hotline provides employees an anonymous way to
report suspected fraud, theft and other unethical behavior.

Policies and Procedures are current related to the requirements that the Chief Administrative Officer shall report suspected fraud to
the State Auditor’s Office.

Texas Government Code § 321.022. Coordination of Investigations

a)

b)

If the administrative head of a department or entity that is subject to an audit by the state auditor has reasonable cause to believe
that money received from the state by the department or entity or by a client or contractor of the department or entity may have
been lost, misappropriated, or misused, or that other fraudulent or unlawful conduct has occurred in relation to the operation of the
department or entity, the administrative head shall report the reason and basis for the belief to the state auditor. The state auditor
may investigate the report or may monitor any investigation conducted by the department or entity.

The state auditor, in consultation with state agencies and institutions, shall prescribe the form, content, and timing of a report
required by this section.

All records of a communication by or to the state auditor relating to a report to the state auditor under Subsection (a) are audit
working papers of the state auditor.

If a situation were to occur where this code is applicable, UTA would report such activities to the State Auditor’s Office through the
following website: https://sao.fraud.Texas.gov/reportfraud/.
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